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1.0. Overview

ASTi has created a secure version of the Telestra platform to help customers meet the Information
Assurance (IA) requirements for systems attached to a secure network. Driven by the Department
of Defense Directive (DODD) 8500.1, trainers and equipment are now required to follow a strict
sets of rules handed down from DISA, NSA and alike. ASTi ensures that our suite of products will
adhere to current security requirements forced upon today's trainers. For more detailed informa-
tion see the Information Assurance Support Environment (IASE) web site.

ASTi offers a certifiable secure version of Telestra software. In the secure software version the
majority of the security risks identified by DISA are eliminated by ASTi, but some customer
action is required to resolve vulnerabilities that may exist at the installation site.

Copyright © 2008 Advanced Simulation Technology inc. 1
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1.1. DISA and SRR

The Defense Information Systems Agency (DISA) develops and provides security configuration
guidance for IA and IA-enabled IT products. The guidelines are outlined in DISA's Security Tech-
nical Implementation Guides (STIGS), which identify existing and potential vulnerabilities on a
system. STIGS exist for a variety of operating systems and applications. Additionally, there are
Security Readiness Review (SRR) scripts that automate the process of validating a system config-
uration against the STIG requirements. Every Secure Telestra software version is tested against
the latest versions of the following STIGS.

e UNIX STIG with UNIX SRR scripts
e Web Server STIG with UNIX Web SRR script
For more information on the STIGS see http://1ase.disa.mil/stigs/stig/index.html
For more information on the SRR scripts see http://iase.disa.mil/stigs/SRR/index.html

Within each STIG there are four vulnerability code definitions from category I —high vulnerability
to category IV —low vulnerability.

* Category I - Vulnerabilities that allow an attacker immediate access into a machine, allow
super user access, or bypass a firewall.

* Category II - Vulnerabilities that provide information that have a high potential of giving
access to an intruder.

e Category III - Vulnerabilities that provide information that potentially could lead to com-
promise.

e Category IV - Vulnerabilities that provide information that will lead to the possibility of
degraded security.

ASTi's goal for the Secure Telestra is to eliminate all CAT I's and CAT II's and to minimize CAT
IIT and IV vulnerabilities. ASTi has also incorporated the UNIX SRR scripts into the production
testing process so that the Secure Telestra is constantly updated with the most valid security

enhancements.

1 As the DISA STIG CAT I and II vulnerabilities change in future STIG releases it is impossible
to predict future issues. While ASTi will make every reasonable attempt to remove all CAT I and
IT issues we cannot guarantee removal of all these issues. The CAT I and II issues are constantly
changing over time. If removal of an issue is not feasible we will work with the customer to obtain
a waiver as required. This will be documented in the accompanying ASTi SRR Report.

2 Copyright © 2008 Advanced Simulation Technology inc.



ASTi Secure Telestra 3.0 Installation and User Guide (Ver. 1, Rev. B.1)

1.2. Customer Responsibilities

The vulnerabilities are given unique labels called Potential Discrepancy Items (PDIs). Each PDI is
categorized with a short description of the vulnerability. Out of the hundreds of PDIs, ASTi can
eliminate the majority of them; however, the customer is responsible for eliminating several PDIs.

For example, certain elements of the STIGS require that the customer:
* Set non-guessable passwords
e Review audit logs
* Maintain specific physical security requirements

As the STIGS and SRR scripts are updated, the PDI list will change. The specific PDI list is pro-
vided on a per Telestra security software release tested against the latest STIG/SRR versions.

Copyright © 2008 Advanced Simulation Technology inc.
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2.0. Requirements

The following items are required for a Secure Telestra platform:
e Telestra 3.x Software Installation CD-ROM (i.e. 3.30-1)
* Options File CD-ROM
e Telestra 3.x Security Software Installation CD-ROM

* ASTi SRR Report (This is not required for installation, but it is part of the Security Pack-
age.)

2.1. Reference Documents

This document supplements the Telestra 3.0 Cold Start and Telestra 3.0 User Guide. This docu-
ment does not replace these documents.

e Telestra 3.0 Cold Start (DOC-01-TELS-CS-3)
e Telestra 3.0 User Guide (DOC-01-TELS-UG-3)
e Telestra 3.0. and Model Builder Visual Quick Start Guide (DOC-02-TMBV-QSG-1)

4 Copyright © 2008 Advanced Simulation Technology inc.
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3.0. Telestra Cold Start Procedure and Software Instal-
lation

Important: The Secure Telestra software does not currently support the upgrade fea-
& ture. After the Security Software Installation is complete, do not upgrade the base
Telestra software this may cause a risk of opening up security holes in the software.

In the Telestra 3.0 Cold Start document (DOC-01-TELS-CS-3) follow the ‘Cold Start Proce-
dure’ and ‘Installing Linux & Telestra Software’ for installing the base Telestra software using
the Telestra 3.x Software Installation CD-ROM.

These steps must be done prior to completing the following section, 4.0 Security Requirements
Procedure.

3.1. Telestra Network Connection

First connect the Telestra to a network so you can access the Remote Management System (RMS)
pages. RMS is the web-based interface used to manage and interact with Telestra.

1. Connect the Telestra to a network using the eth0 port. Eth0 will try to obtain a network IP
address and subnet mask using a DHCP server. If the Telestra cannot contact a DHCP
server for ethO, it will assign a meaningless IP address of 0.0.0.0 to that interface.

2. Upon boot-up, the GNU GRUB screen will display three options, Embedded, Develop-
ment, and Recovery. Select Embedded for normal operation.

3. On the Telestra Welcome screen navigate to the Settings screen by pressing “Enter” once
the settings button is highlighted.

3. If your network does not have DHCP enabled, you must manually enter a unique IP
address and its accompanying subnet mask into their respective fields on the “Setup”
screen.

4. Then write down the IP address. You will need this to access the Telestra's RMS pages
from a workstation on the network with a local web browser.

5. After setting the IP address for ethO, navigate to a workstation on the network with a local
web browser. Type the IP address in the web browser address bar as follows:

http://XXX.XXX.XXX.XXX/

where “xxx.xxx.xxx.xxx" is the IP address previously assigned to ethO using the Telestra
Configuration Utility.

Copyright © 2008 Advanced Simulation Technology inc. 5
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3.2. Uploading the Options File

A system must have an Options File to activate full software functionality. For more details about
Options Files see “System Options” in the Telestra 3.0 User Guide (DOC-01-TELS-UG-3).

To upload an Options File navigate to RMS through a local web browser on the network and
select Telestra >> Options in the top menu bar. Click the “Choose File” button to locate the file on
your local workstation, followed by clicking the “Upload New Options File” button.

Please note: Selecting an Options File with the same name as the currently-installed Options File
will result in the new file overwriting the existing file.

Click on the filename of the existing Options File to download it to your local workstation for
archiving and backup purposes.

Ensure that you upload the proper .tgz file that contains the Options File. If you upload a file that
does not contain an Options File, the system will not operate properly.

4 ASTi TELESTRA

Wl Current System: RMS Server - 10.1.0.170:80 | »View All
[Telestra] [Hardware| [Models| [Packages| [Radio| [Debug]| [RemoteClients]
[Status] [Networking| [Preferences| [Actions| [Options]| [Update]

Telestra Options File

Download Options File

Click filename to download.

Filename Size Modified Del
# tel gmp devwork.tgz 952 bytes Fri Jul 8 19:30:29 2005 = del

Current Options Upload Mew Options File

il Base Click "Choose File" to locate the Options File on your local system.

Bl Remote Mgmt.

Ell MBE Visual

El Doc. Tools Choose File | no file selected

H g;'slti':aﬂ -____?v Upload New Options File |

Bl HLA

Ell Radio Prop.

il HF

El ALE

El sATCOM

Ell Terrain

Bl Prop. Loss I/F

Bl Link-16 Sim.

Ell Data Link I/F

Bl Netwark Time

il Voice Logger

il Security Package
Bl Diskless Server
100000 Credits
Ethernet Addresses

« eth0: 00:04:23:AD:EE:57
« ethl: 00:04:23:AD:EE:56
« eth2: 00:11:11:19:8E:19

ASTI - 500A Huntmar Park Dr. - Herndon - VA « 20170 - USA . support@asti-usa.com -
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4.0. Security Requirements Procedure
The following steps are required for the Secure Telestra platform.

4.1. Additional BIOS Settings for the Secure Telestra platform

The following BIOS settings are required in addition to the BIOS settings in the Telestra 3.0 Cold
Start (DOC-01-TELS-CS-3). This section is a supplement to the default BIOS settings set in the
‘Cold Start Procedure.’

4.1.1. Secure BIOS Configuration version BF86510A.86A.xxxx.Pxx and
NT94510J.86 A.XXXX.XXXX.XXXX.XXXX

The following instructions apply only to the BIOS version BF86510A.86A.xxxx.Pxx and
NT94510J.86A . XXXX.XXXX.XXXX.XXXX.

1.

If you have not already done so, attach a monitor, keyboard, and power cable to the
Telestra.

Power on the Telestra and press the F2 key as the system starts.

Set BIOS password to prevent unauthorized use of the Telestra. Use the arrow keys to
move to the Security field.

a. Select ‘Set Supervisor Password’ and enter a password as required.
b. Select ‘Set User Password’ and enter a password as required.

c. Set ‘User Access Level’ to the required level for the Telestra’s facility.
For BF86510A.86A .xxxx.Pxx:

Change the Boot Order to prevent booting to removable media and network devices. Use
the arrow keys to move to the Boot field and select ‘Boot Device Priority.’

a. Under 1st choose Hard Drive or specific destination device.
b. Under 2nd choose Disabled. Press ESC when finished.

For NT94510J.86 A . XxXXX.XXXX.XXXX.XXXX:

a. Set ‘Boot to Optical Devices’ to Disable.

b. Set ‘Boot to Removable Devices’ to Disable.

c. Set ‘Boot to Network’ to Disable.

d. Set ‘USB Boot’ to Disable.

Copyright © 2008 Advanced Simulation Technology inc.
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5. Follow the steps below to disable extra peripherals, including USB, audio, and etc. Use the
arrow keys to move to the Advanced Field and select ‘Peripheral Configuration.’

a. Set Serial Port to Disabled. (ignore this step for NT94510J.86A.XXXX.XXXX.XXXX.XXXX)
b. Set Parallel Port to Disabled.

c. Set Audio to Disabled

d. Select ‘Floppy Configuration’ and set Diskette Controller to Disabled.

e. Use the arrow keys to move to the Exit field. Select Save Changes and choose Ok.

Copyright © 2008 Advanced Simulation Technology inc.



ASTi Secure Telestra 3.0 Installation and User Guide (Ver. 1, Rev. B.1)

4.2. Telestra 3.x Security Software Installation

The custom security software package will lock-down the platform and minimize all CAT 1, II,
III, and IV vulnerabilities. Follow the steps below to install the Telestra 3.x Security Software
package.

1. Insert the Telestra 3.x Security Software CD-ROM.
2. Open the RMS browser and select Packages -> Security Update and click “Mount CD.”

«f ASTi TELESTRA Lagsed i 52 . TP O]

Wil Current System: 10.2.126.194 | »View Al

Telestra |Hanlware| ‘Mudels‘ |Fa:kages| |Debug| |Remutecliems‘
|Up:late System‘ ‘Up:late Cumpunentsl |5ecurity I.lpdate‘

Install Telestra Security Package

Please insert the Telestra Security CD-ROM provided by ASTi into the CD-ROM drive of the Telestra system and click the "Mount CD"
button to continue.

Mount CD

21:06:11 up 2 min | Logged in as rmsuser - Manage Users - Logout

ASTI - 500A Huntmar Park Dr. - Herndon - VA - 20170 - USA - support@asti-usa.com - www asti-usa.com

3. The RMS screen shown below will display the Telestra Security package information. To
view the security software version select the README.txt link.

o ASTi TELESTRA Longed inos e TR SR

Wl Current System: 10.2.126.194 | »View All

Telestra |Har=lware| ‘Mo(lels‘ |Fackages| |Debug| |Rematecliems‘
|Up(late System‘ ‘Upalate Campunents| |Security l.lpdate‘

Install Telestra Security Package

Ready to Start Installation

The following text files were found on the CD-ROM. Click the name of the file to view its contents in a new browser window.
¢ README . txt

Telestra is now ready to perform the security update installation. Click the "Install Security Update" button to continue.

Install Security Update

21:27:04 up 23 min | Logged in as rmsuser - Manage Users - Logout

ASTI - 500A Huntmar Park Dr. - Herndon - VA - 20170 - USA - support@asti-usa.com - www asti-usa.com

The text file will display the security software version and the corresponding SRR version
provided by DISA.

Release 1.0

* Initial release.
* Supports Unix SRR UNIX 51-15Novemberdt

4. Select the “Install Security Update” button to start the installation.

Copyright © 2008 Advanced Simulation Technology inc. 9
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5. After the installation is complete, the following confirmation screen will display in the
RMS browser and the CD will eject from the Telestra’s CD drive. Remove the CD from
the tray.

«f ASTi TELESTRA Logged nas msuser. [T

Wil Current System: 10.2.126.194 | »View Al

Telestra |Hanlware| ‘Mmlels‘ |Fa:kages| |Debug| |Remuteclients‘
|Up:late System‘ ‘Up:late Cnmpunentsl |5ecurity I.lpdate‘

Install Telestra Security Package

Security Update Successful

The Telestra security update is now complete.

The Security CD-ROM has been ejected from Telestra's CD drive. Please remove the CD from the tray before rebooting.
You must reboot the machine for the changes to take effect.

For complete details about the installation, see the secure.log file.

ASTI - 500A Huntmar Park Dr. - Herndon - VA - 20170 - USA - support@asti-usa.com - www asti-usa.com

6. Select the reboot link, this will open the Telestra -> Actions page shown below.

o ASTi TELESTRA

W Current System: 10.2.126.194 | »View Al

Telestra| |Har(lware| |Mu(iels| ‘Packages| |Ra(iiu‘ |Debug|

Status| |Netwurking| |Preferen(es‘ |Cumm Plan| |nctions| |0ptiuns| ‘Update‘
Reboot Telestra System

Rebooting the Telestra system will interrupt its
operation and all its software services for
approximately 2 minutes.

Please click the "Reboot Telestra System Now"
button to confirm this action.

Reboot Telestra System Now |

ASTI - 500A Huntmar Park Dr. - Herndon - VA - 20170 - |

7. Click the “Reboot Telestra System Now” button.

10 Copyright © 2008 Advanced Simulation Technology inc.
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8. After the Telestra reboots, you will have a Secure Telestra platform. View the Telestra ->
Status page to verify the secure software version on your system.

« ASTi TELESTRA

Wl Current System: 10.2.126.194 | »View All

Telestra| |Hardware| |Mmie|s| |Packages| |Radia| |Debug|

5tatu5| |Netwnrking| |Preferences| |t:=::mm Plan| |Actinns| |0ptinns| |Update|
System Status

System Info System Warnings
No SYStE]Il dESCﬁpﬁO]L Mo mapping file appears to have been set for this model.

Syst Credits: 120000
Version: 3.30-1rc2 ystem s
Credits used by model: 950 [report]

CPU load: N/A LastSecured:  3,30-1rc2+secure-1.0

{Model not running) Disks
Model Name:  sample model hda:
Mzmorvjlsedd:;}?% Model Owner:  IMPVUSEr
wap Used: 0% _ Filesystems: / (94% free)
e Runtime Mode: Embedded fbDDt [790.“5 f['f:.‘l':'.‘]
» E'net Confia. Report Status: [ Stopped @ fusr (99% free)
» Packet Filter Report
» IP Routing Report etho: 10.2.126.194
» Systemn Status Report
ethl: 192.168.100.254
System Logs
» All Messages (362k) &thz: 20.1.1.1
» ASTi Log (1k) .
» Boot Log (0 bytes) Installation Info
» Cron Log (454 b
Cron Log ( ytes) EET———

» HLA Log (0 bytes)

» Kermel Log (50k)

» Mail Log (0 bytes)

» MBV Log (4k)

» Security Log (5k)

« Server Log (6k)

» SNARE Log (46K)

» Web Access Log (472k)

« Web Error Log (489 bytes)
= Systemn Faillog (PAM

Copyright © 2008 Advanced Simulation Technology inc. 11
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4.3. ASTi Customized SRR Report

For each security software release, ASTi runs the DISA SRR scripts and generates a report with
required customer actions. This report is provided as a PDF on a CD-ROM. The report can be
viewed on any machine that can read PDFs. The CD-ROM is labeled “ASTi Generated SRR
Report for Telestra 3.” For a sample SRR report see http://www.asti-usa.com/telestra/
srr_report.html.

12 Copyright © 2008 Advanced Simulation Technology inc.
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Appendix A:Telestra Security Software Compatibility

Matrix

Telestra Software Version

Security Software Version

3.30-1

TL3-Secure-1.0

3.1-1 through 3.29-1

Not Supported

Copyright © 2008 Advanced Simulation Technology inc.
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Appendix B: Troubleshooting

How do I restore an account after I am locked out?

You can re-enable accounts via the GRUB menu by booting into single user mode as root. Follow
the steps below to boot into single user mode and restore a locked out account called <user-
name>.

1.
2.

Reboot the Telestra.
As soon as you see the GNU GRUB screen, type the letter ‘p’.

IMPORTANT: You have 10 seconds to do this before it starts booting. If you are too late
and it starts booting, immediately press the reset switch and try again.

. After you type ‘p’, you are prompted for a password. Type in your grub password. If you

have not changed the password, type the default grub password:
abcdl1234
After successfully entering the grub password, type the letter ‘e’.

Then press the down arrow, type ‘e’ again, press backspace, then type ‘single’,
press enter, and type ‘b’.

The Telestra will boot into single user mode.

Enter the root password to login.

Type the following command to re-enable the user account you are interested in:
faillog -u <username> -r

Type ‘reboot’ to reboot the Telestra. The user should be able to login as rmsuser.

14
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All System Account (including the ‘root’ user) passwords will expire after 60 days.
How do I change my system account password, which has expired (after 60
days)?

If your system account password is expired, and you are trying to login in Development mode
via the X, your only indication is a “Login incorrect” message.

If your system account password is expired, and you are trying to login on the text console
screen, you will see the following:

You are required to change you password immediately (pass-
word aged).

Changing password for <your username>

(current) UNIX password: <type your old password again (the one you just
typed in)>

New UNIX password: <see Unix Password Guidelines below>
Retype new UNIX password:

This password will expire again in two more months.

Unix Password Guidelines
e Must have at least 10 characters.

e Must have at least two (2) numbers.

Must have at least two (2) special characters, for example, $#-!

Must have at least two (2) upper case letters.

Must have at least two (2) lower case letters.

Cannot spell any common known dictionary words.

Copyright © 2008 Advanced Simulation Technology inc. 15
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How do I change my root password, which has expired (after 60 days)?

If the root system account password is expired, you will find out when you try the ‘su’ com-
mand, because security requirements prevent the root user from logging in directly. When you
supply the correct root password to the ‘su’ command, you will see the following:

You are required to change your password immediately (pass-
word aged).

su: Authentication token is no longer valid; new one
required.

Sorry.

At this point, to access superuser privilege, you must reboot into single-user mode and login
as root in order to update root's password. Follow the procedures below:

1.

Use a privileged RMS account (using a web browser on another system) to reboot the
Telestra. If you can't do this, hit the reset switch on the front of the Telestra.

As soon as you see the GNU GRUB screen, type the letter ‘p’.

IMPORTANT: You have 10 seconds to do this before it starts booting. If you are too late
and it starts booting, immediately press the reset switch and try again.

. After you type ‘p’, you are prompted for a password. Type in your grub password. If you

have not changed the password, type the default grub password:
abcdl1234
After successfully entering the grub password, type the letter ‘e’.

Then press the down arrow, type ‘e’ again, press backspace, then type ‘single’,
press enter, and type ‘b’.

The system should then start to boot in single user mode, you will see the following:
Give root password for maintenance
(or type Control-D for normal startup):

Enter the old root password, and the prompt should read:
root@telestra:~#

Now you can change your root password by executing the ‘passwd’ command:
root@telestra:~# passwd

New UNIX password: <enter your new password, see Unix Password Guide-
lines on previous page>

Retype new UNIX password: <enter it again>
passwd: password updated successfully

Now you can type 'reboot' and return to normal operation.

16
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How do I change the grub password?

1.

10.

1.
12.

To change the grub password, type ‘su’ at the ‘$’ prompt, example:

$ su

The prompt will ask for the root password:

Password: <supply root password>

Type:

# grub

The prompt will display the grub version:

GNU GRUB version 0.95 (640K lower / 3072K upper memory)

[ Minimal BASH-like line editing is supported. For the first word, TAB lists possible com-
mand completions. Anywhere else TAB lists the possible completions of a device/file-
name. |

At the ‘grub>’ prompt, type ‘md5crypt’, example:

grub> md5crypt

The prompt will ask for a password:

Password: <type new grub password>

Then it will display a long string of characters:

Encrypted: $1$StLTIQS$Jzsm.WJERUWbK4iATIwdZAO0

Write down the long string of characters after "Encrypted:". This is the encrypted
password which you must put into the /boot/grub/menu.lst file.

Type:

grub> quit

As the root/superuser edit the /boot/grub/menu.|st file and find the line:
password --md5 <old long string of characters>

Replace the <old long string of characters> with the <new long string of characters>
obtained from the md5crypt grub command.

Save the file and reboot.
Test the new password by typing 'p' at the grub menu.

If you are unable to edit (using 'e' after supplying the correct grub password), then you
probably either copied the md5crypt string incorrectly or supplied a different password
(perhaps a typo?) to the mdScrypt grub command. Try again until you are able to success-
fully use the 'e' grub command.

Copyright © 2008 Advanced Simulation Technology inc. 17



