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1.0 Introduction
ASTi's Communications Logger (i.e., Comms Logger) records, retrieves, and reviews com-
munications conducted through ASTi's Voisus server. These communication types include
Radio over Internet Protocol, network intercoms, and phone calls that occur between oper-
ators and over public telephone networks. Three possible configuration options exist:

l Comms Logger server,

l Comms Logger server with two redundant array of independent disks drives, which
provide additional storage and more reliable uptime for mission critical exercises, and

l Comms Logger in a virtual machine, which provides increased flexibility and a smaller
hardware footprint.

The Comms Logger operates in conjunction with the Voisus server. These servers publish
uniquely identified communication streams using Variable Transmitter Parameters available
with Distributed Interactive Simulation (DIS), version 7. The Comms Logger receives, stores,
and then processes this traffic for display, review, and archival. The Comms Logger only
shows what the Voisus server publishes.

To access recorded audio, log into the Comms Logger web interface using a web browser on
a computer sharing the same network. Use this platform to accomplish the following:

l Set up and manage the recording parameters,

l Filter and review recorded audio, and

l Export audio to an external storage device or DVD in waveform (i.e., .wav) audio file
format.

The Comms Logger User Guide describes how to set up the Comms Logger, monitor its
status, operate Audio, and troubleshoot common problems. It does not explain how to set up
Voisus servers. To make these configurations, go to the Voisus Client User Guide.

This guide is intended for technicians or exercise staff who want to set up, record, review, or
export captured audio from the Voisus server. To set up the Comms Logger, you should be
familiar with Voisus client operation. Additionally, you should understand basic networking
concepts allowing the Comms Logger and its associated servers to communicate.
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1.1 Required equipment
To set up the Comms Logger, you will need the following items:

l Hardware
o Comms Logger 2U server with removable hard drive

Important: If your application doesn't use a physical Comms Logger server,
you'll need to configure Comms Logger in a virtual machine instead, as
described in "Comms Logger in a virtual machine" in the Comms Logger Cold
Start Guide.

o Voisus 2U server with removable hard drive
o CAT5e Ethernet cable or better
o Network switch
o Computer with a local area network connection to the Comms Logger and Voisus
server

o Monitor
o Keyboard

l Software
o (Optional) An enterprise class virtualization stack (i.e., Type-1 or bare-metal hyper-
visor), such as VMware ESXi

o (Optional) Software application that plays files in waveform (.wav) audio file format
(e.g., iTunes)

l Network data
o Comms Logger's IPv4 address
o Comms Logger's subnet mask
o User Datagram Protocol (UDP) ports where the Comms Logger will receive Dis-
tributed Interactive Simulation (DIS) traffic

o DIS exercises containing audio that the Comms Logger will record
o Comms Logger's broadcast or multicast group address
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2.0 Licenses
ASTi's licenses are tied to USB License Keys, which are DoD-approved devices covered
under ASTi's Authority to Operate (ATO) and Risk Management Framework (RMF) accred-
itation. Upon delivery, each USB License Key activates a predefined set of software func-
tionality for any system running Comms Logger software. This includes ASTi-provided
hardware, customer-furnished equipment (CFE), government-furnished equipment (GFE), and
virtual machines (VMs). USB License Keys also give you the ability to transfer functionality
among systems and receive loaner and trial licenses.

To learn more about USB License Key benefits and FAQs, go to “USB License Keys and
your ASTi System (#123)” at support.asti-usa.com/appnotes/123.html.

This section discusses how to:

l Install a USB License Key

l View licensing information

l Update a USB License Key

2.1 Install a USB License Key
When you first receive an ASTi USB License Key with a shipment, you must install your
license on the applicable Comms Logger server. If you're updating an existing license, follow
the instructions in Section 2.3, "Update a USB License Key" on page 5.

To install a USB License Key and verify it is active, follow these steps:

1. Insert the USB License Key into the Comms Logger server.

2. Open a web browser on a computer or tablet sharing a network with the Comms Log-
ger server.

3. In the address bar, enter the Comms Logger server's IP address.

4. Log into the Comms Logger web interface using the following default credentials:

Username Password

admin astirules
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5. From the top right, go toManage ( ) > Licensing.

Figure 1: Licensing navigation

6. Under Licenses (N), find the License ID to confirm that your license is active. This ID
is printed on the tag attached to your USB License Key.

Figure 2: Active License ID

2.2 View licensing information
On Licensing, under Available Options, you can view a variety of information about
licenses on your system:

l Enabled: enabled options

l Total: the total number of endpoints assigned to each option

l Used: the number of endpoints each option is using

l Remaining: the number of endpoints remaining to each option

Figure 3: Available Options
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A list of installed USB License Keys displays under Licenses (N), where N represents the
number of licenses. This table specifies the following:

l License ID

l License type (i.e., hardware or software)

l License revision number

l Error messages

Figure 4, "Installed licenses" below shows an example of installed licenses:

Figure 4: Installed licenses

Green licenses are active with no errors, while yellow licenses indicate that certain features
have expired. Red licenses have already expired, as shown in the error message. If a system is
unlicensed, a warning displays at the top of the pagein Notifications. Minimum func-
tionality may still be available on unlicensed systems. However, if you would like to use the
application's full feature set, contact ASTi to update your USB License Key.

To view specific information about the license, select :

l Name: options enabled on this license.

l Total: shows the total number of endpoints per option.

l Expired?: indicates whether the option's capabilities have expired.

l Expiration Date: shows the option's expiration date (if applicable).

l Error: displays option-specific error messages (e.g., expiration).

2.3 Update a USB License Key
You may need to update one or more ASTi USB License Keys to expand or alter system func-
tionality (e.g., receive a software trial, add more clients). ASTi provides a License Key
Update (.lku) file that you can upload to the Comms Logger server. Updating a USB License
Key or changing its license terms does not require returning it to ASTi. A single file can also
update multiple keys.
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To update USB License Keys, follow these steps:

1. Insert the USB License Keys into a Comms Logger server.

2. Open a web browser on a computer or tablet sharing a network with the Comms Log-
ger server.

3. In the address bar, enter the Comms Logger server's IP address.

4. Log into the Comms Logger web interface using the following default credentials:

Username Password

admin astirules

5. From the top right, go toManage ( ) > Licensing.

Figure 5: Licensing navigation

6. On Licensing, under Update/Install a License, select Browse, and find the .lku file
on your local system. Alternatively, drag and drop the file to the browser.

Figure 6: Update/Install a License

The updated .lku file displays under Licenses (N), where N is the number of licenses.

Figure 7: Updated license
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3.0 Server installation and setup
Before you can use the Comms Logger to capture and manage client communications, you'll
need to set up the Comms Logger server's network and configure it to interface with Voisus.
This section provides step-by-step instructions explaining how to make these configurations,
enabling you to take full advantage of the Comms Logger's features.

This chapter discusses how to:

l (Optional) Capture client audio in the Audio interface

l Install the Comms Logger server

l Configure the Comms Logger server

3.1 Install the Comms Logger server
First, you must install the hardware, and if necessary, set up initial network options. To install
the Comms Logger server, follow these steps:

1. Insert the USB License Key into the Comms Logger server, as described in Section
2.1, "Install a USB License Key" on page 3.

2. Plug the Comms Logger server into a power outlet. Allow two inches of space to the
rear of the server for connections. The Comms Logger server automatically boots per
your BIOS configuration.

3. Connect the Comms Logger server to a monitor and keyboard, which are only neces-
sary for initial software configuration.

4. Connect the Comms Logger server's Ethernet interface to your local area network with
a CAT5e cable or better.

5. Log into the system using the following default credentials:

Username Password

root abcd1234

6. To obtain the server's default IP address from Dynamic Host Configuration Protocol
(DHCP), enter /sbin/ifconfig ethX, where X represents the Ethernet interface port num-
ber (e.g., Eth0). Press Enter. Use the displayed IP address to access the Comms Logger
web interface, or set up a custom IP address in the next step.
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7. (Optional) To set the IP address and subnet mask, run ace-net-config -a
xxx.xxx.xxx.xxx -n yyy.yyy.yyy.yyy, where xxx.xxx.xxx.xxx is the IP address and
yyy.yyy.yyy.yyy is the netmask. This configuration sets the IP address and netmask for
Eth0, which you can use to access the Comms Logger web interface via a browser to
complete the network setup.

3.2 Configure the Comms Logger server
Modify the Comms Logger server's settings to meet your program's requirements using
Comms Logger Configuration. Settings on this page include the following:

l Recording File Period

l Ethernet Interface

l Capture Filters for protocol data unit (PDU) packets

l Multicast Groups

l Transcription

This section primarily focuses on configuring the Comms Logger's network. For tran-
scription configuration instructions, go to Section 5.1, "Choose and configure a transcription
model" on page 22.

To set up the Comms Logger, follow these steps:

1. Open a web browser on a computer or tablet sharing a network with the Comms Log-
ger server.

2. In the address bar, enter the Comms Logger server's IP address.

3. Log into the Comms Logger server using the following default credentials:

Username Password

admin astirules

4. From the top navigation bar, go to Configuration.

Figure 8: Comms Logger Configuration navigation
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5. The Comms Logger continuously records audio, dividing network traffic and its asso-
ciated metadata into subfiles. Recording File Period defines how many hours of audio
a subfile contains. When a subfile reaches the specified number of hours, the Comms
Logger automatically creates a new recording file. If the hard drive runs out of space,
new files overwrite the oldest files in the archive.

Ensure Recording File Period displays its default value of 1.

Important: For best results, leave the Recording File Period as the default. Before
changing this setting, contact ASTi for more information.

6. If needed, select Ethernet Interface, and choose the Ethernet port the Comms Logger
will use to record.

Figure 9: Comms Logger Configuration

Available ports depend on the active, available network interfaces. The default value is
Eth0.

7. Capture Filters determines which packets the Comms Logger should record based on
the packet's port and Distributed Interactive Simulation (DIS) exercise. Comms Logger
only displays DIS 7 data from a Voisus server.

Define the following filter parameters:

a. To filter based on port, in Ports, enter the port number the Comms Logger will
record (e.g., 3000), and select the plus sign ( ). The specified port appears to the
right, under Current Parameters.

b. (Optional) To delete a parameter, select the red trash can ( ).

c. To filter based on DIS exercise, in Exercises, enter a DIS exercise, and select .

Figure 10: Capture Filters
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For example, if you define ports 12001 and 12002 but no exercise ID, then the Comms
Logger captures every DIS PDU entering those ports. The same concept applies for
DIS exercises. If you define exercise IDs 1 and 2 but no ports, then the Comms Logger
captures every DIS PDU matching IDs 1 and 2, regardless of its associated port.
However, if you define port 12001, port 12002, and exercise ID 1, the Comms Logger
captures DIS PDUs with ID 1 arriving via ports 12001 and 12002.

For best results, always define one or more ports and/or exercises. If you leave these
settings blank, the Comms Logger captures all DIS traffic coming through all ports,
causing your hard drive to fill faster than expected.

The Comms Logger's port and DIS exercise values must match those in the Voisus
web interface. These settings reside on DIS > Networking and Exercises.

Figure 11: Voisus DIS exercise and port settings

For more information about DIS settings in the Voisus web interface, go to "DIS" in
the Voisus Client User Guide.

8. (Optional) If the Comms Logger is not receiving multicast traffic, define specific mul-
ticast groups to join. As a result, the Comms Logger sends Internet Group Management
Protocol (IGMP) join messages to network routers.

UnderMulticast Groups, in Add Groups, enter a multicast address (e.g.,
224.11.22.33), and select .

To delete an address, under Current Groups, select the red trash can ( ).

Figure 12: Multicast Groups
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The Comms Logger multicast address must match the Voisus multicast address. In the
Voisus web interface, this setting resides on DIS > Networking, under Options:

Figure 13: Matching multicast settings

9. When finished, select .

3.3 (Optional) Capture client audio in the Audio inter-
face
By default, the Comms Logger records net audio and displays it as radio audio streams in the
Audio interface. However, the Comms Logger can also record and display the audio of indi-
vidual clients. This capability might make it easier to find students' audio clips in a classroom
environment.

To set up this functionality, you must first enable clients connected to the Voisus server to
publish audio in a manner the Comms Logger can record. You only need to make this con-
figuration once per Voisus server as long as you back up and restore your settings during the
cold-start procedure. To learn more about backup and restore, go to the Voisus Cold Start
Guide.

To enable software client audio streams for Comms Logger, follow these steps:

1. Open a web browser on a computer or tablet sharing a network with the Voisus server.

2. In the address bar, enter the Voisus server's IP address.

3. Log into the Voisus server using the following default credentials:

Username Password

admin astirules
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4. From the top right, go toManage ( ) > Features.

Figure 14: Features navigation

5. On System Features, turn Software Client - Comms Logger .

Figure 15: Turn on Software Client - Comms Logger

6. To activate changes, select .
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4.0 Audio interface
From the top navigation bar, go to Audio.

Figure 16: Audio navigation

Audio displays recorded transmissions on a timeline with color-coded periods representing
transmissions. Figure 17, "Audio diagram" below identifies each interface element:

Figure 17: Audio diagram
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Table 1, "Audio elements" on the facing page lists and describes interface elements on
Audio:

Number Icon Name Description
N/A Audio Streams Recorded channels grouped by communication type (i.e.,

radio, call, or client). Channel identifiers are established in
Voisus:
l Radio: identified by their net names in the Comm Plan.
l Calls: identified by the line names of a gateway.
l Clients: set on Client Mapping in the Voisus web inter-
face.

For more information about radio, call, and client net channel
identifiers, go to "Comm Plan" in the Voisus Client User
Guide.

Calendar Lets you select recordings by date.

Play Plays the recording.

Pause Pauses the recording.

N/A Audio Selection Displays audio selected in theOverview. Selections are
shaded gray and display in the Detailed View.

N/A Time Display Displays the hour:minute:second of the marker's position in
the recording.

N/A Overview Shows all audio streams recorded that day, zoomed all the
way out. This timeline show when transmissions have
occurred and audio data is available.

, Select Audio Selects a precise audio duration in the Detailed View to
bookmark or export.

, Bookmark Tags a specific time for easy retrieval and organization.

, Export Exports audio selections in waveform (i.e., .wav) audio file
format.

N/A Marker Marks the current playback position in theOverview or
Detailed View.

N/A Detailed View Displays a closer view of audio selections in theOverview.

N/A Shift Shifts the audio selection to the right or left based on a per-
centage of the selection's size.
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Number Icon Name Description
Zoom In Doubles the Detailed View's current zoom level.

Zoom Out Cuts the Detailed View's current zoom level in half.

Center on
Cursor

Centers the Audio Selection on the cursor.

Unmute All Unmutes all audio streams in the Detailed View.

Mute All Mutes all audio streams in the Detailed View.

Table 1: Audio elements

Underneath Overview and Detailed View, Transcriptions displays the recording text dis-
played above. This table includes three columns:

l Date: displays a time stamp indicating the hour, minute, and second (i.e., HH:MM:SS)
that the message occurred.

l Net: displays the name of the net affiliated with the message.

l Transcription: displays the contents of the message.
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Figure 18, "Audio transcription table" below displays the Audio transcription table:

Figure 18: Audio transcription table

Transcriptions are located on both Audio and Transcriptions. To learn more about tran-
scriptions, go to Section 5.0, "Transcriptions" on page 22.
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4.1 Open and preview recorded audio
To open and preview an audio stream, follow these steps:

1. On the Audio page, select Calendar ( ), and choose a date. Alternatively, select the
left arrow ( ) or right arrow ( ). Dates with no recorded audio are shaded gray. By
default, the calendar displays the current date.

Figure 19: Recording calendar

2. Under Audio Streams, select the plus sign to expand the recording's channel type (i.e.,
radio, call, or client), and then select the channel identifier (i.e., radio net, call name, or
client name). If a (0) displays next to the channel type, the Comms Logger didn't
record any traffic that day.

The Detailed View shows individual audio streams in the audio selection. If nothing is
selected, the Detailed View is empty. The ruler shows the time of the recording meas-
ured in hours, minutes, or seconds, depending on your zoom level.

Figure 20: Audio streams

3. To bring the selector into focus, select a desired point in the Overview timeline.
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4. To play the recording, select play ( ).

Note: The browser's audio capability and network conditions may impact playback
quality.

5. To pause the recording, select pause ( ). This button only stops your preview of recor-
ded audio; it does not stop the Comms Logger from recording in real time.

6. To mute or unmute a specific audio stream, next to the channel identifier (e.g., UMH-
04), select mute ( ) or unmute ( ).

Figure 21: Mute specific audio streams

7. To mute or unmute all audio streams, next to All, selectMute All ( ) or Unmute All (
).

Figure 22: Mute all audio streams
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4.2 Select and export audio
With the selection tool, you can position the cursor or select a range of audio. Playback
always begins at the cursor's position. To make a selection, follow these steps:

1. Position your mouse on the Overview track. The selector turns into a plus sign ( ).

2. Select and move the selector to highlight a portion of the audio. To stop selecting,
release the mouse.

A red line marks the beginning of the clip, and the selected portion is shaded gray. In
the Detailed View track, selected audio streams display.

Figure 23: Select audio

3. To adjust the playback starting point, move the red cursor in the Overview or Detailed
View tracks.

4. To adjust the audio selection, hover your mouse over the selection's edge. When the
selector turns into a bidirectional arrow ( ), move to the desired location.

Figure 24: Adjust selection

5. To double the selection's zoom level, select Zoom In ( ).

6. To half the selection's zoom level, select Zoom Out ( ).

7. To shift the selection to the left or right, in Shift, enter a percentage value, and select
the left arrow ( ) or right arrow ( ). For example, if Shift is 50 percent, the selection
moves a distance equivalent to half of the selection's size.

8. (Optional) In the Detailed View, click Select Audio ( ), and move the blue handles to
highlight the desired audio clip.
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9. On the right, select or .

Figure 25: Export button

Note: If you selected audio in the Detailed View, the Export button turns blue.

10. In Export audio to wav file, review the recording's starting and ending times and lis-
ted audio streams. By default, the export file includes all recordings visible in the
Detailed View unless you select audio. If you select audio from multiple radios, calls,
or clients, then the file includes combined audio from all sources.

11. To download the transcription text alongside the audio as a comma-separated value
(.csv) or plaintext file, select Include Transcript. Select the blue drop-down arrow,
and choose CSV or Plaintext.

Figure 26: Export audio to wav file

12. Select or .

13. When the download completes, save the audio file in the desired location.
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4.3 Edit a transcription message
To edit a transcription message (e.g., to make a correction) on the Audio Interface, follow
these steps:

1. From the top navigation bar, go to Audio.

Figure 27: Audio navigation

2. Under Transcriptions, find the transcription message you want to edit.

3. Hover over the message, and select the pencil icon ( ).

Figure 28: Edit a transcription

4. Enter the desired correction in the text box, and press Enter. An “edited,” label dis-
plays next to the revised entry:

Figure 29: Edited transcription entry

5. To clear the edit, select the next to “edited,” and the transcription reverts back to its
original state:

Figure 30: Reverted transcription edit
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5.0 Transcriptions
Transcriptions enable you to access and manage recorded messages from communications
with the Voisus Client. Commonly used in military exercises for after-action review, these
messages provide valuable insights to assess and improve students' performance. Use this
page to filter and review transcription messages, ensuring quick access to crucial information.
The Audio interface also displays transcription messages, offering tools for editing and
replaying messages.

This chapter discusses how to:

l Choose and configure a transcription model

l Filter and review transcription messages

5.1 Choose and configure a transcription model
If you're planning to use the Comms Logger transcription feature, you'll need to complete a
few additional setup tasks on Configuration. This section discusses how to select or upload a
transcription model, filter out unwanted audio, and define a style guide to fine-tune your res-
ults.

Important: For best results, configure a waveform with an Encoding Rate of 16000 Hz and
PCM encoding on Comm Plan > Waveforms in the Voisus web interface. Using these set-
tings will improve transcription quality. To learn more about waveforms in the Comm Plan,
go to "Comm Plan" in the Voisus Client User Guide.

To configure the Comms Logger's transcription feature, follow these steps:

1. On Configuration, under Transcription, select Transcription Model, and choose
one of the following:

l atc (custom): a custom model specific to air traffic control (ATC) chatter; uses
SERA's speech recognition model.

l General: a model for general use that transcribes speech more slowly but with
slightly greater accuracy.

l General (Faster): a model for general use that transcribes speech more quickly but
with slightly less accuracy. Use this option for best results.

Figure 31: Transcription Model
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2. (Optional) To upload a custom language model that ASTi developed for your program,
under Install Transcription Model, select . Find the .zip file that ASTi provided
on your local system, and upload it to the Comms Logger web interface.

Figure 32: Install Transcription Model

3. UnderMinimum Length, move the slider to adjust the minimum transmission length
in milliseconds (ms). Comms Logger won't transcribe transmissions shorter than this
cutoff value.

Figure 33: Minimum Length

This setting helps to filter out incidental or accidental transmissions unlikely to contain
speech audio. Acceptable values range from 0–3000. For best results, ASTi recom-
mends leaving the default value of 500.

4. A style guide is a piece of text that defines the use of language and formatting ele-
ments in transcriptions. In the text box below, enter example phrases that are rep-
resentative of the speech you expect to transcribe. Defining a style guide can greatly
improve transcription accuracy. A style guide might include the following items:

l Words with unconventional spellings,

l Abbreviation formatting,

l Proper nouns (e.g., names, place names, products),

l Call sign formatting,

l Jargon,

l Common phrases that a user might say quickly, and

l Number formatting, such as digits.
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Here's an example of a style guide containing words and phrases from a generic mil-
itary training exercise:

Viper 1. Viper 1, go ahead. Viper 2. Cleared hot one.
Cleared hot two. Copy all. Viper 1, two points.

Range control, Viper 1, copy. Range control, this is Viper
2, approaching the west side of the building. Going around
for another pass.

TCAST, MOCC, UAV

Important: Style guides do not work with the atc (custom) transcription model,
which already includes its own, built-in style guide.

Figure 34, "Transcription Style Guide" below shows the Style Guide text box at the
bottom of the page:

Figure 34: Transcription Style Guide

5. To save your changes, select at the bottom of the page or at the top
of the page.
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5.2 Filter and review transcription messages
To filter and review transcription messages on Transcriptions, follow these steps:

1. From the top navigation bar, go to Transcriptions.

Figure 35: Transcriptions navigation

2. On Transcriptions, select the Date Range and Times field.

3. In the calendar picker, choose the dates you wish to view. On the left, filter days by
the Last 7 Days, the Last 30 Days, or a Custom range, the default selection.
The calendar strikes through and disables days without any transcriptions.

4. Below the calendar, specify the time range you wish to filter. The Comms Logger uses
military time (i.e., 0:00 to 23:59 hours).

Figure 36: Transcription calendar picker

5. Confirm the date and time ranges are correct, and select .

6. (Optional) In Search Text, enter any specific words or phrases you wish to find.

7. (Optional) Select Fuzzy to return a list of results based on likely relevance, even if the
search terms are not an exact match.

Figure 37: Search parameter settings
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8. On the left, select the RADIOS, CALLS, and CLIENTS you want to view. The cat-
egory title shows the number of assets available, with all assets selected by default. To
hide all category messages (e.g., RADIOS), clear the check box by the title. Expand a
category to view its assets, and clear the check box by an asset to hide its affiliated
messages.

Figure 38: Audio assets

9. Under Transcriptions, a table shows the filter results with columns for Date, Net, and
Transcription messages. On the left, each message is color-coded by net. By default,
the table displays 20 messages per page. Use the drop-down arrow or pagination num-
ber to view additional messages.

Figure 39: Transcription table
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10. (Optional) To listen to a message's audio, hover over the transcription, and select
Listen to audio ( ), which opens the Audio page.

Figure 40: Listen to a message on the Audio page

5.3 Download transcription text
The Comms Logger includes an export feature that allows instructors to quickly download
the transcript text as a comma-separated value (.csv) or plaintext file. This streamlined pro-
cess preserves mission-critical communications for after-action review and training eval-
uations.

To download one or more transcription texts as a .csv or plaintext file, follow these steps:

1. On Transcriptions, choose the transcriptions you want to download.

2. In Search Filter, select the drop-down arrow next to the download button to choose
CSV or Plaintext. CSV is the default selection.

Figure 41: Transcription text file format

3. Select the download button ( ).

4. Save the .csv or plaintext file to your local system or external media.
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6.0 Bookmarks
Bookmarks in the Comms Logger web interface enable you to tag specific times or time
ranges, making it easy to locate important communications quickly. This functionality is par-
ticularly useful for organizing and prioritizing messages that require further review or action.
Bookmarks can also identify critical information, track follow-up tasks, or highlight messages
for team collaboration.

This chapter discusses how to:

l Bookmark a time or time range

l Edit a bookmark

l Delete a bookmark

6.1 Bookmark a time or time range
To bookmark a time or time range on the Audio interface, follow these steps:

1. From the top navigation bar, go to Audio.

Figure 42: Audio navigation

2. Under Audio Streams, choose the NETS, CALLS, or CLIENTS you want to review.

3. (Optional) Between the Overview and Detailed View, click Select Audio ( ).

4. (Optional) In the Detailed View, move the blue markers to highlight an audio clip.
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5. Select Bookmark ( / ).

Figure 43: Bookmark a time or time range

Note: If you selected audio in the Detailed View, the Select Audio and Bookmark
buttons turn blue.

6. Create Bookmark opens. In Title, enter a unique name for the bookmark.

7. Select Level, and choose a color to designate a priority level. Red ( ) indicates high
priority, yellow ( ) is medium priority, and green ( ) is low priority.

8. In Reporter, enter your name.
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9. (Optional) In Description, enter any relevant information about the time stamp or time
range.

Figure 44: Create Bookmark window

10. Select .

11. From the top navigation bar, go to Bookmarks.

Figure 45: Bookmarks navigation

12. Find the new bookmark on Bookmarks:

Figure 46: Bookmarks page
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13. On Bookmarks, select the bookmark's chevron arrow ( ) on the right:

Figure 47: View bookmark details

The expanded bookmark displays the bookmark's Title, Time of Event, Date Created,
and Description.

6.2 Edit a bookmark
To edit a bookmark, follow these steps:

1. On Bookmarks, select the bookmark's chevron arrow ( ) on the right:

Figure 48: View bookmark details

2. To edit the bookmark, select the pencil button ( ).

3. In Edit Bookmark, modify the Title, Level, Reporter, or Description as needed.

Figure 49: Edit Bookmark window

4. Select .
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6.3 Delete a bookmark
To delete a bookmark, follow these steps:

1. On Bookmarks, choose a bookmark to delete.

2. Above the table, select the trash can button ( ).

Figure 50: Delete a bookmark

3. In the confirmation window, select , and the bookmark disappears from the page.
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7.0 System status and troubleshooting
This section explains common status indicators on Comms Logger Status and provides
troubleshooting procedures if the Comms Logger is not recording audio.

7.1 Comms Logger Status page
The Comms Logger Status page shows the status of the Comms Logger server and the
redundant array of independent disks (RAID) drives. This page also provides system feed-
back of settings on Comms Logger Configuration.

From the top navigation bar, go to Status.

Figure 51: Status navigation

Logger Status shows the following indicators:

l Current Time: displays the current date and time based on the server's geographic loc-
ation.

l Newest Recording: shows the amount of time since the last recording in seconds,
minutes, hours, or days.

l Oldest Recording: shows how many days of audio you can review and archive.

l NTP Status: shows the Network Time Protocol (NTP) synchronization status.

l Disk Space Used: shows the percentage of hard drive spaced used. When the hard drive
is 80 percent full, the Comms Logger overwrites the oldest recording.

Figure 52: Logger Status area
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The RAID Status area shows the status of the Comms Logger's two RAID drives (i.e., Drive
A and Drive B).

Figure 53: RAID Status area

Important: If one or both of the RAID drives displays "Down," go to Section 7.4, "RAID
servers are disconnected" on page 38.

The Logger Configuration area shows the following settings:

l Recording File Period: displays the recording subfile's size.

l Ethernet Interface: shows the Ethernet port associated with the Comms Logger.

l Ports: displays the port filter parameters set on the Comms Logger Configuration
page.

l Exercises: displays the Distributed Interactive Simulation (DIS) exercise filter para-
meters set on the Comms Logger Configuration page.

l Multicast Groups: displays multicast addresses set on the Comms Logger Con-
figuration page.

Figure 54: Logger Configuration settings

To edit the Comms Logger's settings, select Edit.
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7.2 Server fails to turn on
If the Comms Logger server fails to turn on, troubleshoot the following:

Cause Remedy

The Comms Logger is disconnected from a
power source.

Make sure the Comms Logger is securely plugged into a
power outlet.

The power outlet is faulty. To test the power outlet, plug in another electronic
device. If it doesn't work, plug the Comms Logger into a
different outlet.

The power cable is faulty. Switch the Comms Logger's power cable with the Voisus
server's cable. If the cable is faulty, contact ASTi to order
a replacement.

The AC power adapter is faulty. Switch the Comms Logger's adapter with the Voisus
server's adapter. If the adapter is faulty, contact ASTi to
order a replacement.

The Comms Logger server has suffered a
hardware failure.

Contact ASTi to diagnose and/or replace the server.

Table 2: Troubleshooting power connections

7.3 Comms Logger stops recording network traffic
If the Comms Logger is not recording network traffic from the Voisus server, no activity dis-
plays in the Overview timeline. A network issue may exist between the Comms Logger and
servers generating the traffic.

Figure 55: Missing network traffic
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7.3.1 Confirm the Voisus scenario is running

First, confirm that the scenario in the Voisus web interface is running correctly. To check the
scenario, follow these steps:

1. Open a web browser on a computer or tablet sharing a network with the Comms Log-
ger server.

2. In the address bar, enter the Comms Logger server's IP address.

3. Log into the Comms Logger server using the following default credentials:

Username Password

admin astirules

4. In the top-right corner, confirm that the scenario is running. If the scenario is not run-
ning, restart the scenario.

In the top right, go to Scenario > Restart.

Figure 56: Restart scenario

7.3.2 Check Ethernet Interface settings

To verify the Comms Logger's Ethernet interface settings in the Comms Logger web
interface, follow these steps:

1. From the top navigation bar, go to Configuration.

Figure 57: Comms Logger Configuration navigation
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2. On Comms Logger Configuration, ensure Ethernet Interface displays the correct
Ethernet port. This setting should match the port number that you set in Section 3.1,
"Install the Comms Logger server" on page 7.

Figure 58: Ethernet Interface setting

7.3.3 Check multicast address

UnderMulticast Groups, in Current Groups, ensure that the multicast address matches the
value set in the Voisus web interface. This setting resides on DIS > Networking, under
Options:

Figure 59: Matching multicast settings
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7.3.4 Check port and DIS exercise settings

Under Capture Filters, in the Current Parameters column, ensure the identified port values
and DIS exercises match those set in the Voisus web interface. These settings reside on the
DIS page, on the Networking and Exercises tabs:

Figure 60: Voisus DIS exercise and port settings

For more information about DIS settings in the Voisus web interface, go to "DIS" in the
Voisus Client User Guide.

7.4 RAID servers are disconnected
On Comms Logger Status, if one or both redundant array of independent disks (RAID) serv-
ers display "Down," the hard drives may have failed, or the drives may be disconnected from
the drive carrier.

Figure 61: RAID Status “Down”
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In the case of drive failure, send ASTi a diagnostic report for the Comms Logger server. To
generate a report, follow these steps:

1. From the top-right navigation bar, go to Help ( ) > ASTi Server Diagnostics
Report.

Figure 62: ASTi Server Diagnostics Report navigation

2. On ASTi Server Diagnostics Report, select Create Report ( ). A new archive (.tgz)
file generates at the top of the list.

3. Under Action, select Download Report ( ).

Figure 63: Generate and download diagnostic report

4. Email the report to support@asti-usa.com for evaluation.
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