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INTRODUCTION

ASTIi’s Voisus provides superior networked voice and simulated comms capability in a ready-to-
deploy, easy-to-use, affordable product.

\oisus Capabilities:
» Links comms across Live, Virtual, Constructive, and Serious Game training domains

* Serves a wide variety of training applications: mission rehearsal, battle command/
operations center, procedures (ATC, UAS, JTAC), vehicle/aircraft operation, small unit
tactics, maintenance

* Easily adapts to all training environments: simulator facilities, live ranges, austere locations,
home station, classrooms

» Deployable from the box: Connect to network infrastructure, use web browser for rapid,
low-overhead setup, and begin operation

\oisus is a family of networked modular products, designed for flexibility and scalability. Product
modules include:

* Voisus Software Client - software app runs on computer desktops and mobile tablet
devices. Provides access to voice comms across simulated radios, radio-over-1P, chat
intercoms, VOIP calling and conferencing.

 Tactical Radio Simulator - software overlays provide realistic MIL radio simulation for
PCs and mobile devices. Provides the training benefit of live MIL radios, but at a fraction of
the cost. Radio Sim hardware versions are also available to meet requirements for high
fidelity, realistic touch and feel.

» Radio Over IP - connect live radio to the network to realize: voice connectivity across live
and virtual worlds, extend coverage between distant sites, conserve live radio assets as
networked operators share common access to live radios, web-based radio remote-control
(perfect for ranges).

» Serious Game Communications - embeds ASTi Radios into serious games like VBS2 to
increase immersion and enhance training effectiveness.

 Simscribe - web-based networked capture and replay to enhance after action review (AAR)
of voice comms. Integrates directly with VBS2.

The Voisus server is dedicated to heavy simulation processes and extends the powerful ASTi
radio environment. It features a DIS interface and a network link to Voisus software and hardware
clients. Users configure the Voisus server and clients with ASTi’s Remote Management System
(RMS), which is accessed through a networked web browser.

\oisus Server’s network-centric architecture is highly scalable; simply connect more client
positions to the IP network and centrally manage using RMS. Client-based operators can be
located wherever there is access to the network.

Copyright © 2013 Advanced Simulation Technology inc. 1
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Figure 1: The Voisus Product Family

Voisus Client Tactical Radio Simulator
Voice comms for computer and tablet- Designed for trainers that require
based users. Provides networked access hands-on radio experience. Provides
to: simulated radios, live Radio over IP, realistic look, feel and function of live
intercom chat lines and VolIP calling. MIL radios, but at a fraction of the cost.

Combat Convoy Trainer

Serious Game
Communications
Serious game users gain a
truly immersive training experience
using ASTi's in-game radio-
intercom environment.

Radio Over IP Bridge

LVC - right out of the box! Links live
and simulated training environments,
distributes live radio traffic
via global networks.

Communications

Remote Management
Use your browser to access ? i /
ASTi's web-based apps, configure Slmscrlbe/_
and distribute exercise scenarios, Voice and Radio Traffic
and perform system administration. Capture and Replay

Networked communications
capture and replay tool is a
critical component of after-

action review for LVC and
game-based training.
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SECTION 1.0. GETTING STARTED

The standard Voisus system includes the server platform and Voisus software. The server is
available as a standard 2U, 1U, or small form factor. Voisus servers are shipped with Voisus
software already installed.

All operator headsets, USB adapters, radio panels, and PTT ancillaries are available separately.
For a list of compatible USB adapters and headsets, see APPENDIX C: USB ADAPTERS AND
HEADSETS.

This section includes:
» An overview of network configurations

» Anoverview of the ACENet Network (applies to Voisus products using additional audio 1/0
distribution hardware)

* Instructions to install the server and assign an IP address

Copyright © 2013 Advanced Simulation Technology inc. 3
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1.1. Network Configurations

\oisus Server utilizes three application network traffic links:
» RMS: Secure web server accessed by remote computers through a web browser.
» DIS*: Inter-Server (or inter-simulator) communications
* Voisus: Server-client communications

*Distributed Interactive Simulation (DIS), IEEE-1278 standard

The illustration below shows the most basic network configuration for the Voisus Server system.
All three application links share a common IP network. The benefit of this configuration is
simplicity.

Voisus Server

. RMS
ASTi Inter-Server Web-based
EthO Communications communications
/ via DIS configuration,
and management
DIS and
Voisus

S

Tald

./ S ./

Operator 1&2 Operator3&4 Operator5& 6 Operator 7 & 8
DIS
Voisus
Headset
RMS
"""" USB Voice & PTT
-/ 7 Analog Voice
USB Adapter
(PTT Optional)

Common Network Configuration

4 Copyright © 2013 Advanced Simulation Technology inc.
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The illustration below shows a separate network configuration, with RMS and DIS application
traffic on one IP network (DIS) and Voisus application traffic on another network (Moisus). The
benefit of this configuration is network traffic management. Using this configuration, traffic
segregation eases congestion on each network. Also, computers on each network are isolated
from superfluous traffic (for example, Voisus Clients are not subjected to DIS traffic), which
CONServes processing resources.

ASTi Inter-Server
communications
/ via DIS
DIS

Network RMS

Voisus Server
EthO

Web-based
communications,
configuration,

= and management

J) mo
3 N G

Operator 1&2 Operator3&4 Operator5&6 Operator7 & 8

Eth2

Voisus

DIS
Headset Voisus
RMS

3 ve====== USB Voice & PTT

““-IIII
.
il

Analog Voice

USB Adapter
(PTT Optional)

Separate Network Configuration

Copyright © 2013 Advanced Simulation Technology inc.
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1.2. ACENet Network

This section applies to Voisus products using additional audio 1/O distribution hardware.

The ACENet network provides a low latency, network-based audio and 1/O distribution
architecture. ACE-RIUs and ACU2s connect to the ACENet network via an Ethernet port on the
back panel of the device using a Category 5 cable. The Category 5 cable connects to an ACENet
approved Ethernet switch. The maximum cable length is 100 meters (328 feet). The Ethernet
switch connects to the Voisus Server via a Category 5 cable. The maximum cable length is 100
meters (328 feet).

Note: ACENet devices do not support daisy chaining to additional units or internal switching
across networks.

problems. ASTi highly recommends using only manufactured, commercial, premium

Caution: Homemade cables are the number one reason for product performance
& grade cable.
ACENet Requirements

In order to achieve a working ACENet infrastructure users must adhere to certain core
requirements such as a closed network. No other traffic should be present on the ACENet
network. Connect only Voisus Servers, ACE-RIUs, ACU2s, and ACENet compatible equipment
to the network.

All ACENet capable devices must adhere to the following cabling requirements:
» CAT 5e cable or better
* 100 meters (328 feet) maximum distance
» Wire according to 1000 BASE-T Specifications

Guidance for advanced ACENet configurations:

Important: The Voisus Servers require that each individual system (comprised of a single server
platform and a number of ACENet devices) be interconnected on its own ACENet. Conversely,
you cannot connect multiple Voisus Servers and associated devices on a common ACENet.

» An Ethernet switch is required for ACENet (no routers or hubs).

» Configure ACENet using multiple switches to realize flexible installations. Maximum of 6
hops (5 switches) are accommodated.

» Connect a maximum of 20 ACENet devices to a single Voisus Server.

» 1Gb operation is required for ACENet.

* Only port-based VLANS are acceptable.

» Each VLAN port must not see traffic from the other ports.

« If using VLANS: place each Voisus Server and its associated devices on a separate VLAN.

* VLAN tagging is not supported.

6 Copyright © 2013 Advanced Simulation Technology inc.
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» Advanced protocols such as: 802.1p, port priority, spanning tree, etc. are not supported.

» The Voisus Server platform can connect directly to an ACENet device using crossover
CAT5e cable.

See the ACENet User Guide (DOC-02-ACENet-UG-1) for more information. See the ASTi web
site for the most current versions of documentation (www.asti-usa.com/support).

Copyright © 2013 Advanced Simulation Technology inc.
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1.3. Server Installation

The Voisus Server and software are hosted on an off-the-shelf chassis. In addition to the server
chassis, you will need the following items:

* Monitor

» Keyboard

» Power cord

» CAT5 or CAT6 cable
* Network connection

Ethernet Port Connections

Port Connection
Eth 0 DIS (Inter-server Comms)
\oisus (Server - Client Computer Comms)
Eth 1 ACENet audio distribution network
Eth 2 \oisus (Server - Client Computer Comms,
Alternate Configuration)

K

{ PSI2 Keyboard }

A & /Ae & 00 0

Power Supply
Auto-voltage sensing VGA

Network Interface
See chassis labels for ethernet assignment

Network Ports
See chassis labels for ethernet assignment.

8 Copyright © 2013 Advanced Simulation Technology inc.
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Follow these steps to install the server and assign an IP address.

1.

Connect the server to a monitor and keyboard. Note that a monitor and keyboard are only
necessary for initial software configuration.

Connect the server’s Ethernet interface(s) to the DIS network (linking to other servers).
See section 1.1. Network Configurations for guidance.

Connect to power.

Log in with the following:
Username: root
Password: abcd1234

Each Voisus server also comes configured with an administration account that may be
used for non-root configuration:

Username: astiadmin
Password: admin

It is important to not delete or rename the administration account, as the Voisus software
utilized this account for proper functionality.

The server will not have an IP address without a DHCP network connection. To set an IP
address, type:

ace-net-config -a XXX.XXX.XXX.XXX -N YYY.YYY.yyy.yyy
where ‘xxx . xxx.xxx.xxx IS the IP address and ‘yyy.vyyy.yyy.yyy’ is the subnet mask.

This sets the IP address and netmask for EthO which is used to access the Remote Man-
agement System (RMS) via a web browser.

Optional: For more network setup options type:
ace-net-config -h

To activate the changes reboot the server by typing:
reboot

Once you have configured Eth0, you can use RMS to make additional changes to the net-
work settings.

Copyright © 2013 Advanced Simulation Technology inc.
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SECTION 2.0. REMOTE MANAGEMENT SYSTEM

RMS provides centralized, network-based tools that are used to configure and manage server
systems. RMS is compatible with the following web browsers. Other browsers may function in
limited or unexpected ways and are not supported by ASTI.

Browser \ersion
Google Chrome 9-24
Safari 5-6.2
Firefox 3.6-14
Internet Explorer 8and 9

All software is pre-installed during factory system integration. Should you need to re-install the
system software, please refer to the corresponding Cold Start Procedure.

2.1. Access RMS

1. Start a web browser on the same network as the server.

2. Inthe address field, type the server’s Eth 0 IP address and press enter.

http://xXX.xXXX.XXX.XxxX/

™M™
(&) 4% lLogin

&= C M @ 10.2.141.141/start/authenticate/?next_path=/

3. After pointing the browser to the server, RMS will respond by displaying the main login

page.

Copyright © 2013 Advanced Simulation Technology inc.
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4. Log in with:
Username: admin
Password: astirules

Note: Do not delete the default user name.

£NVPIRS

vs-sales.local login

Username
admin

Password

Login  or Download Voisus Clients

Version: v5.3.0

Build Date: 2012/04/23 01:54pm EST
etho: 10.2.141.141

ethi: 172.31.2.188

eth2: none

eth3: none

Contact Person: none
Contact Email: none
Contact Phone: none
Description: none

12
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5. Select the “Voisus’ application icon.

Welcome to vs-sales.local

|Apps

Voisus Simscribe
L

—@

Utilities
Other Tools

6. The Voisus Server dashboard appears.

] b Comm Plans Facilities
& Roles —-_—

Download Monitor

Voisus® ' Radios

A Hide Utilities

Performance Discovery
Monitor

Runtime Network
Status Setup

Remote
Radio Control

System
Identifier

Licensing
& Credits

User
Management

About
the System

Scenarios

i

Active

Clients )))

Hardware
Panels

System
Backups

Documents
and Info
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2.2. Management

RMS provides several management tools:

Network Setup
Licensing & Credits
System Backups
Remote Radio Control
DIS Settings

User Management
Documents and Info
S.0.S. Reports
System ldentifier
About the System
Install ACENet Firmware

These tools can be accessed from the dashboard as well as the “Manage...” drop-down menu

within RMS.

Comm Plans Facilities Scenarios

&Roles um I ' 7

Download Monitor Active

Voisus® ' Radios % Clients )))

A Hide Utilities

Performance Hardware

Monitor Panels

Runtime Network Licensing System

Status Setup & Credits Backups

Remote DIS User Documents

Radio Control Settings Management and Info

S.0.5. System About

Reports Identifier the System

- .J.?
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2.2.1. Network Setup

The first step toward successful setup and integration of a system is coordination between all
\oisus Server sites to ensure that critical communications parameters are defined. Follow the
steps in this section to ensure proper configuration.

On the Voisus dashboard, click the Network Setup icon.

2.2.1.1. Network Settings
Click the Settings tab.

Network

Mo T e I

The settings shown here are saved inside various system configuration files, and may not reflect the current operational state of the
system. Some settings may be overridden.

Pending Changes

General Networking Network Devices :
Save Changes | [ Discard Changes
Hostname: kestbox Click a device name to view its settings.
) Device: eth0
Domain: asti-usa.com
] Mode: Fixed |3
Gateway IP: 10.2.0.254
_) IPv4 Address: 10.2.108.105
Default Interface: select... + ]
Subnet Mask:  255,255.0.0
Nameservers: 10.1.1.1
Up to 3;
one pe ne
A
NTP Servers: 0.rhel.pool.ntp.org
Up to 1.rhel.pool.ntp.org
r line 2.rhel.pool.ntp.org
P

Hostname
(Required) Give the server a name to help identify it on the network.
Domain

Provide the domain name for the server. This is also used to perform name look-ups for other
servers on the network.

Gateway IP

This is the IPv4 address of another server that routes traffic for the network. This setting over-
rides the Default Interface setting below.

Nameservers

A list of servers on the network to ask when attempting to match hostnames to IP addresses.
NTP Servers

A list of servers on the network from which to synchronize the system clock.

Copyright © 2013 Advanced Simulation Technology inc. 15
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Device

For initial configuration Voisus Server uses Eth 0. Other interfaces may be used if necessary.
Mode

Off: disables the ethernet interface.

Fixed: you must also provide an IP address (IPv4) and a subnet mask for the interface.

DHCP: the IP address and subnet mask are automatically assigned.

IPv6 Only: will bring up the interface, but will not assign or request IPv4 address/mask infor-

mation.

Be sure to save changes when you are done.

2.2.1.2. Network Status

The network status tab displays the settings that are currently in use by the system. Select each
ethernet port to view the settings and status.

Network

system configuration files.

General Networking

Hostname:
Domain:
Gateway IP:
Default Interface:
Nameservers:

NTP servers:

testbox.local
asti-usa.com
10.2.0.254

n/a

10.1.1.1
0.rhel.pool.ntp.org

1.rhel.pool.ntp.org
2.rhel.pool.ntp.org

e T I

The settings shown here are those which are currently in use by the system, and may not reflect settings saved inside the various

Network Devices

Click a device name to view its settings.

etht )
eth2
eth3 )

Device:

Status:

MAC Address:

Mode:

IPv4 Address:

Subnet Mask:

Broadcast Address:

IPv6 Address:

ethD

v 0K
00:07:b8:dc:60:a0
Fixed

10.2.108.105
255.255.0.0
10.2.255.255

feB80::207:b8ff:fedc:60a0

16
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2.2.2. Licensing & Credits

Each operator (hardware or software) consumes 800 credits each, regardless of how many radios
are used. If you reach your credit limit, you will not be able to add additional operators but your
existing operators will continue to function.

Activating the Radio Bridge capability incurs a 2000 credit cost in addition to 800 credits for the
first radio bridged. Each radio bridge after that consumes 800 credits.

VOISUS

SERVER
e [
Stats

Total Credits: 1065500 (RT)
65500 (LMD)

Credits Used: 0

( 0% used |

Contact ASTi to add credits to the system if you need additional functionality.

VOISUS

SERVER
o o
Add Token License Mgmt. Device
What does a token look like? project Key: AST]_Interna]
Serial Number: 2220
Installed Tokens
Token ID: ASTi_Internal.2220.608
Created: Tue Oct 4 14:51:51 2011
Credits: 65500
A
Add Token

Copyright © 2013 Advanced Simulation Technology inc. 17
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2.2.2.1. Uploading Tokens
To add or change the functionality of the Voisus Server the system license must be updated. To
update the system license a new token must be uploaded. Please contact ASTi about acquiring
additional system functionality.

To upload a token to the Voisus Server:

1. On the Voisus dashboard, click the Licensing & Credits icon. Alternatively, view the
system licensing information by navigating to Manage... > Licensing. The credit amount
is displayed.

2. Select the ‘Tokens’ tab.

3. Open the new token file in a text editor (e.g. WordPad, TextEdit, etc.) and copy all of the
text in that file.

4. Paste the text from step 5 into the text entry box under the ‘Add Token’ and select the
‘Add Token’ button.

VOISUS

SERVER
Add Token License Mgmt. Device
What does a token look like? Project Key: ASTi_Internal
Add new Token text here. Serial Number: 2081
Installed Tokens
Add Token )
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2.2.3. Back Up and Restore the System

\oisus Server’s Backup tab utility provides a means to completely backup and restore your
system for disaster recovery or software upgrade. The backup process includes all of the files

necessary to completely restore your system to its previous state. This includes your Comm Plans,
Facilities, Scenarios, RMS users, last installed Scenario, and DIS Settings. Backup and restore is a

complete restoration except for user names and passwords.
Note: Before performing a system cold start, the system should be backed up.
Create a Backup

1. On the Voisus dashboard, click the System Backups icon. Alternatively, navigate to
Manage... > Backups.

2. Click “New...” to create a backup file.

3. The “‘Create a New Backup’ window will open. Enter a meaningful filename and do not
check the “Text Only” box. Click ‘Create’.

Create a New Backup x

Please specify a name for the new
backup:

voisus_server_sales_backup|

[Text Only

Create Cancel

4. Upon completion, a *Success’ notification will appear.
Note: This only creates a local copy on the Voisus server.

5. Select the disk icon to save the backup to the local RMS computer Actions
that you are currently using. The file is saved to the default

download directory @ ~

At this point you are ready to perform the system cold start. This will erase
the system’s hard drive. Please refer to the Voisus Server Cold Start
Procedure (DOC-05-VS-CS-1).

Copyright © 2013 Advanced Simulation Technology inc.
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Restore a Backup

1. In RMS, navigate to System Backups.

2. If the Voisus Server was cold started, there will be no backup files stored on it. The file
must be uploaded to the system. Click ‘Import’ to import a previously backed up file.

3. Click *Choose File’ to open the file browser window.

4. Search for and select the previously backed up file.

5. Click “Submit’ to import the file to the Voisus Server. The imported file details will now

be displayed in the file list.

6. Click the wrench icon under “Actions’ to restore system files.

Actions

(] a *~

Restore MyBackup, 201208100917.asti.tgz x

These flles will be restored:

tmp/release_version

var/asti/sysconfig/features. json

var/asti/rms5/user. auth

var/asti/users

var/asti/users/astiadmin
var/asti/users/astiadmin/scenarios
var/asti/users/astiadmin/scenarios/_VoisusServer_Scen
var/asti/users/astiadmin/scenarios/_VoisusServer_Scen
var/asti/users/astiadmin/scenarios/ VolsusServer Scen
var/asti/users/astiadmin/scenarios/_VoisusServer_Scen
var/asti/users/astiadmin/scenarios/ VolsusServer Scen

< ¥

ORestore Network Configuration
ORestore RMS Users Setting
This action cannot be undone!

Restore Cancel

7. Click the “Restore” button.

8. After the files have been restored, you will be prompted to reboot the Voisus Server. Click

the “Reboot” button and wait for the Voisus server to reboot. This may take a few minutes.

2.2.4. Remote Radio Control

Remote Radio Control is covered in detail in section 7.2. Remote Radio Control.

20
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2.2.5. DIS Settings

Click the DIS Settings icon on the Voisus Dashboard or click the DIS tab within RMS to view the
DIS networking and configuration. Follow the steps below for custom DIS configuration. Contact
your exercise administrator to determine the proper DIS configuration parameters.

VOISUS

SERVER

DIS Networking

Network Mode:

® Basic Networking

(O Split by PDU Type

(O Multicast by Exercise

IP Mode:

(O Unicast

® Broadcast (10.2.255.255)
(O All Broadcast

O Multicast

Ethernet Interface:

eth0 |3 ] (10.2.141.141)

UDP Port:
3000

Select the network mode.
Select the IP mode.

A w e

UDP port number.

DIS
DIS Configuration (Aeply and Save)
DIS Version:

DIS Exercises: ¢ @

Exercise Name Exercise ID
ex_2 2 -}
default_domain 1

Site/App ID Mode:
® Derive from IP address
(O Manually configure

Site ID:
141

Application ID:
141

Normal Timeout:
5 (in seconds)

Moving Timeout:
2

(in seconds)

Moving Threshold:

500 (in meters)

Select an Ethernet Interface. EthO is the default.
Fill in the UDP Port number. The default port number is 3000.

Note: All of the communication systems on the DIS network must share a common DIS

5. Select the DIS version number: 4, 5, 6 or 7.

Copyright © 2013 Advanced Simulation Technology inc.
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6. Enter the Exercise ID (1-255). Note that radios and sites can only inter-communicate if
they share the same DIS Exercise ID.

7. Select the Site and App ID mode. Each server on the network must have a unique set of
DIS IDs.

8. Optional: Set the radio timeout settings. Radio timeout and threshold ranges:
Normal Timeout: 1- 65,535 seconds
Moving Timeout: 1-65,535 seconds
Moving Threshold: 1-999,999 meters

9. Optional: Select “Multicast by Exercise” to use multiple multicast addresses. A base
multicast address will add the Exercise ID to the last octet, provided it is within the
exercise range set on this page.

Click “Apply and Save”.

2.2.5.1. DIS Network Modulation
In this section we will describe how to use the Waveform Mapping File to Set DIS Transmitter
PDU Enumerations in Voisus.

Background — DIS Transmitter PDUs and Modulation Type

In accordance with the IEEE 1278.1 Standard for Distributed Interactive Simulation (DIS),
Transmitter PDUs incorporate a Modulation Type Record that defines the modulation type of the
transmitting simulated radio. The modulation type is one of the key characteristics (along with
tuned frequency and the like), which determines whether radios can inter-communicate.

The Modulation Type Record characterizes radio modulation through four enumeration fields:
» Spread spectrum
» Major modulation type
* Detail
e System

You can find more information about the DIS transmitter PDU and the Modulation Type on the
SISO web page: http://www.sisostds.org

Waveform Mapping — Convert Radio Operating Modes into DIS PDU Enumerations

\oisus Server supports a wide range of modulation types such as: AM, FM, Single Sideband and
Intercom (literally, no modulation). Voisus Server also features SINCGARS and HAVEQUICK
transmission security system simulation and simulation of various SATCOM systems. All of these
characteristics are incorporated into an operating definition called a Waveform.

Waveforms are internal system records that, among other things, contain a Mode field. A mode
identifies a fundamental tuning method within the ASTi radio system. Each tuning method is
embedded inside the software. Therefore you can think of the mode field as containing the name
of the tuner that server uses to process a given waveform.

22 Copyright © 2013 Advanced Simulation Technology inc.
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The server includes DIS Gateway software that converts (or maps) internal waveform settings to
DIS modulation parameters. Each ASTi Radio waveform has a default DIS Modulation Type
enumeration.

For example:

. . . DIS: Major
AETIREEID | [DISE SEEEe Modulation | DIS: Detail | DIS: System
Waveform Spectrum
Type
FM 0 3 1 1

Waveform mapping occurs when the DIS Gateway encodes a DIS Transmitter PDU during
transmission or decodes a Transmitter PDU during reception.

In specific cases, users may need to change the default DIS Modulation enumerations for a
Waveform. The Voisus Server provides the capability to customize DIS modulation parameters
(system, spread spectrum, major and detail) for each type waveform.

Each radio on the DIS network is defined with a waveform modulation, for example 1.2.1.0,
where 1.2.1.0 is major.detail.system.spread spectrum. The Voisus Server decodes the waveform
modulation numbers 1.2.1.0 as an AM radio. Let’s say there is a 3.1.1.0 radio on the DIS network,
the Voisus Server will know this means FM radio based on the waveform numbers.

DIS Network Voisus Server
AM Radio 1210 > 1.2.1.0 = AM Radio

| ;
FM Radio @ 3110 —— >  3.1.1.0=FMRadio

FM Radio ﬁ 4.3.2.1

™

Requires a Network
Modulation Key with a
modulation mapping
43.2.1asFM

DIS radios may have other waveform modulation values that are not standard values and
therefore they are not recognized by the Voisus Server. In the example shown above, we want
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4.3.2.1 to be recognized by the Voisus Server as an FM radio. To do this you will have to add a
waveform modulation defined with 4.3.2.1.

Add Modulation Save Modulations

Identifier Mode Major Mod Type Detail System Spread Spectrum
@ M T 3 2 [S—

\ Identifier name must \

match Network Modulation Key
in Comm Plan

# Waveform [J Receivergain [J Crypto [ Freghop [J Satcom®)

5| Network

. Network Modulation Key
Name 4 Mode Encoding Rate Bandwidth(Hz) Power(Watts) RECEIVERGAIN :::ulation must match
AM AM MULAW 8,000 25,000 10 Default i Identifier name
FM M MULAW 8,000 25,000 10 Default @ | in DIS Network
Havequick HAVEQUICK  CVSD 16,000 25,000 10 Default Modulations
Intercom INTERCOM  MULAW 8,000 25,000 1 Default
SINCGARS SINCGARS  CVSD 16,000 25,000 0 Default

The remainder of this section describes the procedure for customizing the mapping of waveform-
to-DIS enumerations using the Voisus Server Remote Management System.
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How to Customize the Waveform Mapping Definitions
Add a Modulation

In RMS navigate to the DIS page. At the bottom of the page select “DIS Network
Modulations...”.

DIS Networking DIS Configuration (Apply and save)

Network Mode: DIS Version:
@ Basic Networking 6+

O Split by PDU Type
(O Multicast by Exercise

DIS Exercises: € @

EP MO.dE: Exercise Name Exercise ID
(O Unicast 13 122 °
® Broadcast (10.2.255.255) ex_

() All Broadcast ex 17 2 -]
O Multicast default_domain 3

Ethernet Interface:

eth0 | ] (10.2.126.2)
Site/App ID Mode:

UDP Port: @ Derive from IP address
3001 (O Manually configure
Site ID:
126

Application ID:
2

Normal Timeout:
5 (in seconds)

Moving Timeout:
2

(in seconds)

Moving Threshold:

501 (in meters)

DIS Network Modulations... -«

On the DIS Network Modulations page you can create a network modulation record which is used
with a commplan defined waveform to override the standard default values. A Network
Modulation record is used when its identifier values match that of a waveform's network
modulation key.

DIS Network Modulations

Add Modulation Save Modulations *Unsaved changes*
Identifier Mode Major Mod Type Detail System Spread Spectrum
Modulationt FM L 1 1 ]
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Add the waveform ‘Network Modulation Key’ in the Comm Plan.

Tip: Right-click on items to copy/paste, double-click to edit fields.

Commplan Roles

Net Groups Nets Search: New Net
Add Group |
M Name Description Frequency(Hz) TxFrequency(Hz) WAVEFORM CRYPTO FREQHOP SATCOM
Admin All Call ercise 1 0 Intercom Off Off Off
Command C 553,000,000 SI Battalion SINCGARS1 Off [
Conf Confl 101 ] Int off of off "
Conf2 102 1] Int Off O Off
Conf3 103 0 Int off o Off
Conf4 104 Int off o Off
Cue annel 5 w Off o Off
FHO1 5 sI S TEKO1 TSKO Off
FHO2 SINCGARS FHO2 5 D 0 SINCGARS TEK02 TSK02 Off L
™ Waveform [ Receivergain [ Crypto [ Freghop [ Satcom
Waveforms Add Waveform ) [x]
, 7 = Network
Name Mode Encoding  Rate  Bandwidth(Hz) Power(Watts) RECEIVERGAIN m::ulatmn /
8,000 10 o
20 o
20 o U
10 o .
SINCGARS_SC 10 o v

For example, if your commplan contains a waveform named “ModulationVHFAM”, and a new
set of DIS enumerations were required one could set the Network Modulation Key column value
to “ModulationVHFAM?”. Then on the DIS Network Modulation page add a new modulation and
set its identifier to “ModulationVHFAM.” If the names match, the values of the modulation
record will be used.

P
£t W w

Identifier Mode Major Mod Type Detail System Spread Spectrum

. W

ModulationVHFAM AM i 2 i o0

This two-way mapping specifies that any local radios that are configured to use the waveform
“VHF- AM” in their commplan will generate transmitter and receiver PDUs with the above
specified DIS modulation parameters. It also says that any remote radios that contain exactly that
combination of parameters will be given the mode specified in the waveform VHF-AM (this will
usually be AM).

Wildcards

You can also leave off attributes and the DIS gateway will create a wildcard for the corresponding
attribute in the PDU-to-Waveform mapping. For example:

waveform VHF-AM default
system=1
spreadspectrum=0

major=1
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The detail field is missing; therefore any PDU that matches this last mapping but does not match a
more specific mapping will use this wildcard mapping for the conversion to Waveform.

If a field is not specified then a value of 0 is used. In the example above, there is not a detail field
specified so a value of 0 will be used.

Specifying PDU-to-Waveform and Waveform-to-PDU Wildcards

Specify a wildcard for the PDU-to-Waveform mapping while also specifying a particular value to
use on the Waveform-to-PDU mapping. For example:

waveform VHF-AM
system=1
spreadspectrum=0
major=1

detail= -2

The negative number used for the detail attribute says that when creating a PDU, set the detail
field to 2. However, when mapping from a PDU to a Waveform, the detail field is a wildcard and
does not require the value to be 2. This one mapping then does the job of both "waveform VHF-
AM" and "waveform VHF-AM default” shown in the examples above.
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Default Values

The DIS gateway default Waveform-to-Modulation mappings:

A e T S T N S T T T T T

Name

Owverall

default.AM

default.CW

default.FM

default. HFECCM
default.HaveQuick
default.HaveQuickII
default.HaveQuickIIA
default.Intercom
default.Intercom_Legacy
default.Jammer

default.LSB

default.Pulse

default. SINCGARS

default. SINCGARS_Alt

default. SINCGARS_CCTT_FH
default. SINCGARS_CCTT_FH_Alt
default. SINCGARS_SC

default. SINCGARS_SC_CCTT
default. SSBF

default.Satcom
default.Satcom_25K
default.Satcom_25K_AC_DAMA
default.Satcom_25K_DC_DAMA
default.Satcom_25K_DC_DASA
default.Satcom_5K_DAMA
default.Satcom_5K_DASA
default.USB

Decision Tree

For PDU-to-Waveform mappings, the DIS gateway builds a decision tree that is used to convert

o o o o o oo o o o o o oo oo o o o oo o oo o oo oo

=0, mjr=0, sys=1, dti=0

mjr=1, sys=1, dtl=2 (AM)
mjr=1, sys=1, dtl=3 (CW)
mjr=3, sys=1, dtl=1 (FM)
mjr=2, sys=7, dtl=-1 {HFECCM)
mjr=1, sys=2, dtl=2 (HaveQuick)
mjr=1, sys=3, dtl=2 (HaveQuick)
mjr=1, sys=4, dtl=2 (HaveQuick)
mjr=0, sys=0, dtI=0 (Intercom)
(Intercom)

=0, mjr=>5, sys=0, dti=-1 (Jammer)

mjr=1, sys=1, dti=6 (LSB)

mjr=5, sys=1, dtl=-1 (Pulse)

mjr=3, sys=6, dtl=-1 (SINCGARS)
mjr=3, sys=5, dtl=-1 (SINCGARS)
mjr=2, sys=5, dtl=-1 (SINCGARS)
mjr=2, sys=6, dtl=-1 (SINCGARS)
mjr=3, sys=5, dtl=1 (SINCGARS_SC)
mjr=2, sys=5, dtl=-1 (SINCGARS_SC)
, mjr=1, sys=1, dtl=7 (S5BF)

, mjr=8, sys=1, dtl=1 (Satcom)
mjr=8, sys=1, dtl=4 (Satcom)
mjr=8, sys=1, dtl=6 (Satcom)
mjr=8, sys=1, dtl=7 (Satcom)
mjr=8, sys=1, dtl=5 (
mjr=8, sys=1, dtl=3 (
mjr=8, sys=1, dtl=2 (
mjr=1, sys=1, dtl=9 (

Satcom)
Satcom)
Satcom)
USB)

system, spread spectrum, major and detail (in that order) into a mode.

28
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2.2.6. User Management

Click the User Management icon on Voisus Dashboard or navigate to Manage > Users. This tool
enables you to define additional user names or change the password of an existing user.

Note: Do not delete the default “admin” username. This account is required for proper RMS
functionality. The password may be changed to meet facility security requirements.

RMS Users [N [Ie-covord ™|

Current Password

ladmin |

New Password

Repeat New Password

To add a user, simply select the “+” button and add the username and password. Then click the
‘Add’ button.

°

ladmin | - .

Username
SystemAdmin
Password

New Password

Repeat New Password

Repeat Password

Add -i—
P

2.2.7. Documents and Info

The Documents and Info tool gives you access to web-based and PDF versions of Voisus
documentation.

Access it by clicking the Documents and Info icon on the Voisus dashboard or navigate to
Manage... > Documents and Info within RMS.
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2.2.8. SOS Reports

The SOS Report generates information for situations that require ASTi troubleshooting. Click the
S.0.S. Reports icon on the Voisus Dashboard or navigate to Manage... > SOS Report. Click

“Generate SOS Report”. This creates a report with useful information for ASTi debugging. Save
the file to the local computer.

. Status: Running Scenario: Basic_Example1 Master: vs-sales.local [ \inicie
\VOISUS T ;
O Report successfully created.
SERVER
u
Name ¢ Date < Size < Actions
sosreport-vs-sales-76300- . - _
1491d6.tar. bz2. tgz Tue Jun 26 2012 17:00:47 GMT-0400 (EDT) 822,870 @ A

Showing 1 to 1 of 1 entries |
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2.2.9. System ldentifier

To update the system’s identification, click the System Identifier icon on the Voisus dashboard or
navigate to Manage > System ID within RMS. Enter the contact information and installation
details.

VOISUS

SERVER

Contact Person
John Smith

Contact Email
sales@asti-usa.com

Contact Phone
(703) 471-2104

Description
Sales & Marketing
Voisus Server y

Save

2.2.10. About the System

To view the Voisus Server software details, click the About the System icon on the Voisus
dashboard or navigate to Manage > About from within RMS.

Product Name: voisus-server

0S8 Version: Red Hat Enterprise Linux Client release 5.8 (Tikanga)
ACE Version: v5.3.0-7-g8obddd7ye

ACE Build: 8obdddye

ACE Build Date: 2012/04/13 03:39pm EST

ACE TIA Version: none

ACE RHN Patch Info: 8af8oc3159ab30e3df88397545ba6522

Credits: 1065500
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2.2.11. Install ACENet Firmware

In RMS, navigate to Manage > Firmware. The Firmware page displays the ACENet devices
currently connected over the network to the Voisus Server. The devices will only be displayed if
they are in boot mode. Select the “How do you put a device in boot mode?” link to view the
instructions.

The firmware version displayed is the recommended firmware version for the software running
on the server.

Boot Mode

Install ACENet Firmware

Only devices which are currently in boot mode are displayed here. How do you put a device in boot mode?

& NB: Firmware installation will stop a currently running scenario.

MAC Name Type Firmware @
00:1a:18:00:00:6d | RIU3 RIU 281 — Eirmware Version

00:1a:18:00:0a:8a | ACE_RIU_00:0a:8a | ACU2 2.14/% 3

¢ ; Y
(Install Firmware )
\nstar Tirmware )

Select the “Install Firmware” button. Wait as the firmware installs.

Install ACENet Firmware

Only devices which are currently in boot mode are displayed here. How do you put a device in boot mode?

& NB: Firmware installation will stop a currently running scenario.

MAC ETL] Type Firmware @
00:1a:18:00:00:6d | RIU3 RIU 2.8/%
00:1a:18:00:0a:8a | ACE_RIU_00:0a:8a @ ACU2 2-14‘3]

% Starting...
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Once the firmware installation is complete, the devices must be returned to normal operation
mode.

Install ACENet Firmware

Only devices which are eurrently in boot mode are displayed here. How do you put a device in boot mode?

/% NB: Firmware installation will stop a currently running scenario.

MAC Name Type Firmware @
00:1a:18:00:00:6d | RIU3 RIU + Done

00:1a:18:00:0a:8a | ACE_RIU_00:0a:8a ACU2 | + Done

Taking Devices Out of Boot Mode

1. Remove power from the desired devices.

2, On the rear face of the device, use a narrow tool to gently push switch number 1 into the up position.

Setting the Normal Setting the Normal
ACU2 Operation ACE-RIU Operation

3. Reconnect power to the devices.
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2.3. Monitoring

RMS provides several monitoring tools:

* Monitor Radios

Monitor Active Clients

Performance Monitor

Discovery
ACENet

Hardware Panels

¢ Runtime Status

These tools can be accessed from the dashboard as well as the “Monitor...” drop-down menu

within RMS.
com:ﬂ 3
&Roles puum IIE 7

Download Monitor Active

Voisus® ‘ Radios é Clients )))

(7 > ~
"A Hide Utilities |

Performance Hardware
Monitor Panels
7 <
Runtime Network Licensing System
Status Setup & Credits Backups
- 7
Remote DIS User Documents
Radio Control Settings Management and Info
5.0.5. System About
Reports Identifier the System
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2.3.1. Monitor Radios

The Radio Monitor provides the ability to view the radios on the network and view which radios
are in-tune with each other. The Radio Monitor only displays radios matching the current DIS and
network settings. This tool provides the Voisus Clients with an accurate view of available radios
to communicate with.

Each radio has a unique name. Radios that are controlled by Voisus Clients will appear as
“clientname_radioX” where clientname is the client’s configured username. Radios that are
coming from remote DIS communication systems are named based on their unique DIS radio ID.

Radios actively transmitting are illuminated.

[Zx1com] | J | I | 1113 x VHF | ]| J | |

0.000MZ  S7.000MNZ  BACODMIZ  111.000MAZ  190.000MAZ  TOS.000MIZ  TUZ.000MNZ  Z10.000MNZ  Z40.000MHZ  273.000MrZ  300.000MH

Name ¢ Source % Frequency % Modulation % NetlId & Status
DIS:79.214.3.3 1P:10.2.79.214 101.000MHz FM Stdby
ASTIVBS2-PC_Asset3 vs-test-562 102.000MHz FM Stdby
DIS:79.214.3.4 1P:10.2.79.214 102.000MHz FM Stdby
DIS:79.214.2.3 1P:10.2.79.214 101.000MHz FM Stdby
DIS:96.207.59611.38692 IP:10.2.96.207 142.100MHz FM Stdby
DIS:759.214.2.4 1P:10.2.79.214 102.000MHz FM Stdby
DIS:120.2.64002.34301 1P:10.2.120.2 101.000MHz M Stdby
CAU-20_Assetl vs-test-562 101.000MHz FM Stdby
Radiol-Relay vs-test-562 101.000MHz FM Stdby
DIS:79.214.1.3 IP:10.2.79.214 101.000MHz FM Stdby
ASTIVBS2-PC_Asset2 vs-test-562 101.000MHz FM Stdby
| DIS:96.207.45140.53163 1P:10.2.96.207 142,100MHz FM i
DIS:79.214.1.4 1P:10.2.79.214 102.000MHz FM Stdby

There are many ways to view and sort the radios.
View by Radio Type

The radios can be filtered by type such as VHF, UHF, etc.
Sort by Radio Parameters

Radios can be sorted by name, source, frequency, etc. For example, to sort radios by fre-
quency simply select the frequency tab. To sort radios by frequency and then by source, sim-
ply select the frequency tab and then press and hold shift while selecting the source tab.

View Differences

To compare the differences between two or more radios, check the radio boxes and select the
“Diff” button. Radios with no differences are in-tune and will be able to intercommunicate.

View Single Detailed Radio

Double-click on a radio to open the detailed view for a specific radio. This allows you to view
the entire DIS Transmitter PDU as well as the audio encoding information. This is the same
view as the Diff view, but only displays one radio.

Copyright © 2013 Advanced Simulation Technology inc. 35



ASTi Voisus Server Operator Manual (Ver. 1, Rev. L)

View By Frequency

The radio monitor allows the selection of a specific band of radio frequencies. Click and drag
the mouse over the selection of the radio band you wish to view. Then click on the pink band
and the list will only show radios in that frequency band.

2.3.1.1. Radio Statistics
The Statistics tab displays radio network information including DIS and Ethernet settings.

Network Packets
DIS Site 141 UDP Tx 17367
DIS Host 141 UDP Rx 383493
DIS Version 6 DIS Tx 17367
DIS Exercise ID 1 DIS Rx 366126
Detected DIS Exercises 1, 11 DIS Transmitter PDUs Tx 8660
Ethernet Settings DIS Transmitter PDUs Rx 52399
Interface eth0 DIS Receiver PDUs Tx 8660
DIS Port 3000 DIS Receiver PDUs Rx 60879
Broadcast Address 10.2.255.255 DIS Signal PDUs
DIS Audio PDUs Tx 47
DIS Audio PDUs Rx 237584
DIS TDL PDUs Tx 0
DIS TDL PDUs Rx 0
Radios
# Local Radios 18
# Total Transmitters 38
# Radio Timeouts 189
Timeout Settings
Normal Timeout (secs) 5
Moving Timeout (secs) 2
Moving Threshold (meters) 500
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2.3.2. Monitor Active Clients

To view the clients connected to the Voisus Server over the network, click the Active Clients icon

on the Woisus dashboard or navigate to Monitor > Clients within RMS. Active clients are
highlighted in pink and idle clients are highlighted in blue.

Client " " . Personal | Server . Audio . . . . Protocol
Status ¢ Name ¢ IP Address ¢ Role Y Name °  Siatus ¢ Client Version ¢ Version
Connected John 10.2.142.50 Role_Ex1 t&l;f:}]z Idle v5.4.0 :2397f322 4dbgzezs
Connected Tom 10.2.3.10 Role_Ex1 E‘;f:;)z Tx Active v5.4.0 : aobaba83 4db3e25
targetz . N .
Connected Sarah 10.2.3.9 Role_Ex1 (ocal) Tx Active v5.4.0 : aobaba83 4db3e25

Showing 1 to 3 of 3 entries

2.3.3. Performance Monitor

The Performance Monitor displays debugging and troubleshooting information.

CPU History

100

Pet.

T T T T — T T T T 1
60 55 50 45 40 35 30 Seconds 25 20 15 10 5 Q

Memory and Swap History

100

Ty
Swap Used
80 O 5wap

60
Pet.

40

20

ar T T T T T T T T T T T 1
60 55 50 45 40 35 30 Seconds 25 20 15 10 5 a

EmE=mE

Network History
ORxX
ot
6,000
/% 000
2,000
ar T T T T T 7 T T T y T d
60 55 50 45 40 as 30 Seconds 25 20 15 10 5 1]
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2.3.4. Discovery

The Discovery tool displays all Voisus servers on the network and their attached ACENet devices.

Access this tool by clicking the Discovery icon on the Voisus dashboard or by navigating to
Monitor... > Discovery within RMS.

2.3.5. ACENet

This page displays ACENet devices currently in use in the installed Scenario. Access this tool by
clicking the ACENet icon on the Voisus dashboard or navigating to Monitor... > ACENet.

See all ACENet devices available on the network in Discovery (via the Discovery icon or
Monitor... > Discovery).

2.3.6. Hardware Panels

This tool allows you to view and manage your ASTi hardware panels including the PRC-117
panel over the network. You can set panel-specific configurations such as name, MAC address,
Broadcast Port, Host Address, Status, and Firmware.

Access this tool by clicking the Hardware Panels icon on the Voisus dashboard or navigating to
Monitor... > HW Panels.

2.3.7. Runtime Status

View the status of all the hardware and software clients connected to your Voisus server.

Access this tool by clicking Runtime Status on the Voisus dashboard or by navigating to
Monitor... > Status.

VOISUS

SERVER

Voisus

Scenario Runtime Status

+vs-sales.local (4) Realtime 9.68% Avg. / 29.04% Peak
ThinClients
Operator Role Address
Op1 - 10.2.3.9
Op2 - 10.2.3.9

Live Radios
Radio Net | Audio Device Channel | Serial
Radiol RNetl 001al180007d3 A A
Radio2 RMNetl 001al18000009 A A

Only CPU statistics will automatically refresh. If unexpected conditions are displayed, first try to update by clicking
the browser's reload button.
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2.4. Configure Communications in RMS

Establish communications for your software and hardware clients by configuring Comm Plans &
Roles, Facilities, and Scenarios.

Comm Plans & Roles

The Comm Plan consists of communication nets, which are sets of operational parameters
such as frequency and modulation type. Roles are collections of radios and their nets, to be
used by Voisus hardware and software clients over the network.

Facilities

The Facility defines all of the ASTi communications hardware in your training installation.
This includes servers, ACENet devices, HHTSs, radio panels, and live radio interfaces. If you
are only using Voisus Software Clients, you do not need to configure the Facility. Continue on
to Scenarios.

Scenarios

The Scenario is the overall exercise definition that links the Comm Plan & Roles software
configuration with the Facility hardware configuration.

2.4.1. Comm Plans & Roles

The Comm Plan and Roles tools generate the communications configurations that are distributed
to clients. Every Voisus Server comes pre-configured with a complete comm plan. Continue with
this section to configure your system to your specific requirements or skip ahead to the next
section.

» Use the Comm Plan tool to generate a list of communications nets.

What is a net? A net is a set of operational parameters (like tuned frequency and modula-
tion type) that can be assigned to a simulated radio. Radios must share key net settings
(like frequency and modulation type, and optionally crypto and frequency hop fills) to
intercommunicate.

 Use the Roles tool to create operator communication configurations for use by clients.

What is a role? A role is a predefined communication configuration that can be assigned
to one or more clients. The role incorporates a set of one or more radios that are accessible
by the client. As part of the role building process, each radio may be loaded with one or
more nets. A radio loaded with one net is fixed (non-tunable). A radio loaded with multi-
ple nets can be tuned by the client operator.
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» Once created, roles are available for use by Voisus Clients or hardware operators.

» From a Voisus Client, connect to the server and select a role. The client will automatically
be configured with access to the set of radios defined by the role.

 Additional changes to the role will automatically update all connected clients.

2.4.1.1. Comm Plan

Use the Comm Plan tool to build a list of radio nets that will be used in the Roles section to load
radios with presets. Radio nets require a name, frequency and waveform. For ease of use, you
may also use the arrow-keys on your keyboard to navigate through the nets. Press ‘enter’ to edit a
field. All comm plan changes take effect immediately and do not require a Scenario reinstall.

Note: Changes to existing nets are reflected in the radio’s real-time operation. There is no need to
re-install the Scenario after altering the frequencies, FH Net IDs or Crypto Keys. However, major
changes to the comm plan such as creating individual fills for each radio will require a re-
installation of the Scenario for the changes to take effect.

Follow these steps to create a net:
1. Select the Comm Plan tab.
Select “Add Net”.
Double-click the “Name” field and enter a name.

2

3

4. Optional: Double-click the “Description” field and enter a description.
5. Double-click on “Frequency” and enter a tuned frequency (in hertz).

6

Double-click on “Waveform” and select a modulation type (defaults are AM, FM,
intercom, SINCGARS, and Havequick).

Optional: Configure COMSEC, TRANSEC and SATCOM parameters:
7. Double-click on “Crypto” and select a crypto configuration.
8. Double-click on “Freghop” and select a frequency hop configuration.

9. Double-click on “Satcom” and select a satcom configuration. Note: Satcom requires a
separate satellite server. Contact ASTi for more details.

To manage or build additional net elements (waveforms, receiver gains, crypto, frequency hop
and satcom), use the associated check-boxes to access submenus. Then select the “Add” button
and enter the associated parameters.

You may also organize nets into groups. Groups provide an efficient one-step method of
preloading radios in the Roles. To create a group:

1. Select “Add Group”.
2. Enter the new group’s name.

3. Then select “Add Net” from the net list pull-down and select nets to add to the group.
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Additional Net List Organization

Nets can be sorted by name, frequency, transmit frequency, waveform, etc. For example, to sort
the list of nets by frequency, select the “Frequency Hz” column name. You can also search for a

specific net using the search bar.

. Voisus
; SERVER | CommPlan
[default_commplan (ins[alled)|") Save Changes ) Discard Changes
Roles Right-=click on items to copy/paste, double-click to edit fields.
Net Groups ' (Add Group )[ Nets | (3 columnview ) Search: [ New Net |
Name Description Frequency(Hz) TxFrequency(Hz) WAVEFORM CRYPTO FREQHOP SATCOM
Admin All Call Exercise Admin 1 1] Intercom off off off
Battalion Command Command Channel 553000000 o SINCGARS Battalion SINCGARS1 off |
f |
Conf Confl IC Conference 1 101 0 Intercom off off Off
PRC117 Conf2 IC Conference 2 102 0 Intercom off off off
ataon Conf3 IC Conference 3 103 0 Intercom off off off
EINCGARS Confa IC Conference 4 104 0 Intercom off off off
Cue SINCGARS CUE channel 55000000 0 VHF-Low-Narrow  Off Off Off
FHO1 SINCGARS FHO1 55000000 0 SINCGARS TEKO1 TSKO1 off
FHO2 SINCGARS FH02 55000000 0 SINCGARS TEK02 TSK02 off
[ Waveform [ Crypto [ Freghop [ Satcom

Alternatively, you can create a group and select multiple nets (press control-click or shift-click),
by right-clicking and copying the nets. Then right-click the group name and paste the nets. This
copy and paste method also applies to waveform, crypto, frequencies, and SATCOM.

For further understanding, follow the example below.
1. Create nets as needed.

2. Create a group called “Squad”.

.

'Net Groups | [ Add Croun
Net Groups Add Group

Add Group |
— Squad

Admin

Battalion

Conf
PRC117
Platoon
SINCGARS

3. Select the nets (press control-click or shift-click) that you want in the “Squad” group. In

this example, the Conference 1-3 nets are selected.
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4. Right-click and copy the nets.

5. Right-click on the Squad group name and select “Paste Nets”.

F

Net Groups " Add Group )
All Nets
Admin
Battalion
Conf
PRC117
Platoon
SINCGARS
B —
Copy Group
—
Delete Group

6. Now the Conference 1-3 nets will appear in the Squad group.

(default_commplan (installed)| ¥) (Gaern) (Save Changes)

Rulos Right-click on items to copy/paste, double-click to edit fields.

Net Groups Add Group )| Nets (4 Column View ) Search: Add Net
All Nets Name * Description Frequency(Hz) TxFrequency(Hz) WAVEFORM CRYPTO FREQHOP SATCOM
Admin Confl IC Conference 1 101 0 Intercom Off Off off

Bagalion Conf2 IC Conference 2 102 o Intercom off off off

£ont Conf3 IC Conference 3 103 0 Intercom off off off

PRC117

Platoon

SINCGARS
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Comm Plan Import/Export
Use the Comm Plan Import and Export features to share your comm plans among locations.

1. With the comm plan open, select “Export” from the drop-down menu to convert the comm
plan to CSV (Excel) format and save to your PC. (Note: If desired, you can make changes
to your comm plan in Excel.)

. Status: Running Scenario: Basic_Example Credits: 65500
AAVOIBUS

Comm Plan

Select a Comm Plan
(RadioBr‘idgeS v) Comm Plan idle.

Save Changes ) ( Discard Changes

Army_Example

’/ Basic Example Tip: Right-click on items to copy/paste, double-click to edit fields.

Ne EmergencyMgmt_Examplg columnview ) Search: New Net )

HWPanel_Example Description Frequency(Hz) TxFrequency(Hz) WAVEFORM CRYPTO = FREQHOP ~ SATCOM
Intercom_Example Rad o Netl o = - o

Maritime_Example
Office_Example
RadioBridge4
TOC_Example
VBS2_Example

10
1
1
10
1
1
1
1

29908222929
2292222292
999829929

Open New...
Rename ...
Save as...
Export...
Import...

eform [ Receivergain [] Crypto [] Freghop [ Satcom

2. Using email or another file transfer method of your choice, send the CSV file to other
\oisus Server users.

3. Select “Import” and select the desired CSV file from your PC’s hard drive to convert to a
comm plan.

Note: The Comm Plan Import/Export feature only applies to Comm Plan specific items (Nets,
Groups, Waveforms, ReceiverGains, FreqHop, Satcom). It does not import or export Role
information.
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2.4.1.2. Roles
Use the Roles tool to create radio communication pre-configurations (or roles) which are used by
clients. There are two types of roles:

Personal Role

A client that assumes a personal role is assigned a set of one or more radios that are con-
trolled and accessed only by that client. An example application of a personal role is a cli-
ent operating as a dismounted soldier accessing a personal squad radio. Note that any
number of clients can assume a common personal role. In this case, these clients will have
identical radio configurations, but will have sole possession (access and control) of their
own radios.

Vehicle Role

A client that assumes a vehicle role is assigned to a set of one or more radios, and these
radios are collectively accessed and controlled by all clients using the vehicle role
instance. An example application of a vehicle role is a group of three clients operating as
vehicle crew. In this case, the three clients will assume the same vehicle role instance and
have control and access to a bank of common radios.

Creating Roles

Follow these steps to create a personal role:

1.
2.
3.

Select the Roles tab.
Click “Add Personal Role”.
Fill in the name.

Note the numbered columns (1, 2, 3, etc.) in the role table. Each column represents a
radio. The next step is to preload the radios with nets.

From the “Nets” list, copy nets into a radio using the right-click menu. You can also copy
and paste net groups into a radio (loading a set of multiple nets in one step).

Continue by preloading additional radios with nets.

Note: The order of nets loaded in a radio determines the order in which they are displayed
in the client. You can re-order nets by dragging and dropping.

44
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To create a vehicle role select “Add Vehicle Role” and then follow the steps 2 through 4 above.

(default_cnmmplan (installed)| v] Save Changes [ Discard Changes

Net Groups Add Group

All Nets All Call
admin R
Battalion Fire

Conf Platoon 1
PRC117 Platoon 2
Platoon Ground
SINCGARS

Asset Configuration

Right-click on items to copyypaste, doubie-click to edit fields.

All Call All Call Confl
Command Command Conf2
Fire Fire Conf3
Platoon 1 Platoon 1 Conf4
Platoon 2 Platoon 2

Ground Ground

Show Asset Config

SINCGARS
Cue
Man
5Co01

All Call

5C02
SCo3
SCo4
SCO05
SC06
FHO1
FHO2
FHO3 3

Add Personal Role

St

a Ex_HHT @ Ex_PRC117 f Ex_SINC

8 Platoon 1 8 Platoon 2 a RadBridge 8 TOC

Add Vehicle Role

Sttt

Io'i Apache Ir"c HMMWY ‘0-—-0 MRAP I&'o Stryker

Select a role and click “Show Asset Config.” This allows the administrator to set the Radio Type,
transmit and receive settings, and Default Net for each asset. This data is automatically populated
into the client setup upon connection to the server.

The Radio Type drop-down provides the option to assign a Generic or PRC-117F control head to
the asset. The Generic or PRC-117F faceplate is used by the Tablet Voisus App. See section 3.5.
Tablet Voisus App for more information. The Radio Type setting will be ignored by all other
\oisus software clients for Windows, Linux, and VBS2.

® OPR-1001
@
1

Radio Type: Radio Type: Radio Type: Radio Type: Radio Type:
[ GENERIC + |( GENERIC GENERIC ¢+ ][ GENERIC ¢ )|( GENERIC :]

Rx Tx: o] Rx Tx: o] Rx Tx: o] Rox Tx: o] Rx Tx: o

Rx @ Tx Rx @& Tx Rx @& Tx Rx & Tx Rx @& Tx

Default Net: | Default Net: | Default Net: u'| Default Net: o'| Default Net: |

[ Coordination 2 ][ RNett 2 ][ Rivetz + ][ RNet3 $ ([ securet
Enable Autotune Enable Radio Control

Add Personal Role Add Vehicle Role

& 0PR-1001 | § Role p1 § Role p2 § Role p3 L% Trucki

& Role_Ex1
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2.4.2. Facilities

The Facility defines all the ASTi communications hardware in your training installation. This
includes servers, ACENet devices, HHTSs, radio panels, and live radio interfaces. If you are only
using Voisus Software Clients, you do not need to configure the Facility. Continue on to section
2.4.3. Scenarios.

Each position in the Facility represents the hardware available to a single operator. For example,
if an operator is supposed to have a PRC-117 radio panel as well as an observer speaker, you
would configure a position with a PRC-117 panel and an observer mic/speaker. Once you have
configured all of the hardware positions, you will map communication roles (radios and
intercoms) to them in the Scenario (see section 2.4.3. Scenarios).

1. On the Voisus Server screen, select the “Facility” tab.
2. Select a default facility or add a new one.

3. Under the ‘Comms Hardware & Peripherals’ tab enter the number of hardware positions.
A position represents the physical hardware assigned to a specific location such as a desk
for operator 1.

4. Double-click the positions to name them for your specific setup.
5. Add the hardware positions.

Options include:

* HHT with headset

* SINCGARS Panel

* PRC-117 Panel

» Observer Mic/Speaker*

6. Edit the hardware position(s) by adding the hardware details including: asset, ACENet
device, audio channel, serial port and monitor. Note that the asset number corresponds to
the role asset setup in the comm plan.

7. Optional: Add software clients if you wish to lock down the client or assign the role and
DIS exercise. The software clients configuration is completed in the scenario.

8. Under the ‘Live Radios’ tab add live radio interfaces if your system is being used for live
radio bridging. Each interface connects one live radio to the DIS network.

9. Under the “‘Servers’ tab add additional servers if using the master/slave configuration. See
section 2.5. Multi-Server Configuration for details.

10. Click “Save Changes” when finished.

* Each observer may only be associated with a single hardware item (PRC-117, SINCGARS,
etc.), however multiple observers can be connected to the same hardware device in a position.
The observer will mirror the hardware device, receiving the same audio and being able to
transmit on the device as well.
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For example, if you want to configure a speaker to play the same audio received on a PRC-117,
you would add an observer to that position, select the PRC-117 panel that you want to monitor,
and select an ACENet Device/Channel to output the audio to.

I Comms Hardware & Peripherals I Software Clients l Live Radios I Servers I

Communications Hardware and Peripherals

Add qty: |1 positions (Add)

Positions
(Add Hardware )
E==
Observer Mic/Speaker

ACENet Device  Audio Channel Monitor

001218000009 A | Select ...\ %
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2.4.3. Scenarios

The Scenario is the overall exercise definition linking the Comm Plan & Roles software
configuration to the Facility hardware configuration. If your installation does not use any
hardware operators, then you do not need to add any Facility operators to your scenario. Simply
select the Comm Plan and install it. Any changes to the comm plan will immediately take effect
for software clients.

In the Scenario, the operators are created and assigned to a communication role and a hardware
position. Each role is mapped to the hardware items in the positions. For example, if you have two
nets in asset #1 of a role, those two nets will be assigned to the first hardware item in the selected
position (a PRC-117 for example).

If the role has more assets defined than hardware devices in a position, then those assets are not
used. However, if a position has more devices (observers excluded) than assets in a role, those
devices will NOT be able to communicate.

Scenario
Select a Scenario:

(Install Scenario ) |SEVB Changasl (Discard Changes )

(Basic_Example1  [v)

Scenario running.

Select a Commplan Select a Facility
(Basic_Examplel |v) (Basic_Examplel |v\

I Hardware Operators I Software Clients ] Vehicles ] Live Radios _

Operators

Add qty: 1 of role:[ Role_Ex1[3] (Add ) (Add All)

Assign each operator a role, position, and DIS exercise

search: [N
= Operator ¢ Role % Position ¢ DIS Exercise s
0 Adminl Role_Ex1 Position 1 default_domain

Follow the steps below to define the Scenario:
1. Select a Scenario, Comm Plan, and Facility for your system.

2. Inthe Hardware Operators tab, add the operators. An operator is assigned a name, role,
position and DIS exercise ID. The role assets are mapped to the hardware for the selected
position. For example, Adminl is assigned the Admin assets as defined in the Role
Builder with position Desk 1 as defined in the Facility. Sites can only communicate if they
share the same DIS exercise ID.

3. Optional: The software clients tab provides a way to lock software clients and define roles
and exercises.
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4. Optional: Vehicles are associated with the vehicles roles set up in the Role Builder.
Vehicles are used for shared communication platforms.

5. Optional: If you are doing live radio bridging, add live radio interfaces. The interfaces
must first be defined in the Facility.

6. Save and install the scenario. This assigns the nets to the radios.

Note: The last installed Scenario is the one that is installed upon system boot-up.
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2.5. Multi-Server Configuration

The Voisus Server multi-server feature is used to simplify configuration for programs with large
numbers of operators and servers. Multiple servers are organized in a master-slave relationship,
allowing the master server configuration to be automatically shared with all the slaves. Shared
configuration includes comm plan, roles, DIS settings, scenario, and facility.

To set up a multi-server configuration follow the steps below.

1. Using RMS on the master server, set the desired settings for the DIS network, comm plan,
role, scenario and facility.

2. Inthe facility, add the hostnames or IP addresses of each server (including both master and
slaves). Remember the master is the server that is being configured.

3. Inthe scenario, select the facility that was just configured.
4. Select “Install Scenario” to push the configuration to all the servers and run the scenario.

The boot order of the master and slaves is important. Reboot the slaves and then reboot the master
last. The slaves must be on and running when the master installs the scenario so the changes are
pushed to all the slaves. If a slave is not powered on the scenario installation may fail. If a slave is
rebooted, a reinstall is needed to push the changes to the slave.

Important: Multi-server control is enabled by default on standard Voisus platforms. If the 1A
Maintenance software package is installed, the multi-server control interface is disabled by
default and must be enabled to function. See APPENDIX D: INFORMATION ASSURANCE
FEATURE CONTROL for additional information.
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2.5.1. Multi-Server Example

This example connects three servers with one master and two slaves.
* Server 1 with 24 Clients (master)
» Server 2 with 8 radio panels (slave)
* Server 3 with 16 hand-held terminals (HHT) (slave)

Connect these three servers in a multi-server configuration by adding the server hostnames or IP
addresses to the “Servers” section in the facility of the master server. All comm plan, role,
scenario, facility, and DIS configurations must be on the master server. When the scenario is
installed, the configuration is sent from the master to the slaves resulting in all the systems being
in sync. In this example, the HHT operators, radio panels and Clients will all share the same nets
and roles.

Important: The Voisus Servers require that each individual system (comprised of a single server
platform and a number of ACENet devices) be interconnected on its own ACENet. Conversely,
you cannot connect multiple Voisus Servers and associated devices on a common ACENet.

Perform server
configuration
on master server

Install scenario to
send configuration
to slaves
Network
A
»
4
Master Slave Slave
Server 1 Server 2 Server 3

24 Clients 8 Radio Panels 16 Hand-Held Terminals
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SECTION 3.0. VOISUS SOFTWARE CLIENT

3.1. Voisus Client Overview

\oisus software clients are communication software-based operator GUI panels with remote IP
audio. Simply download the client application using the Remote Management System (RMS) web
interface, remotely configure, and operate.

Voisus Client:

* Runs on RedHat® Enterprise Linux® or Windows® workstations and Windows® tablets

Includes a GUI comm panel providing access to multiple ASTi radios and intercoms

Is remotely configured and managed using RMS

Controls up to 16 radios per operator (8 personal radios and 8 vehicle radios)

Supports a variety of headsets and PTTs

Provides a built-in test for headset, hardware PTTs and microphone
Voisus Clients for Windows:
» Desktop Client: for use on desktop PCs.

» Tablet FullScreen Client: similar to the Desktop Client, but optimized for touch devices
with smaller screens.

» Tablet Voisus App: provides a PRC-117F faceplate and the option to remotely control live
radios.

» Tablet TOCNET CAU Client: simulates the interface of the Tactical Operation Center
InterCommunication System (TOCNET) desktop Crew Access Unit (CAU). It is optimized
for use on a tablet computer.

Voisus Client for Linux:

» Desktop Client: for use on desktop Linux computers.
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3.1.1. Client System Requirements

The Voisus software runs on a computer with an Ethernet network connection. See the table
below for supported operating systems.

Operating System Requirements
RedHat® Enterprise Linux® GTK, ALSA, libusb and libprotobuf
5.4+ (32 bit)
CentOS 5
Windows® XP (32 bit) Service Pack 2 or 3
Windows® Vista (32 and 64 bit) Service Pack 1
Windows® 7 (32 and 64 bit) na

The minimum system requirements include:
* Intel Pentium 4 1.3 GHz or better
1 GB RAM
10/100 Ethernet card
USB 2.0 port (available for connection to USB adapters and headsets)

monitor (recommended minimum resolution of 1280 x 800)

mouse

keyboard

\Voisus Server on the network
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3.1.2. Choosing an Audio Device on the Client

On the client PC you must select the audio device that Voisus will use. This will vary depending
on the operating system. Plantronics devices will show up as “DA40 Adapter” and the radius
device as “ASTi Radius”.

3.1.2.1. Linux Default Audio Device

If you are using a Linux OS, navigate to System > Administration > Sound Card Detection and
ensure that the proper audio device is selected as the “Default audio card.”

Audio configuration

Sound test

Default audio devices

Default audio card | Ensoniq ES1371 [AudioPCI-97]

a

LLd

Default PCM device: | ES1371 DAC2/ADC

ALSA plugins

["] Disable specific card configuration

Audio cards order

Index Card | i up

0 Ensonig ES1371 [AudioPCI-97]

| +f Apply || & ok || xgancell
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3.1.2.2. Windows Default Audio Device

If you are using a Windows OS, navigate to the Control Panel > Sounds and Audio Devices and
ensure that the proper audio device is selected as the default Sound Playback and the default
Sound Recording device.

Sounds and Audio Devices Properties @E|
Wolurne Sounds Audio Woice Hardware

_} Sound playback,

@ Default device:
e/

DA40 Adapter L

ATIHD Audio rear output
Realtek HD Audio output

_} Sound recording

ﬁ Default device:
D40 Adapter w

Yolume... ] [ Advanced...
MIDI rusic playback
% Default device:
S| Microsoft GS Wavetable 5w Syrth L
[ Yolume. .. ] [ Abaut... ]

Use only default devices

[ 0K H Cancel ]
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3.2. Client Software Installation

Follow the instructions below to download and install the Voisus Client.
3.2.1. Download the Client

Download the Voisus Client software using RMS.

1. Navigate to RMS using a standard web browser on any computer with the same network

(LAN/WAN) as the Voisus Server. Open the web browser and in the address field enter:
http://XXx .XXX .XXX .XXX/
where “XXX.XXX.XXX.XxX is the IP address assigned to the server’s Eth 0 interface.
2. Login:
Default Username:admin

Password: astirules
VOISUS
A QSERUER

vs-sales.local login

Username
admin

Password

Login  or Download Voisus Clients

Version: v5.3.0

Build Date: 2012/04/23 01:54pm EST
ethO: 10.2.141.141

ethl: 172.31.2.188

eth2: none

eth3: none

Contact Person: none

Contact Email: none

Contact Phone: none
Description: none
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3. Click the Voisus icon.

Welcome to vs-sales.local o [ | I

IApps

Voisus Simscribe

—

Utilities
Other Tools

4. Click the “Download Voisus” icon.

Comm Plans Facilities Scenarios

&Roles  pumm l @ 7

Download Monitor Active

Voisus® ‘ Radios é Clients )))
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5. Download the installer that corresponds to your operating system. See section 3.1.1.
Client System Requirements for more information.

Windows

The following software runs on Windows XP, Vista, and Windows 7 (32 & 64 bit).
Software Notes File Size
Desktop Client If you don't know what you want, you want this one. 17.25 MB

Tablet FullScreen Client  Similar to the Desktop Client, but optimized for touch devices with smaller screens. 17.09 MB

Tablet Voisus App Includes radio skin(s) for: PRC-117F. 6.34 MB
Tablet TOCNET CAU CAU panel simulation. 6.31 MB
Games for Training

The following software runs on Windows XP, Vista, and Windows 7 (32 & 64 bit).

Software Game Version Notes File Size

VBS2 Plugin 1.4, 1.5, 1.6, 2.0 | Manage Voisus settings for installations and missions.  11.71 MB
Requires installation of the Windows Desktop Client.

Linux
The following software runs on Red Hat Enterprise Linux 5.4+ (32 bit), but not on RHEL 6.

Software Notes File Size
Desktop Client Same functionality as the Windows Desktop Client. | 11.08 MB

6. Move the install file to the client system.

7. Continue with the following section that corresponds to your operating system (Windows
or Linux).
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3.2.2. Windows Installation

First download the Voisus Client (.exe) file for Windows from RMS as described in section 3.2.1.
Download the Client.

To install:
1. Double-click the EXE file.
2. Click Run in the Open File dialog.
3. Inthe Setup dialog, click Next to continue.

Note: You may get a security alert as shown below. Select to allow Voisus communica-
tions on private networks or check with your network administrator.

%' Windows Security Alert

@ Windows Firewall has blocked some features of this program

Windows Firewall has blocked some features of VaisusMain on all public and private netwarks.

Mame: VoisusMain
Publisher: UInknown
Path: C:'program files\asti\woisusdientwaisusmain.exe

Allow VoisusMain to communicate on these networks:
Private networks, such as my home ar work netwark

[ Public networks, such as those in airports and coffee shops (not recommended
because these networks often have litte or no security)

What are the risks of allowing a program through a firewall?

[ '@'Allnw aCcess ] [ Cancel

4. Select the destination location for the file and click Install.

5. When the installation is complete, click Finish.

6. Open Voisus Client by selecting Start > All Programs > ASTi > Voisus Station.exe.

kd

oisus Client
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3.2.3. Linux Installation

This section describes how to install the self-extracting Linux Voisus Client file. First download
the Voisus Client file for Linux from RMS as described in the previous section.

1. Open a command prompt by selecting Applications>Accessories>Terminal.
2. At the command prompt, type:
cd ~/Desktop
and press enter.
3. Then type:
su
and press enter. Then type the root password.
4. Change the permission of the file you downloaded to be executable. Type:
chmod +x voisus-client-v5.x.y.bin
where v5 . x .y refers to the Voisus client version you just downloaded.
Press enter.
For Example: To install voisus-client-v5.2.10, the above command will become
chmod +x voisus-client-v5.2.10.bin
5. Run the self-extracting binary by typing:
./voisus-client-v5.x.y.bin

Press enter. When the installation has completed, you will see the word ‘Done.’

aceuser@localhost:/home/aceuser/Desktop

Fle Edit Wiew Terminal Tabs Help

[aceuser@localhost ~]% cd ~/Desktop

[aceuser@localhost Desktopl]$ su

Password:

[root@localhost Desktop]# chmod +x voisus-client-wv5.2.10.bin

[root@localhost Desktopl# ./wvoisus-client-v5.2.10.bin

Copying to a temporary location...

Verifying archive integrity... All good.

UNCompREsSINg ASTE  ERSTRT BB - s i i s s o e s e s
Installing Voisus S5tation...

warning: augeas-1libs-0.8.0-1.e15.i386.rpm: Header V3 D5A signature: NOKEY, key I
D 217521f6

warning: python-elementtree-1.2.6-5.1386.rpm: Header V3 DSA signature: NOKEY, ke
y ID e8562897

Preparing... SRR R [108%]
liace-btree EEE R [ 2%]
2:ace-messenger S S S S S S S S  [ 4%]
3:protobuf R R [ 7%]
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6. The installation is now complete. Reboot your computer so settings can take effect.

7. Open Voisus Client by selecting Applications>Internet>ASTi Voisus.You can also drag
the ASTi Voisus icon to the desktop.

YWoisus Client

PR CLTEILIEN Places  System @@ @R

@ Accessories G

@ Graphics L4 i

&R orfice v Contacts [Talk on ASTi DIS radios
[ sound & Video v R Emai

@ System Tools G ‘ Firefox Web Browser

= ﬁ Internet Messenger
f{ﬁ] Add/Remove Software

@ IP Telephony, VoIP and Video Conferencing
& ATl Catalyst Control Center

Wireshark Network Analyzer
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3.3. Desktop Client

The Desktop Client was designed for use on a desktop
computer. The interface provides the runtime
communications control settings (receive and transmit
access) for each radio on the network.

The Desktop Client GUI displays:

 Radios: The current net name with up to 8 radios
available.

* RX/TX: Displays comms status for Receive or
Transmit for each radio.

* Volume: The volume control for each radio. There is
also a master volume control.

For a smaller footprint, the GUI is collapsible by clicking
the arrow button. Select the orientation under the settings
preferences.

(SN =)
" &
X il
il
Rx Tx
o o | i
L i
o il
o il
-
Collapsed View

r(,) ADMIN - AST... o] =) [ |
VOISUS | s |12
CLIENT il
Call Idle & i
 Rx Tx
1| Coordination |+ | @ @ [
2 IC5_Metl ? - il
3 RNetl ? - |
4 RMNet2 ? - il
| i 1
Collapse
or Expand
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3.3.1. Settings

Select the ASTi logo button to view the settings.
Connecting to the Server

The standard connection mode for Voisus Server is
client (server-based radios) mode. The standalone
mode does not provide the centralized configuration
and management that is available in the server-client
mode. A separate license file is required for standalone
mode. Contact ASTi for details.

Follow the steps below to connect the client to the
server over the network.

1. In Settings > Preferences, select the client
connection mode

© ADMIN - AST...[sosloi=) [

1 Llé! Settings
CLIENT
Call Idle ' Wi
- Rx  Tx
1| Coordination |« | @ @ |
2 1C5_Netl ~| ® i
3 RNetl v ® i
4 RNet2 | ® il
PTT ]

Preferences

Headsetl Peersl Remuote Radios | About|

Connection Mode:

Station (Local Radios) [MNo License]

High - High Bandwidth

*@- Client (Server-based Radios) Transmit
Status: 8 Connected to "ADMIN'.
Server: Collapse to which
10.2.125.5 10.2.125.5 orientation?

@ Vertical
Client Mame: — “ Hori |
ASTi_ Win7_Dev ASTIi_Win7_Dev ) Horizenta
Operator Role:
ADMIN ADMIN EI
Vehicle:
Stryker0 B2

Audio Quality: EI Require Password

High - High Bandwidth

F Allow Multiple

for Settings Window

Connect

’ Change Password
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2. Enter the server’s IP address.

Preferences Headse’[l Peersl Remote Radios | About|
Connection Mode:
Station (Local Radios) [No License]
i Allow Multiple
@ Client (Server-based Radios) (] Transmit
Status: 8 Connected to "ADMIN'.
Server: Collapse to which
10.2.125.5 10.2.125.5 < — orientation?
@ Vertical
Client Name: — _ .
ASTi Win7 Dev ASTIi_Win7_Dev ) Horizontal
Operator Role:
ADMIN ADMIN E
WYehicle:
Stryker [~
Audio Quality: High - High Bandwidth Require Password
High - High Bandwidth = '~ 1gh Bandwi for Settings Window
Connect ]
’ Change Password ]

3. Enter a Client name. This name will appear on the Voisus Server status pages and will also
be viewed by other clients.

4. Click the Connect button to view the list of roles available on the server.
5. Select an operator role and click the Connect button.

6. You may be able to select arole if it is not pre-set in the server software configuration. The
green status button appears when the client is connected to a role.
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7. For remote clients with limited bandwidth capabilities, change the Audio Quality setting
from high bandwidth to low bandwidth to reduce possible audio breakup.

Preferences

Headsetl Peersl Remote Radiosl About|

Connection Mode:

Station (Local Radios) [Mo License]

i Allow Multiple
@ Client (Server-based Radios) O

Transmit
Status: 8 Connected to 'ADMIN'.
Server: Collapse to which
10.2.125.5 10.2.1255 orientation?
@ Vertical
Client Name: . )
ASTi Win7 Dev ASTI_Win7_Dev ) Horizontal
Operator Role:
+ ADMIN ADMIN |Z|
Vehicle:
Stryker0 [~]

Audio Quality:

. . ] Require Password
- )
High - High Bandwidth High - High Bandwidth IZI

for Settings Window

Connect l

[ Change Password ]

8. Only one radio can transmit at a time unless the Allow Multiple Transmit checkbox is
selected.

9. Set the orientation for the GUI in collapsed mode.

See “Locking Client Settings” below for information on password-protected settings.
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Headset Settings

Embedded functionality allows operators to adjust radio settings such as volume, sidetone and
vox levels. There are headset presets for the Plantronics USB headset and for the ASTi Radius.
Select the preset for your headset, click Set Preset, and then adjust the settings as necessary.

Sidetone volume sets the level for hearing your own voice feedback during transmissions. In
order to hear sidetone, a radio must be enabled and your headset device must support sidetone
(see APPENDIX C: USB ADAPTERS AND HEADSETS).

Vox threshold allows for automatic transmission of voice without having to push a PTT button.
The vox is voice activated and is dependent upon the threshold level. The higher the vox level, the
louder the voice must be to transmit, so output is active only when the voice level exceeds the
threshold. The lower the vox level, the more easily a voice is transmitted. In other words, output is
active at a lower level.

Adjust the earphone, mic, sidetone, and vox settings to a comfortable level using the sidetone test.
To test the headset use the headset test which plays a sinewave to check the sound device.

If there is a hardware PTT connected to the computer it will appear in the drop-down menu under
‘Hardware PTT Options’. Select the button that will be used on the PTT. To confirm the hardware
PTT is working properly, the word “Pressed” will appear (as shown below) when the proper PTT
button is pressed.

Mic Mode Headset Levels
@ PTT Level Preset:
& Vox Select Preset.., IZI Set Preset
“ Hot
o Off Earphone Volume 14 l'n |
[¥] Keyboard or Mouse PTT Mic Volume 72 1] ‘
Currently: [space] Change...
Sidetone Volume 0 i%x
Vox Thresheld 50 17
Hardware PTT Options Tests-
DELCOM JS Foot Switch [ = | Headset Play Tone
Button 4 AT
IZ‘ Sidetone | Test Sidetone |
Hardware PTT Pressed
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Peers

Q Settings

—
| Preferencesl Headset| Peers

About i

The Peers tab displays the client’s name, networked server and the associated clients’ roles.

=

MName + 1P 4 Role 4 Status 4
Bob 1020137 TOC Connected
Jane 1020172 Platoonl Connected
Ross 10.2.0132 Admin  Connected
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About

The About tab displays the Voisus software version. Click the Display Log button to view details
about the software’s status. Click the Export Debugging Info button to download the logs to the

client computer. This is primarily used for ASTi troubleshooting.

| Preferences ” Headset “ Peers| About |

£ VOISUS

Copyright @ 2012 Advanced Simulation Technalogy, inc.

Client wersion: +5.5.0 : 3232a%a0

Server version: v5.5.0 : f21009d0

Client/Server protocols: elb&bfa (Fri Jun 29 14:27:34 2012 -0400)

Display Log J Export Debugaging Info J
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Auto Radio Tuning

Auto radio tuning enables operators to instantly establish voice communications with any
simulated radio on the network simply by clicking on a realtime list of “who’s online.”

Auto Radio Tuning replaces the traditional manual tuning method where operators were required
to have prior, detailed knowledge of radio settings (frequency, AM or FM, crypto and frequency
hop fills) to tune their radios. It also eliminates the need to preconfigure radios by filling them
with pre-planned, coordinated settings prior to use.

Important: Auto Radio Tuning control is enabled by default on standard Voisus platforms. If the
IA Maintenance software package is installed, the Auto Radio Tuning control interface is disabled
by default and must be enabled to function. See APPENDIX D: INFORMATION ASSURANCE
FEATURE CONTROL for additional information.

Operation

In RMS, the comm plan role must be configured properly to enable the Autotune feature. Open
your Comm Plan and click the Roles tab. For each role, select the Enable Autotune checkbox.
This allows any client with this role to have the ability to autotune.

Select a Comm Plan

(Ba sic_Examplel |v) Comm Plan idle.
Roles o ) o
Commpian Roles Tip: Right-click on items to copy/paste, double-click to edit fields.
Net Groups Add Group }| Nets ICETEY ° Role_Ex1

Assets @

All Nets

| Enable Autotune @ |
I

T
(" Add Personal Role )]

B Role_Ex1 5% Truck1

Autotune
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In the Voisus Client application, operators simply access a list of active radios on the network, and
then click on the radio they wish to communicate with. Auto Radio Tuning uses the selected
radio's settings to automatically configure the operator's local radio.

Right-click and
select a radio to
communicate with

Preferences]Heaose: Peers | Remaote Radios | About

DIS 1| qune Radio4 [382
DIS:1| Tune RadioS
DIS:1| Tune Radios 7380
DIS:114.21 50924 47379
D15:114.21.50925.47378
DIS:114.21.50926.47377

DI5:114.21.50927.47376

IP:10.2.114.21
IP:10.2.114.21
IP:10.2.114 .21
IP:10.2.114 .21
IF:10.2.114.21
IP:10.2.114 .21
IP:10.2.114 .21
IP:10.2.114.21
IP:10.2.114.21
IP:10.2.114 .21

L DIS-114 271 50928 47375 IP-10 2 114 21

100
100
101
102
103
101
101
101
101
102

Intercom

Name ¥ Source Frequency Modulation Status
DIS:114.21.50916.47387 IP:10.2.114.21 100 Intercom Stdby
DIS:114.21.50917.47386 |P:10.2.114.21 100 Intercom Stdby

Intercom Stdby
Intercom Stdby
Intercom Stdby
Intercom Stdby
Intercom Stdby
Intercom Stdby
Intercom Stdby
Intercom Stdby
Intercom Stdby
Intercom.______ Stabwv

al

D

Right-click en a rernote radio and select the local radio to tune to it.

-
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Locking Client Settings

The administrator can lock the client settings to prevent users from making changes. This lock
feature allows users to communicate over the set nets but requires a password to enter the settings

screens.

To set the password, navigate to ‘Preferences’ and select the “Require Password for Settings

Window” checkbox.

Preferences I Headsetl Peersl Remote Radios | Abuut|

Connection Mode:

Station (Local

Status:

@ Client (Server-

High - High Bandwidth

Radios} [Mo License]

based Radios)

@) Connected to 'ADMIN'.

Servern
10.2.125.5 1021255
Client Name:
ASTi Win7 Dev ASTI_Win7_Dev
Operator Role:
ADMIN ADMIN
Vehicle:
Mone Selected
SO Sy High - High Bandwidth

Connect

il E] E [E

Allow Multiple
Transmit

]

Collapse to which
arientation?

@ Vertical

") Horizontal

17 Require Password + o

B for Settings Window

Change Password

Enter a password with 6 characters or greater.

() Set Password

Enter Password:

Confirm Password: sssssss

I Cancel

||
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After the password is set, any settings changes will require a password.

"— N —
S Password Required 10 Modity Se.. 3w

Please Enter admin password
to modify client settings:

| Cancel | | Ok

What if | forgot my \Voisus Client password?

In the event of a forgotten password, you can manually change the password or remove the need
to enter a password to open the settings window.

The password is stored in the text file voisus_gui.ini and can be found in the following default
locations:

Windows 7 and Windows Vista: C:\Users\<user name>\AppData\Local\VoisusCli-
ent\voisus_gui.ini

Windows XP: C:\Documents and Settings\<user name>\Local Settings\Application
Data\VoisusClient
Linux: ~/.voisus/voisus_gui.ini
To turn off the required password, change the following line in voisus_gui.ini:
Existing: ‘require_password = 1’
Change to: ‘require_password = 0’
Note: Do not include the quotes.

To change the password, open voisus_gui.ini in a text editor of your choice (e.g. NotePad,
WordPad, Vi, etc). Look for the line that begins with:

password = abcxyz

Anything after the ‘=" sign is the current password. In the example above the password is
‘abcxyz.” You can either modify the existing password in the text editor or use the existing
password to open the settings window of the Voisus Client and change the password through the
password change GUI.

For Windows users there is an alternative way to reset the password by un-installing the Voisus
Client and reinstalling it. This will remove all saved settings (such as password, last connected
\oisus Server, etc). This option is not available for Linux users.
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3.4. Tablet FullScreen Client

The Tablet FullScreen Client is similar to the Desktop Client, but it is optimized for touch devices
with smaller screens

The Tablet FullScreen Client GUI displays:
» Radios: The current net name with up to 8 radios available.
* RX/TX: Displays comms status for receive or transmit for each radio.
* Volume: Volume control for each radio.

Tap the ASTi logo button in the upper right corner to access the settings menu.

Client Name: ASTi-PC Operator Role: Role_Ex1

Coordination ICS_Net1

e HE o HEL

<]
R
E
S
S
15
0

RNet1 | RNet2

-1+ BE' ==

xrBm-
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Settings
Tap the ASTi logo button to access the settings menu.

[ roie_bxt - AST: Vol (i - m————

Client Name: ASTi-PC Operator Role: Role_Ex1 £

Connection Settings Headset Settings
Status: @Connected to 'Role_Ex1’ i1

Microphone Volume, ————— -
® Server [Pvd Address vs_test 582

[
-+

Ciient Name: |ASTI-PC T
- Earphone Volume
Operator Role; Role_Ex1 | = +
Connect Multiple Transmit Disabled
About Misc Settings
PTT position Lefi @ Right Ofi

Copyright © 2013 Advanced Simulation Technology, inc.
Client/Server versions: v4.6.2 - elo32263 | Require Password for seftings window
Client/ Server protocols: 8461886 [Thu Feb 14 10:02:35 2013 0500

Change Password

Back

Connection Settings
1. Enter the server’s host name or IPv4 address.
2. Enter a client name.
3. Tap the Connect button to view the list of roles available on the server.
4

Choose an Operator Role and tap Connect again. The status at the top of the screen will
confirm successful connection.

Headset Settings
1. Adjust Microphone and Earphone volume as desired.

2. Enable Multiple Transmit if desired. This allows the operator to transmit over more than
one radio at once.

Misc Settings
1. Position the PTT button on the left or right side of the screen, or turn it off.

2. Require a password for the settings window if desired.
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3.5. Tablet Voisus App

The Tablet Voisus App includes:
* A radio skin for the PRC-117F (see PRC-117F Radio Skins, below).
» Remote Radio Control (see section 7.2.5. Tablet Voisus App for details).
» Compatibility with ACENet devices (see ACENet Devices, below).
The Tablet Voisus App GUI displays:
» Radios: The current net name with up to 8 radios available.
* RX/TX: Displays comms status for receive or transmit for each radio.
* Volume: Volume control for each radio.

Tap the Settings button on the lower right side to access the Settings menu.

CS_Nef

TITTIT TITTIT
— voL + — voL +

RNet1

T
— voL +
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Connection
1. Client Name: Enter a name for your client.

2. Connect to Server: Enter the IPv4 address or ASTi Cloud ID of your Voisus server and
tap Connect.

3. Role: Select a role and tap Set Role. (If no roles are available, the client may be locked in
RMS. Check Scenario > Software Clients to see if that is the case.)

ABOUT |

Comected to Server vs test 5

Chent Marme:

Connect to Server.
_:] F o Hostname
(® ASTICodD

Role
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Transmit
1. Mic Mode: select your desired mode.

Note: “Voice Activated (VOX)” includes both Press-To-Talk and VOX-activated mic if
the VOX threshold is exceeded.

2. PTT Configuration
» On-Screen Button: choose the location of your on-screen PTT button
» Keyboard: choose a keybinding to use as a PTT.
» Hardware: choose a device and button for PTT if hardware will be used.

3. PTT State: Test your PTT, and this field will give a visual indication that the PTT has
been activated.

Press-To-Tak (PTT) PTT Configuration:

Voice Activated (VOX) On-Screen Button

Hot Mic (Always On)

Position: << Right / Top >
Keyboard
Off Currently:  [space]
Hardware
Device: </ NONE >
Button: < NONE >
PTT State: O Not pressed
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Audio

Use the audio presets and adjust the levels as desired. The Apply button will return the selected
preset to its factory settings.

= ]

ABOUT | QuUIT

Custom

Earphones:

Microphone:;

Sidetone;

VOX Threshoid
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About

The About tab displays the Voisus software version. Tap “View Log” to view details about the
software’s status. Change the password if desired.

=i ]

[connecTiON| [ TRANSMIT | [ Aubio |

Server Verson whHi62 | ela32263
Server Prolocol B467B85 (Thu Feb 4 100235 2013 -0500)
Clent Version v562 : e0a32263

Clent Protocot  B467886 (Thu Feb ¥ 100235 2013 -0500)

CHANGE PASSWORD

Tap the Radios button in the upper right to exit the Settings menu.
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PRC-117F Radio Skins

A PRC-117F radio skin is available for a radio when it displays the PRC-117F text in its box (see
below.) To access the skin, tap the desired radio button.

Radios are defined as PRC-117F or Generic in RMS. Navigate to Comm Plan > Roles and click
“Show Asset Nets”. Adjust the Radio Type for each radio in a role. See Asset Configuration in
section 2.4.1.2. Roles for more details.

CS_Neti

mnnnnnn mnnnnnn
— VoL + - voL +

RNet! > RNet! |

1pnnn - - min
— VOL + X - voL +
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The PRC-117F knob has three functional settings: Off, PT, and CT. The VOL and PRE buttons on
the keypad are also functional. Use the PRE button to scroll through the available net list.

PT
PT stands for Plain Text. Use this setting to simulate non-encrypted communications.

EATE  NORN PT
O1=RMET1 THE=

LoS YoC OFF FH OFF
TYPE HOF DATR HODE SeL

CT

CT stands for Cipher Text. Use this setting to simulate encrypted communications. In the Comm
Plan section of RMS, you must create a crypto-capable net to function with the CT setting.

EATEEE  NORH UINSON cT
W2=RNET2

LOS WOC OFF FH OFF
TYFE ADF  DATA HODE SeL

[Z-ALL]
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ACENet Devices

You can assign an ACENet device to an operator for use with the Tablet Voisus App. To do this
you will need to configure the device in RMS.

Configuration:

1. In RMS, create or edit a Comm Plan with all of your desired nets and roles. Be sure to
save your changes before proceeding.

2. On the Facilities page, create or open an existing Facility.

a. Click the Software Clients tab and select Yes for “Use ASTi hardware for audio I/
o?”

b. Either manually enter the client names or use the “Add All to Facility” button if
clients are already connected to the server.

c. Save changes.

Facility
Select a Facility:
(RIU_TEST | v} Facility in use.
| Comms Hardware & Peripherals | Software Clients Live Radios | Servers _
Software Clients
Use ASTi hardware for audio 1/0?
No Yes (®
Add Client Name Existing Clients Online Clients
Add Client Name ACENet Device Audio Channel
ASTi-PC2a 001a180017be A
ASTIVBS2-PC | 001a180017be :| | n/a 2 Res-Touch-PC
Add All to Facility
Cap-Touch-PC | 001a180017be 3| | C

Copyright © 2013 Advanced Simulation Technology inc. 83



ASTi Voisus Server Operator Manual (Ver. 1, Rev. L)

3. On the Scenarios page, open an existing Scenario or create a new one.

a. Assign the Comm Plan and Facility you just created to this Scenario using the
drop-down menus.

b. Click the Software Clients tab and select Yes for “Lock Software Clients?”

c. The software clients page will display the list of clients from the facility page.
Click the green “+” next to each client to add it to the Scenario.

d. Once the client has been added to the Scenario you can assign it a role from the
associated Comm Plan.

e. Once all of the roles have been mapped to clients, save your changes and click the
“Install Scenario” button.

Scenario
Select a Scenario:
(RIU_TEST [V} Scenario running. Install Scenario Save Changes
Select a Commplan Select a Facility
(Basic_Example [v) (RIU_TEST [v)
Software Clients
Lock Software Clients? Clients List Unlisted Clients
® Yes No Client Name Default Role DIS Exercise Allow unlisted clients to connect?
ASTi-PC2a Role pl Lock | default_domain 3 ® Yes No
select default_domain : Default Role:
Cap-Touch-PC Role p2  * Lock default_domain select... *
Default DIS Exercise:
default_domain 3
Operation

1. To operate, open the client and connect it to the Voisus server.

2. Select an asset on the client GUI for TX and use the headset connected to the ACE-RUI to
communicate with other operators.

Note: The volume controls for each asset on the GUI will affect the received volume.
Adjusting the Audio controls on the Settings tab has no effect on the audio.
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Troubleshooting
If the operator cannot RX or TX, verify that the ACENet device is attached.

1. In RMS, navigate to Monitor > Discovery to verify that the ACENet device is attached.

* If the ACENet device does not appear, check the ACENet cabling, switch and
associated power supplies.

2. Navigate to Monitor > ACENet to verify that the ACENet device is properly configured
for use in the Facility and Scenario.

* If the device does not appear, check the Facility page for proper assignment to a client
name.

« |If the names are correct, reinstall the Scenario or power cycling the ACE-RIU.

If the operator still cannot RX or TX, verify the client name and ACENet device association. The
client name used in the tablet or PC must exactly match what is listed in the Facility and Scenario.
The name is case-sensitive.
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3.6. Tablet TOCNET CAU Client

This software client simulates the interface of the Tactical Operations Center InterCommunication
System (TOCNET) desktop Crew Access Unit (CAU). It is optimized for use on a tablet
computer.

RMS Configuration

First, configure your Comm Plan and Scenario in RMS (see section 2.4. Configure
Communications in RMS for more details):

1. Navigate to the Comm Plan page.
a. Create nets.

b. Create roles and assign nets to the individual assets of each role. We strongly
recommend that you name each role “OPR-####" (see example below) and assign
a separate role to each client (see step 3c below). These role names will best
display on the client.

Comm Plan

Select a Comm Plan

(TOC_Example lv)

Tip: Right-click on items to copy/paste, double-click to edit fields.

Commplan
Net Groups Add Group || Nets ° OPR-1001
aies [T
| BN_CMD 1
BN_FS BN_AandL BN_AandL BN_AandL BN_AandL
BN_OandI BN_CMD BN_CMD BN_CMD BN_CMD
EXCON_INTERNAL BN_FS BN_FS BN_FS BN_FS
EXCON_PA BN_OandlI BN_Oandl BN_OandlI BN_DandlI
EXCON_INTERNAL | EXCON_INTERNAL | EXCON_INTERNAL | EXCON_INTERNAL
EXCON_PA EXCON_PA EXCON_PA EXCON_PA
Enable Autotune Enable Radio Control

onal Role

[
< [G5PRE001] 8 v~ 1002 & oPr-1003 § 0PR-1004

8 0PrR-1005 @ OPR-1006 @ OPR-1007 @ OPR-1008

i

c. Click “Show Asset Config” and adjust Rx Tx settings and Default Nets as desired.

d. Save changes.
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2. On the Facility page:
a. Load an existing Facility or create a new one.

b. Click the Software Clients tab and add client names. Note: The client names
entered here MUST match the client names that are entered when you set up each
client. This will link the software client to the client information you have
configured in RMS.

Facility

Select a Facility:

(TOC_Exam]J'e | v) Facility in use.
| Comms Hardware & Peripherals Software Clients
Software Clients
Use ASTi hardware for audio 1/0?
No@ Yes

Existing Clients

CAU-01
CAU-02
CAU-03
CAU-04
CAU-05

c. Save changes.
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3. On the Scenario page:

a.
b.

d.

Select an existing Scenario or create a new one.
Select your Comm Plan and Facility.

Click the Software Clients tab. We recommend that you lock the clients and assign
each client its own uniquely named default role. The name of the role (not the
client name) displays at the top of the client screen. Providing a uniquely named
role to each client will result in a unique display name on each client.

Scenario
Select a Scenario:

(TOC__EXBI'I‘UP!E |7> Scenario running.
Select a Commplan Select a Facility
(TOC_Example [v) (TOC_Example |v)
| Hardware Operators | Software Clients I Vehicles [ Live Radios -
. Use the checkbox to lock
Software Clients

clients to their roles.

Lock Software Clients? Clients List

@® Yes  No Client Name Default Role
CAU-01 o Lock
Click Yes to e LR
lock clients cAUG3 o Lock
CAU-04 o Lock
Click the plus sign CAU-05 ¥ Lock

to add clients to the [select... *
Scenario. Assign each T
client a default role.

Save changes and click “Install Scenario.”
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Client Configuration
To configure and operate the Tablet TOCNET CAU Client, follow the instructions below.

1. Install the Tablet TOCNET CAU Client as described in section 3.2. Client Software
Installation.

2. Open the client and tap “Connect to Server.”

CREW
ACCESS
UNIT

ASTI

Copyright (C) 2012
Advanced Simulation Technology inc.

SERVER 10279214
CLIENT CAU-01
QNNECTED

QUIT ABOUT

CONTINUE
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3. Enter a client name. Remember, this client name must match a client name that you
created in RMS on the Facilities > Software Clients page (step 2b in “RMS
Configuration” above).

4. Tap CONNECT BY IP to connect to the server using the IP address. Tap CONNECT BY
NAME if you would prefer to use the host name.

CLIENT NAME

CAU-01

CONNECT BY IP ‘
CONNECT BY NAME

BACK

5. Once connected, you will return to the home screen. Tap “Continue”.

90
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6. This will display the SELECT ID screen. Use the up and down arrows to select a role. If
the client was locked in RMS (step 3c in “RMS Configuration” above), only one role will

be available. Tap “Select”.

. Voisus Client = ey =

OPR-1001 1001  SELECT ID

1 OPR-1001 1001

1
-]

— ee— ) ———
SELECT H BACK ‘ HDESELECT‘
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7. This will display the MAIN screen. Tap ID SCREEN to return to the SELECT ID screen
(step 6). Tap OPERATE to access the ACTIVE ASSETS screen (step 8).

() Voisus Chient =N Eon |

OPR-1001 1001 MAIN

“ IDSCREEN H OPERATE

‘ FORWARD ‘

h EMERG ‘U RAD CTRL ‘

ACTIVE SETUP

‘ CONFIG ‘ SYS DATA
‘. DEFAULT ‘ SAVE ‘ PREVIOUS
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8. Onthe ACTIVE ASSETS screen, tap an asset to select it. Use the up and down arrows to
find other assets (if there are more than what fits on the screen). Tap XMT for transmit
select and MON for receive select. Tap VOL to adjust the volume.

() Voisus Client e

OPR-1001 1001 ACTIVE ASSETS

[ BN AandL BN CMD lﬂJ

¢ "

‘ BN Oandl M ‘ EXCON_INTERNAL| M ‘

XMT | ‘ MON ‘ VOL H ‘ KE"T'PAD‘
I ' A
» ‘ v ‘ :
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3.7. Call Intercoms

The Voisus call intercom feature provides a private communication line between two or more
clients. Simply invite a client to chat and wait for them to accept. Then communicate in real-time
over the network.

For example, the administrator wants to chat with an operator without having to use radio/
intercom assets or interrupt an exercise. The administrator will send an invitation to a client on the
network and wait for the client to accept. Once the invitation is accepted, the administrator and
client can begin chatting. The client’s radio transmit mode is disabled while on a call; however,
the receive mode remains enabled so the client can hear radio/intercom assets.

Call Intercoms are available on the following software clients:
» Desktop Client (Windows and Linux)
* Tablet FullScreen Client
* Tablet Voisus App
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Enable/Disable Calling

Calling is enabled by default on all roles. To disable calling, navigate to the Comm Plan page in
RMS and click the Roles tab. Select a role and click the “Enable Calling” checkbox.

Comm Plan

Select a Comm Plan
( EmergencyMgmt_Example|¥)  Comm Plan idie

Cobmpi: Tip: Right-click on items to copy/paste, double-click to edit fields.
Net Groups = | Add Group | Nets LTI ° Planning

Show Asset Config

Enable Autotune Enable Radio Control (Enable Ca Iiing M)
e —

Add Personal Role
§ rgmin @ command @ Excon  f§ Finance
a Logistics a Operations

Add Vehicle Role
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Setup and Configuration
Calling is easily set up on each client.
1. Inthe client’s Settings under Preferences, enter the Voisus Server’s IP address.
2. Enter the client name. This is the username that is used for calling.
3. Click the Connect button.
4

Once connected you can select an Operator Role. The Operator Role is configured via the
\Voisus Server Comm Plan.

5. Click the Connect button again..

Headse‘tl Peers | Remote Radios | Aboutl

Preferences

Connection Mode:

Station (Local Radios) [No License]
& Allow Multiple

for Settings Window

High - High Bandwidth

@ Client (Server-based Radios) Transmit
Status: 8 Connected to 'ADMIN'.
Server: Collapse to which
10.2.125.5 10.2.125.5 orientation?
@ Vertical
Client Mame: — . -
ASTi_Win7_Dev ASTI_Win7_Dev () Horizental
Operator Role:
ADMIN ADMIN lz‘
Wehicle:
Strykerd []
. - Require P d
Audio Quality: High - High Bandwidth B e

Connect
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6. From the Voisus Client, click the phone icon to open the call list. View the client names in

the call list.

® Admin - ASTi ... [= |[0[[X]

OISUS| 4¢
CLIENT
Calf fdle /
Rx  Tx
oo | ®
o
T
dowie v ®
sfae v
ST

E‘

=

Il FT

7. To invite a peer to chat, select the name to send an invite to the other person.

Call List
Q [d] |

® Call Invitation X

Steve has invited you ko a new call.

9 Accepk

| .Decline |

Copyright © 2013 Advanced Simulation Technology inc.
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8. Wait for the client to accept. Then the screen will display “On Call with . . .”

® pdmin - ASTi ... [= [T

£

:

OISUS | e

CLIENT
0On Call with: ==

Stewve 4

Rx  Tx
T
skt v|
sz v] @
a—
[ RADIC FTT |

9. To add an additional person to the chat, select the name in the call list.

Once connected, the client is automatically on hot mic and may begin communicating.

View the Peer list to see the list of peers available for chat.

| Preferences | Headset| Peers |.¢\b0utl

Marne 111p { Role 4 Status =~
Steve Admin - Connected
Mike 10,2.141,51  admin - Connecked
Firel 10,2.0.177 Admin - Connecked
ASTi! 102,125,100 Admin  Connected
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3.8. Client FAQs

Q: Can client radios interact with all other DIS radios on the network?

A Yes, including all ASTi systems (Telestra 4 ACE, Telestra 3 MBV, DACS, and PC’ver) and
third party radios. Voisus Technology supports all radio types that are supported in ACE,
including AM, FM, VolIP, network intercoms, SATCOM, SINCGARS, and HAVE QUICK.

Q: How many client operators can connect to one server?

A: The limitations are determined by the model size and loading on the server. Contact ASTi to
discuss your specific requirements.

Q: What is the Voisus software loading on the client and server?

A: The software loading on the client workstation will vary depending on the client PC hardware
and the number of active radios, but typically CPU utilization will be between 1-10 percent. The
loading on the server with 8 operators with 8 radios each is approximately 15 percent.
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3.9. Client Security Firewall Configuration

3.9.1. RedHat Enterprise Linux

If security standards require enabling the firewall, follow the steps below to create a path for the
network.

@) Applications  Flaces %@@@ __________

@] Preferences 4

B Administration  »

@B Documentation  *

T Help

W About GNOME

(@ Lock screen

Log Out aceuser...
Suspend

(@) shut Down. .

1. Navigate to System > Administration > Security Level and Firewall.

@ Authentication
<= Date & Time
- Display
Kdump

2 Keyboard

% Language

=== Logical Volume Management
@ Login Screen

@ Network
3 Printing

() Root Password

ﬁ; Security Level and Firewall

|Configure system security level and firewall rule5|

i’}{ SELinux Troubleshooter

2. The prompt will ask for the ‘root’ user password. Enter the root password.

&

Password for root

Query

You are attempting to run "voisus_main® which
requires administrative privileges, but more

information is needed in order to do so.

J

[ % Cancel H & ok ‘

x

<« Enter Root password

100
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3. The Security Level Configuration screen will open. Select Firewall > Enabled.

e

A Security Level Configuration BEE
EOlf =
0 |- Please choose the security level for the system.
:‘gELinuxl
Firewall: [Enabled & B
O FTP
[ Mail (SMTP)
[ NFs4
Trusted services:
55H
[0 samba
[ sSecure WWW (HTTPS)
[» Other ports

| Vappy || Xcance | | Pox |

4. Select the arrow to expand ‘Other ports’. Select the ‘Add’ button to add a port. The default
port is 31929.

Firewall: [Enabled -
O F1P
O Mail (SMTP)
X [J NFs4
Trusted services
SSH
O samba
[ Secure WWW (HTTPS)
7 Other ports *—
Ports Proto dk Add
35551 udp

[ f Apply l l Xgancell [ & ok l

5. Set the port and the protocol to the port used on the server. This is the same port number
set during the client installation.

‘= Add Port =[5

Port(s):
Protocol: |udp !— 3|

[Xgancm][ I ok ]

6. Save changes and close window.
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3.9.2. Microsoft® Windows®

Firewalls in Windows may vary depending on system requirements, see your system
administrator.

During software installation, click “Unblock™ in the Windows Security Alert window.

= Windows Security Alert E|

“kﬂ' To help protect your computer, Windows Firewall has blocked
| some features of this program.

Do you want to keep blocking thiz program?

Q Mame:  ASTi Voisus
Publisher: Advanced Simulation Technolog_l,IInC/

[ Keep Blocking ] [ Unblock, ] [ fisk Me Later

‘windows Firewall has blocked this program from accepting connections from the
Internet or a network. |f you recognize the program or trust the publisher, you can
urblock it. When should | unblock a program?
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3.10. Client Lockdown in RMS

In the Remote Management System, administrators can add global controls for software client
operators. The client’s role and DIS domain can be set and locked for each operator.

Note: Adding software client settings in the Facility and Scenario is optional. These steps are only
required if you wish to lock down the software clients.

See “Locking Client Settings” in section 3.3. Desktop Client for information on password-locking
the Voisus Desktop Client.

Step 1: Comm Plan

Start by creating a comm plan and roles or select the Basic_Example comm plan. For more about
comm plan and roles see section 2.4.1. Comm Plans & Roles.

Note: If you plan on modifying any of the bundled examples and use them on a day to day basis as
part of your operations, it is recommended that you use the “Save As” function to create new
comm plans, scenarios, and facilities as needed, so that you keep the provided examples in their
original state.

Comm Plan

Select a Comm Plan

(Basic_Example1 [v) Save Changes )( Discard Changes
Commplan Tip: Right-click on items to copy/paste, double-click to edit fields.

Net Groups Add Group )| Nets

Cc

Show Asset Config
Assets @

Enable Autotune []

(Add Personal Role ) (Add Vehicle Role )

8 Admin_Role 8 Role_2 8 Role_3 b Truckt
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Step 2: Facility

1.
2.
3.

Navigate to the Facility page. Create a new facility or open an existing facility.
Select the *Software Clients’ tab.

Enter the name for each client operator.
Note: This username must match the name used in the Voisus Client application.

If existing clients are connected over the network to the server they will appear under the

‘Online Clients’. Select to add them to the facility if they require role and DIS Domain
lockdown.

Select the ‘Save Changes’ button.

Select a Facility:
(Basic_Examplel |v)  Fadiityin use.

| Comms Hardware & Peripherals | Software Clients I Live Ra{as | Servers -

Software Clients

Add Client Name: Existing Clients Online Clients
@—é (Add)  Andrew
Dave
Frank
John

104
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Step 3: Scenario

1. Navigate to the Scenario page. Create a new scenario or open an existing scenario. Select
the comm plan and facility from the steps above.

2. Select the *Software Clients’ tab. Then select “Yes’ if you wish to lock down the software

clients.
Scenario
Select a Scenario:
(tESt |‘V) Scenario running.
Select a Commplan Select a Facility @
(Basic_Examplel |v) (Basic_Examplei |v)

| Hardware Operators | Software Clients I Vehicles | Live Radios -

Software Clients
Lock Software Clients?
O Yes @ No

Default DIS Domain for all clients:

| default_domain| i
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3. After “Yes’ is selected, the software client names that were added in the Facility will
appear under the “Client List’. Select the roles for each client. Select the ‘DIS Domain’.

4. Check the “Lock’ box if you do not want the client operator to be able to access other
roles.

5. If not all client names are known, then allow unlisted clients to connect to the server. This
allows any client connected over the network to connect to the server. You may select a
default role and DIS Domain for unknown clients.

6. Save changes and install the scenario.

Software Clients

Lock Software Clients? Clients List Unlisted Clients

® Yes O No Client Name Default Role DIS Domain Allow unlisted clients to connect?
Andrew * | Admin_Role| 5 ] E Lock | default_domain| :-1 ® Yes (O No
Dave * | Role_1 | :-‘ # Lock | default_ domainis 3 Default Role:
Frank * [ Role_2 3] @ Lock |[default_domain[3] Role. 3 ) O Lock

John * | Role_3 e ] Lock | default domain|s
WLog Default DIS Domain:

* saved in Scenario
T T T | default_domain| ¥ }

® ® 6
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SECTION 4.0. VBS2 PLUGIN

Virtual Battlespace™ 2 (VBS2) users can employ ASTi’s full-fidelity radio simulation and com-
munications capabilities within VBS2’s interactive, three-dimensional training system. Users will
gain the enhanced training benefits of a highly realistic simulated radio environment with the
introduction of ASTi radios into VBS2.

The Voisus-VBS2 plugin integrates the Voisus Client directly into the VBS2 game environment.
Each VBS2 player is configured with one or more communication assets such as radios or inter-
coms. While in a mission, the player has a Heads Up Display (HUD) showing all the necessary
information about their radios including current net selections and transmit/receive status. In addi-
tion to player radios, in-game vehicles can also be assigned radios which players can use when
they are within the vehicle. These unique features allows realistic dismounted training.

ASTi’s Earshot increases gaming realism, as only talkers within acoustic in-game range can com-
municate. Earshot works automatically when using geolocated maps in VBS2 — there is nothing to
configure. Earshot uses a highly accurate physics model to constantly adjust the reception of play-
ers’ voices based on the distance between voices and the volume of voices.
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4.1. Voisus-VBS2 Plugin Elements

ASTi's Voisus-VBS2 Plugin comprises four important elements that are included in the Voisus-
VBS2 installation package.

Voisus VBS2 Manager

The Voisus VBS2 Manager is a program designed to help install and manage the integration
between Voisus and VBS2. This program looks for existing VBS2 installations and missions and,
if found, will allow you to easily activate or deactivate Voisus for those installations and missions.

ASTivoisus.dll Plugin

This provides the communication between Voisus Client's audio and networking libraries and the
VBS2 application. This file is installed in your VBS2 plugins directory via the Voisus VBS2 Man-
ager. There is a DLL file for every game install instance.

ASTivoisus.pbo VBS2 Add On

This file contains the necessary VBS2 scripts and user interface elements to properly display Voi-
sus information in-game. This file is installed in your VBS2 add-ons directory via Voisus VBS2
Manager.

Advanced Setting - ASTi init.sgf Mission File

The VBS2 mission initialization script allows users to define additional keyboard bindings. This
script is customizable so users can select which keyboard bindings to use for actions such as push-
to-talk, selecting nets, muting radios, etc.

4.2. Voisus-VBS2 Plugin Requirements
ASTi Voisus-VBS2 plugin requirements:
* One of the following Windows® versions:
« Windows®XP 32-bit with service pack 2 or 3
« Windows® Vista 32 and 64 bit
« Windows® 7 32 and 64 bit

* \oisus Server

» USB Headset

» For ASTi vehicle radios, properly configured LVC for DIS interoperation
The Voisus-VBS2 plugin operates with VBS2 versions 1.4 and 1.5.
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4.3. Installation Steps

Follow the steps below to install the Voisus VBS2 Plugin.
Step 1: Install Virtual Battlespace 2

Install Bohemia Interactive’s Virtual Battlespace 2. For more information see http://www.bisimu-
lations.com/.

Step 2: Install Voisus Client

Install the Voisus Client by following the installation instructions in section 3.2. Client Software
Installation.

Step 3: Install Voisus-VBS2 Plugin

Follow the steps below to install the Voisus-VBS2 Plugin on a Windows® OS.

1. Open RMS and navigate to the Voisus Downloads screen. Select the Voisus plugin for
VBS2.

Note: For more information on opening RMS, see section 2.1. Access RMS.

Games for Training

The following software runs on Windows XP, Vista, and Windows 7 (32 & 64 bit).

Software Game Version Notes File Size

VBS2 Plugin 1.4, 1.5, 1.6, 2.0 | Manage Voisus settings for installations and missions. | 11.72 MB
Requires installation of the Windows Desktop Client.

2. Save the file and double-click the downloaded file (Moisus\VBS2ManagerSetup_X_y.exe
where Xx_y is the version number).

You may get a warning similar to the screen below depending on your Windows® version.

Open Executable File?

"Waisus¥BS2Plugin_0_1{3).msi" is an executable file, Executable files may cantain viruses or ather
malicious code that could harm your computer. Use caution when opening this file. Are you sure you
wankt ko launch "YoisusYE52Plugin_0_1(3).msi"?

[] Don't ask me this again
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3. Run the file.

Open, File - Security Warning [‘5_<\

The publisher could not be verified. Are you sure you want to
tun this software?

Mame: VoisusYBS2Plugin_0_1{3).msi
Fublisher:  Unknown Publisher

Type: Windows Instaler Package
From: C:\Documents and Settingshasti\My DocumentsiDo. ..

[ Fun I [ Cancel l

Always ask before opening this file

publisher. “Y'ou should only run software from publishers you tust.

@ This file does not have a walid digital signature that verifies itz
How can | decide what software to run?

4. Follow the Voisus VBS2 Manager installer. Select ‘Next’.

' Setup - Voisus VB52 Manager E|:|®
L]
V. ISUS Welcome to the Voisus VBS2
+ Manager Setup Wizard
This will install Yoisus YESZ2 Manager on vour computer,

It is recommended that you close all other applications before

AST J'S VO ||'P continuing.
SO;"UU'OH fOr Click Mext bo continue, or Cancel bo exit Setup,
Windows

[ Mext = l[ Cancel ]

5. Select the location. The default installation path is shown below.

sus VBS2 Manager,

Select Destination Location @
where should Voisus YBSZ Manager be installed?

__J Setup will install Yoisus YBSZ Manager into the Following Folder.

To continue, click Mext. IF you would like to select a different Folder, click Brawse.

C:1Program Files | [ Browse...

At least 0.8 MB of Free disk space is requirad.

< Back ” Mext = l[ Cancel
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6. Click “Install.’

®) Setup - Voisus VBSZ Manager,

Ready to Install @
Setup is now ready to begin installing Yoisus WESZ Manager on vour computer,

Click. Install ko continue with the installation, or dick Back if you want to review or
change any settings.

Destination location:
C:\Program Files'A5TiiWoisusWBSZManager

[ < Back ][ Install ][ Cancel

7. Wait as the Voisus VBS2 Manager installs.

Installing @
Flease waik while Setup installs Yoisus YESZ Manager on your compuker,

Finishing installation. . .

Illlllllllllllllllllllllllllllllllllllllllllllllllld

Cancel
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8. Click *Finish’ and launch the Voisus VBS2 Manager.

-[E1x

Completing the Voisus ¥BS2
Manager Setup Wizard

Setup has finished installing Yoisus YES2 Manager on wour
computer, The application may be launched by selecting the
installed icons.

ASTi's VoIP

Click Finish ko exit Setup,

solution for
Windows

£

9. The Voisus VBS2 Manager finds all of the VBS2 installations and missions on the
computer. Select to “Enable Voisus for X installations and Y missions’ if you would like
\oisus installed on all VBS2 installations and missions found.

Launch Yoisus YES2 Manager

To install Voisus on specific installations and missions, select ‘Manage installations and
missions’ and continue to step 10.

® yoisus VBSZ Manager

£ VOISUS

Yoisus YBS2 Manager allows an administrakar ko enable, disable,
or configure Vaoisus For YBS2 installations and missions.

4 WESZ installations found. 1 is missing Yoisus.
44 WBSZ missions found. 3 are missing Yoisus.

| Manage installations and missions | l Enable Voisus for 1 installation and 3 missions ]

To enable Voisus you must first enter the IPv4 address of the Voisus Server.

Note: If you do not know the IP address you may enter a placeholder address and relaunch
the manager at a later time to enter the Voisus Server IP address. The IP address is
required for communications.

® yoisus VBS2 Manager

Enter the IPw4 Address of the target Voisus Server,

Invalid IP Address

Cancel
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10. To install Voisus on specific installations or missions, select ‘Add VBS?2 Installation.” You
can also do this to confirm the Voisus VBS2 plugin was installed into the proper VBS2
installation directory.

Confirm your VBS?2 installation has active Voisus comms indicated by a green check
mark. If there is not a green check, highlight the item and select ‘Enable.’

® yoisus VBS2 Manager

WES2 Installat 1 Mo Enabled 1 o o
oS S I Manage Yoisus for ¥BS2 Installations
F\Bohemia Interactive 1, 4\WES2 YTK\VBSZ .exe
C:\Bohemia Interactive 1.41¥652 YTKIYESZ exe Enable Yoisus:

. ! i ;
Ci\Zapy of dummy¥BSZ very long sizing test\YESZ YTK\YESZ .exe Select a VBS2 installation and press Enable’,

:\Bohemia Interactive\VBSZ WTK\YESZ exe Disable Yoisus:

Select a VBSZ installation and press 'Digable’.

Add New Installation:
Press 'Add WBS2 installation' and browse for
install location.

~ VQISUS

If you see a red exclamation mark icon under “Voisus Enabled,” your Voisus VBS2 plugin
has an update available.

Add YBS2Z installation Configure Installations: |
—

(J Voisus VBS2 Manager

VES2 Installations Voisus Enabled, A* .
C:\Bohemia Interactive\VBS2 VTK\VES2.exe ]

Manage Voisus for VBS2 Installations

Enable Voisus:
Select a VBS2 installation and press 'Enable’,

Disable Voisus:
Select a VBS2 installation and press 'Disable’.

Add New Installation:
Press "Add VBS2 installation’ and browse for
install location.

VOISUS

Add VBS2 installation Configure Installations: | Enable | Dizable
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11. To add a VBS?2 installation, select “‘Add VBS2 Installation” and navigate to the VBS2
installation directory you would like to add.

oisus VB52 Manager, - Add VBSZ Installation

MNavigate to the YBS2 installation directory you would like to add,
select VBS2.exe and press "Add".

Flaces Tame =~ Size TMlodified
% Search B Bohemia Inter:

& Recently Used [~ Documents and Settings 6f24f2011
[ AsTi [ ntel 8/1j2011
[ Desktop |1 Program Files gf1/z011
M 3% Floppy (a1 | |5 Program Files (x56) gj1jz011
‘o Local Disk (C:) | |57 WINDOWS gf23f2011
&l DVD Drive (D7) | | (@] AUTOEREC.BAT Obytes &/24/2011
w DVD Drive (E:) | COMFIG.5YS Obytes 6242011

“e Local Disk (Fi)
= Removable Di...

“w Lacal Disk (P:)

12. Select the ‘vbs2.exe’ and select ‘Add’.

oisus VB52 Manager, - Add VBS2 Installation

MNavigate to the YBS2 installation directory you would like to add,
select VBS2.exe and press "Add".

l Bohemnia Inker ackive 1.4 "HBSZ\\'TK]

Places Mame = Size Modified L
\ Search net.log S3.2KE  Yesterday at 149:24

@ Recertly Used | | 2 MxCooking.dl 3BL3KE 9132010

- ¥ simscribe-banner jpg 32.0KB  Yesterday at 17:08
_ © simacribelog. kxk 63,4 KE  Vesterday at 19:32

= Desktop

| Uninstall_vbs2.exe 66,8 KB 8/13/2011
M 314 Floppy (A1) .

10.0ME 10 010
e Local Disk ()
[3] ¥ES2 LYC Admin Host CHRLog,bat 32 bytes  B/13/2011
=l DYD Drive (D)
BVD Drive (E2) %] ¥ES2 LvC Administrator (Windowed), bat 36 bytes  B/13/2011
=, rive (E:
Local Disk (F) [%] ¥BSZ LWC Dedi Server CMRLog.bat 33bytes  8/13/2011
“e Local Disk (F:
[3] ¥BS2 LYC Game.bat 33bytes  B/13/2011
- Removable Di...
[%] ¥B3z LvC Game (windowed), bat 41 bykes  8/13/2011
= Local Disk (P:)
[%] ¥ES2 LYC Game Dedicated Server.bat 34 bytes  8/13/2011
[%] ¥ESZ YTK Adminiskrator,bat 32 bytes  11/10/2011
[%] ¥B3z ¥TK Dedicated Server bat 29bytes  3/13/2011
[3] YES2 YTK User bat 21 bytes  B/13/2011
(5] ¥ES2 WTK User (Windowed),bat 29bytes /1372011

Cancel ] I Add
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13. Navigate to the ‘Missions (Server Only)’ tab. Select the VBS2 missions that you would
like to set up with Voisus communications.

® yoisus VBS2 Manager

Installations| Missions (Server Only) |

¥E32 Profiles and Missions Voisus Enabled 4

Manage Voisus for 28 VBS2 Missions

-+

<My Document:

#

<My Documents =\YEBS2 Other Profiles)1%2e4TestProfilel 1 %284 TestProfile VBSZProfile Yoisus Server IPv4 Address:
<My Documents =\ ¥B32 Other Profiles)ASTi-xP-tower-admin|,ASTi-XP-tower-admin, VESZProfile | 10.2.125.5 |
<My Documents =\ ¥E32 Okher Profiles)ASTi-%P-tower-adminZiASTi-#P-tower-adminZ_backup, WESZProfile

+

[z}

Options:
<My Docurments =\ YES2 Okher ProfilesiAutokeyvbindTest) AutokevbindTest, WES2Profile P
# <My Documents =\YESZ Other Profiles\BindkeyTest\BindkeyTest WESZProfile [ Latching PTT
<My Documents =\YBS2 Other Profilesi\MandariMandar . YBS2Profile [] autohide in-game GLUT

# <My Documents =\WBSZ Other ProfilesiPLAYER 13PLAYER. 1.WBSZProfile

Disable Yoisus for 258 missions

VOISUS

14. Set the Voisus Server IP address and select to activate the Voisus communications.

Note: If you enter IP address 0.0.0.0, VBS2 Voisus will connect to its previous Voisus
Server.
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Step 4: Disable VBS2 Keybindings

In this step, you will disable the keys that are necessary for Voisus control. You must do this for
each VBS2 profile used. This is not for all VBS2 keybindings. Only a small subset is required for
\oisus.

Important: Disabling the VBS2 keybindings is imperative to the audio quality of the Voisus
software.

1. Open VBS2 and navigate to Options > Controls.

2. Scroll down the list until you see “Voice Over Net” and “Push to Talk”.

Controls

Show: All controls

Look left (Analog) "TrackIR Rot Left"
Look right {Analog) "TrackIR Rot Right"
Look down (Analog) “TrackiR Rot Down™
Look up (Analog) “TrackIR Rot Up"
Previous channel i

Mext channel ;

Chat i

Voice Over Met ‘Caps Lock"

Push to Talk "Caps Lock"

Talk on Global channel
Talk on Side channel
Talk on Group channel

3. Select “Push to Talk” which opens the “Configuring Actions” screen for Push to Talk’s
keybindings.
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4. Highlight the comma (“Caps Locks”) and select “Delete.”

Configure action: Push to Talk

Brevious Deiete Undo Next

Prim. Mouse Bin.
2% Prim. Mouse Bin.
Left Ctrl

Mouse left

Mouse right
Mouse up

Mouse down
Mouse wheel up
Mouse wheel down
TrackiR Rot Down
TracklR Rot Left
TrackIR +rZ
TrackIR Left
TrackiR +tY
TracklR +tY
TrackiR Rot Up
TrackiR Rot Right
TracklR -rZ
TrackIR Right
TrackiR -tY

5. Select “Voice Over Net” and repeat the two steps above.

Default

0K

Cancel

Note: For VBS2 2.xx, repeat step 5 for “Next Channel,” “Chat,” and “Previous Channel.”

6. Select “OK” when you are finished.
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Step 5: Set up the Dedicated Server

This step is for dedicated servers only. Ensure that Step 3: Install Voisus-VBS2 Plugin is com-
plete with the Voisus comms activated for the mission(s) and VBS2 installation before following
the steps below.

1.
2.

Open VBS2 Admin and open the Mission Editor on the left side of the screen.

Select the terrain on which the mission is based and open the editor. You must export the
mission to networked scenarios and ensure the resulting PBO file (now with active Voisus
comms) is in the proper place.

Once the terrain is loaded, choose File > Load and select the mission. Once loaded, you
should see the mission units overlaid on the terrain.

Choose File > Save. In the dialog box, enter a mission name, title and description (or leave
them as they were). In the Export option, select “Export to Network Scenarios”. Once
chosen, click “Ok.” By default, Export to Network Scenarios will create a packaged
mission PBO file in the following directory:

C:\Bohemia Interactive\\VVBS2\mpmissions
Close VBS2.

By default, a dedicated server will make all PBO files located in this file available to
clients.

C:\Bohemia Interactive\\VVBS2\mpmissions

However, VBS2 administrators are able to limit which missions are available to play.
Check with your VBS2 administrator to ensure that the new PBO mission file you created
in step 4 is in the proper directory and that the dedicated server is configured to allow your
mission to be available to clients.

Launch the VVBS2 dedicated server and use one or more clients to connect to the mission
you just created.

If using LVC for DIS radio traffic continue to Step 6: Attach ASTi Radios to VBS2 Vehicles. If
not, skip ahead to Step 7: Selecting a Role.
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Step 6: Attach ASTi Radios to VBS2 Vehicles
Vehicle Naming Requirements

ASTi Radios are attached to VBS2 Vehicles using DIS. In the next step, you will configure
VBS2’s LVC to publish DIS packets on the same network and DIS exercise as the Voisus Server.
ASTi Vehicle Radios are configured to attach to DIS Entities by Marking Field (or URN in
VBS2). If a VBS2 Vehicle has the same URN as an ASTi Vehicle Instance, then the radios will be
tied to the VBS2 Vehicle and when a player gets in the vehicle, he will gain access to the vehicle
radios.

If this is the first time configuring VBS2 to use LVVC/DIS networking, continue on to the next
step.

1. Inthe RMS comm plan, configure Vehicle Roles as shown in section 2.4.1.2. Roles. For
example, if your VBS2 mission has two types of vehicles, Stryker and MRAP, create two
\ehicle roles with communication assets.

(default_commplan{mstaned:|v) (Open) (Save Change

Commplan » : ., ot .
F “ Right-click on items to copy/paste, double-click to edit filds.

Show Asset Config

Assets @

(Add Personal Role ) (Add Vehicle Role )

B Admin - @Ex_HHT @ Ex_PRC117 @ Ex_SINC | &% MRAP [5% Stryker

@ Platoon 1 @ Platoon 2 @@ RadBridge @ TOC

Ground T
Inte
= .

12 a

: v

2. Navigate to the Scenario page to create Vehicle instances. For example, if your VBS2
mission has two Strykers and three MRAPs, you will need to create five Vehicles. Three
will have the Vehicle Role of "MRAP" and two will have the Vehicle Role of "Stryker".

The Vehicle names you assign will need to match the Marking Field (or VBS2 Object
URN) of the corresponding VBS2 Vehicles.

3. Select the “Vehicles’ tab and add the vehicles.
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4. Save and install the changes.

[ Hardware Operators I Software Clients I Vehicles Live Radios -

Vehicles
— Add qgty:3 of role:| MRAP H(Add All)

Assign each vehicle a role and DIS exercise

search: [
0  Vehicle ¢ Role ¢ DIS Exercise s
[ Strykerl Stryker default_domain
O Stryker2 Stryker default_domain
C  MRAP3 MRAP default_domain
=] MRAP4 MRAP default_domain
[J  MRAPS MRAP default_domain

5. Assign matching URNSs to VBS2 vehicles. To do this, select “Mission Editor’ from the left
hand side of the VBS2 default screen. Select the terrain where the mission is located. Once
the editor has loaded, select File > Open and select your specific mission. To edit a
vehicle’s properties, right-click on the vehicle and select ‘Edit Object.” Assign the vehicle
name chosen in step 2 (above) to the URN Marking field and URN Marking LVC field.

US Army Armored \Woodland
US Army Car Desert

|- Buffale

—M1078

—M1078 - Cargo

—M1078 LSAC

—M1078 LSAC - Cargo
—M1089

M1114 HMMWV
—M1114 HMMWV - M2

US Army Air
Us Army Armored Desert

—M1114 HMMWY - M240
—M1114 HMMWYV - Mk19
—M1151 HMMWY - M2

—M1151 HMMWY - M240
—M1151 HMMWYV - Mk19

=~

true Can Collide

Fon Fiyaiio

a. Open VBS2 Admin and open the Mission Editor on the left side of the screen.

b. Select the terrain on which the mission is based and open the editor.
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c. Once the terrain is loaded, choose File > Load and select the mission. Once loaded,
you should see the mission units overlaid on the terrain.

d. Select the vehicles to receive Voisus comms attachment. Ensure the URN Marking
field and URN Marking LV C field match the vehicle instance names set in steps 1-
3.

e. Choose File > Save. In the dialog box, enter a mission name, title and description
(or leave them as they were). In the Export option, select “Export to Network Sce-
narios”. Once chosen, click “Ok.” By default, Export to Network Scenarios will
create a packaged mission .pbo file in the following directory:

C:\Bohemia Interactive\\VVBS2\mpmissions

f. Close VBS2.
g. By default, a dedicated server will make all .pbo files located in this file available
to clients.

C:\Bohemia Interactive\\VBS2\mpmissions

However, VBS2 administrators are able to limit which missions are available to
play. Check with your VBS2 administrator to ensure that the new .pbo mission file
you created in step 3d is in the proper directory and that the dedicated server is
configured to allow your mission to be available to clients.

h. Launch the VBS2 dedicated server and use one or more clients to connect to the
mission you just created.

Note: Vehicle instances created in the Scenario with a common Vehicle Role will have the same
communication assets. For many users, this greatly simplifies system configuration. However, if
each vehicle instance needs to have a private intercom only for that vehicle, users will need to
define a different Vehicle Role for each Vehicle that requires unique communications configura-
tion.
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LVC Game Setup for DIS

Important: This step is for the VBS2 server only. Ensure that the VBS2 host is not running before
continuing.

1. Update the shortcut to use the L\VC Game by right-clicking on the VBS2 admin shortcut.
Then select properties and in the target field add ‘-lvc’ after “-admin’. Then select ‘Ok’.

Windows® 7 Windows® XP
- [ am|
General | Shortcut | Compatibility | Security | Details | Previous Versions General | Shortout | Compatibility
E-d VES2 VTK Administrator K‘ VBS2VTE Administratar

Targettype: Application Targettype:  Application

Targetlocation: VBS2VTK Target location: WBS2WTK.

Target ohemia Interactive\VBS2 VTKIVBSZ exe” -admin -Ive g Target ia Interactive\WBS 2 WTKAWES 2 ane' -admin ve é ——

- " : P "
Startin: cABohemia Intaractive\VBS2 VTIC Start in: "c:h\Bohemia Interactive\YBS2 WTR"

N
Shorcut key: one Shortcut key:  [Mone

Run: (bhomsl vindow hd Rur: Mormal window v
t
Commen Commert:
OpenFile Locaion | | Changelcon.. | | Advanced. | .
pentie *ocshon ] | angslcon. | vance J [ Find Target... ] [ Change lcon.. ] [ Advanced...

u] H Cancel H Apply ]

2. Navigate to the VBS2 Installation directory and find the ‘config’ folder. The directory can
be found here (valid for Windows XP, Vista, and 7):

C:\Bohemia Interactive\VBS2 VTK\config
3. Open the “vbsClient.config’ file in a text editor (i.e. WordPad).
4. Find the line that starts with ‘Plugins’.
a. Follow the steps for your operating system.
Windows Vista/7
Ensure that the line below is in the file, if not then type it in.
DIS.dll : DIS\DIS.config

Be sure to comment out (or delete) any LvCWebInterface entry, if present, as
shown below.

Windows XP
Ensure that the line below is in the file, if not then type it in.
DIS.dll : DIS\DIS.config

122 Copyright © 2013 Advanced Simulation Technology inc.



ASTi Voisus Server Operator Manual (Ver. 1, Rev. L)

Note there may be a LvCWebInterface.dl1l entry on the Plugins line.
there, leave it as is. If it is not present, do not add it.

b. Save and exit the file.

Windows 7 Example

# VBS2 Client Configuration

¢ Contrels the logging detail writen to LVCGame.log

# Note that a verbose logging level such as DEBUG or
# DATAR will affect perfomance and should not be turned
# on during normal operations.

# Possible values are:

# LogSeverity =DATA|DEBUG| INFO|WARNING | ERROR|OFF

ogsSeverity = INFO

& If =et to true,
in the log file

DisableDuplicatelogMessag alse
# Points to the License file to use for LVCGame
LicenseFile = LVCGame.lic

Specifies the list of pluging to load.

lugin.efyg
ymma delimiter,

files, spee as ‘'plugin.dll
multiple unique plugins with a o

Plugins pginA.dll:confA.cfg, pluging.dll:

A A A A

—-Dlugins = DIS.d1l : DIS\DIS.config

#, LVCWebInterface.dll : LVCWebInterface\LVCWebInterface.config

Windows XP Example

B vbsClient.config - WondPad
File Edit ¥iew Insert Format Help

DEd &R M B B

plicate mezsages wont appear in

Pluginz are loaded and initialised with their configuration
i You may specify
onfB.cfg

Note that middleware plugins are located under the
# and configuration files are located inside the ‘config’

folder
folder.

£

VE3Z Client Configuration

# Controls the logging detail writen to LVCGame. log

#

# MNote that a werbose logging level such as DEBUG or

# DATA will affect perfomwance and should not be turned

# on during normal operations.

#

# Possible values are:

# LogSeverity =DATA|DEBUG| INFO| WARNTNG| ERROR| OFF

LogSeverity = INFO

Specifies the list of plugins to load.

Plugins are loaded and initialised with their configuration
files, specified &5 'plugin.dll:iplugin.cfyg' . You way specify
multiple unigue plugins with a comwa delimiter, such as
Plugins=plugyink.dll:confi.cfy, pluginbk.dll:confb.cfg

Mote that middleware pluyins are located under the 'likh' folder
and configuration files are located inside the 'config' folder.
lugins = DIS.dll : DISYDIS.config

Origin offset

#
#
# For maps that don't contain any origin offset information,
# use the following keys to control the origin.
#
#

Offsets may be speciied as Lat/Long or UTH, see helow for

Far Help, press FL

UM

Ifitis
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Navigate to the DIS folder from the config folder. The directory can be found here (valid
for Windows XP, Vista and 7):

C:\Bohemia Interactive\\VBS2 VTK\config\DIS
Open the DIS.config file in a text editor (i.e. WordPad).

If you have more than one interface, enter the broadcast address of the interface after
‘dis.address=". Note: if there is only one interface, leave this space blank.

If you wish to change the send and receive port numbers, edit the ‘dis.sendport="and
‘dis.receiveport=" fields or use the default 3000.

For more information about configuring the DIS Exercise of your Voisus Server, see
section 2.2.5. DIS Settings.

In DIS.config, modify the remaining DIS configuration to match the exercise parameters.
At a minimum, the dis.exerciselD setting must match the Voisus Server DIS Exercise.

Important -: To ensure that the VBS2 LVC server can communicate with the Voisus
Server:

* The Exercise ID in VBS2 must match the \oisus Server DIS Exercise ID.
» The VBS2 DIS Port must match the Voisus Server DIS Port.

» The VBS2 address should correspond to the Voisus Server DIS address (broadcast/mul-
ticast).

Save and exit the file.

Bl DIS.config - WordPad (=13}
File Edit View Insert Format Help
Ded &k # ® o
A
# DIS plugin main configuration

# Inet address to use for DIS traffic (ethernet card)

#

# If thiz field iz lefr blank, the default ethernet adapter will ke resolved

# by using a hostname reverse lookup. In most cases, this field may be left

# blank. If you have multiple network adapters snd reguire traffic on a specific# adapte
dis.inet =

# This is the DIS network address.

#

# It can be set to a single host (point to point), & broadcast address or a
# multicast address.

#

# If this field is left blank broadcast is used, the default ethernet adapter
# will be resolved and '.255' applied to the lower part of the IP address.

dis.address = 10.2.255.255 < e—

# Thi= is the DIS port to use for sending data
dis.zsendPort=3001

# Thi= is the DI port to use for receiving data
dis.receivePorc=3001

# The time-to-live for multicast addresses.
dis.ttl=1

# This size (in millions of bytes) of the UDP receive buffer for incoming DIS packets.
dis.receivebufferiize=5

# This is the DIS outgoing heartbest in milliseconds (ms)

#
# b heartbeat is used to send out recular uvdates vhen entities are not A2
>
For Help, press F1 UM
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Step 7: Selecting a Role

The Role contains the operator’s radio assets that are previously assigned in the Voisus Server
comm plan configuration. See section 2.4.1. Comm Plans & Roles for more details.

This step must be performed by all VBS2 operators upon opening VBS2 and every time an opera-
tor needs to change Voisus roles. Once selected, a role will remain active until changed by the
user.

1. To open the Voisus options page, press ‘Alt +O’. Note: This is the default key
combination. However, VBS2 administrators are capable of changing this key combo.

In the Voisus options page the user can:
* View and select available roles
» Change Voisus Server IP address
» Change radio and GUI settings
2. Selectarole.
3. Click the Ok button.

wWww.asti-usa.com

Server IP: | 071355 |

Latching PTT:
Auto Hide:

Volume:

View Available [ & 0
Ro‘es Available Roles

Platoon 1

Select Role Adrmin
and press Ok

Wolsus Plugln Verslon: 526
Wolsus Cllent Verslon: v5.2.6

Role Selection Notification
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4.4. Communicating in VBS2
Nets

Nets are configured in the comm plan by system administrators. Some nets may be locked to pre-
vent users from switching radios. Nets may also be set to receive-only mode. When a radio is in
receive-only mode the user is unable to mute or transmit on the radio.

In the example below, “All Call” is locked and also is in receive-only mode.

Role 'Ex1
Coordination

Securel

Ranging and Propagation Loss

VBS2 players with Voisus radios will experience ranging and propagation loss with certain geolo-
cated maps, i.e. the player’s position is tied to the radios. This is available in software versions
5.2.6. and later. Contact ASTi for more details.
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4.5. Keys and Advanced Settings
ASTi Keybinding Map
The default ASTi keybindings are shown below.

Earshot PTT: Tab Open Simscribe Options: Shift + Alt + H
Radio PTT: Caps Lock Change Radio: /
Mute Selected Net: k Net +: . (period)
Open Voisus Options: Alt + O Net - : , (comma)
~ 1 2 3 4 5 6 7 8 9 0 - + Backspace
Tab Q W E R T Y U | 0 P [ ] ] Enter
T A P
Caps A s [o T Te e I[v 1T« [ I [ I
Lock A A A
Shift 2N BN EN M EH BN EH PN PN A| Shift
Ctrl Alt Space Alt Ctrl
PN

VBS2 Client Radio Key

Yellow = Client GUI Name
Orange = Actively Tx

== Blue = Actively Rx
Coordination Wh |te = |d|e Net
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Set Custom Keybindings

Important: This step is only required for the VBS2 host computer or dedicated server. These
steps must be completed for every VBS2 mission that will use Voisus.

1. Inthe Voisus VBS2 Manager select the ‘Missions (Server-Only)’ tab and select the
mission(s) that need keybinding changes.

2. Select *Configure Keybindings’ as shown below.

| Installations| Missions (Server Only)

VBS2 Profiles and Missions Ll Voisus Enabled Ll . . .
[zl <My Documents=\WVB524A5Ti.VBS2Profile 4 Updﬁte SEttlngs for 2 VBS2 Missions

Select b mpmissions\Basic_Test V14.Map_Prison Voisus Server IPvd Address:

Missio : mpmissionsStandard_Test_LVC.Map_Prison 1021255
Options:
[Z] Latching PTT
[T] Autohide in-game GUI

No changes to save.
Disable Voisus for 2 missions
:i Configure Keybindings

VOISUS

3. Select the ‘Change’ button for the command you wish to change.

{0 Voisus VBS2 Manager
Installations| Missions (Server Only) ‘

VBS2 Profiles and Missions ¢ VoisusEnabled ¢

Update settings for 2 VB52 Missions Configure VBS2 Keybindings
= <My Documents> \WBS2\ASTi.VBS2Profile P 9 9 Y 9

b mpmissions\Basic_Test_V14.Map_Prison Voisus Server IPvd Address: Radio PTT Caps Lock Change #

mpmissions\Standard_Test LVC.Map_Prison 1021255 Earshot PTT Tab Lhange

Change Radio / Change

K Met + Period Change

Options: Met - Comma Change

] Latching PTT Mute K Change

[] Autohide in-game GUI Detionkey 9 Lhange

Mo changes to save.

Disable Vaoisus for 2 missions

VOISUS

Hide Keybindings
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4. A pop-up will open telling you to press the key to bind the action.

-
Press the key you like like to bind to this action LI_IM
F Bl

Press key to bind to this action.

Confirm the proper keybinding appears.

5. Once you have changed the keybindings, select the button ‘Update settings for X
mission(s)’ to save the changes.

= —

Installations| Missions (Server Only) ‘ ‘

VBS2 Profiles and Missions 1 Voisus Enabled 1 i e i S0 sh New
i : : Update settings for 2 VBS2 Missions Configure VBS2 Keybindings
E <My Documents>\VBS2\ASTi.VBS2Profile 4 Keybinding
mprissions\Basic_Test_V14 Map_Prison Voisus Server IPv4 Address: Radio PTT Space Change
-~ mpmissions\Standard_Test_LVC.Map_Prisen 1021255 Earshot PTT Tab Change
Change Radic / Change
- Net + Period Change
Options: Met - Comma Change
[T Latching PTT Mute K Change
[C] Autohide in-game GUL Diiion Rey a Gishae

2 missions selected.

[ Update settings for 2 missions - —

‘ Disable Voisus for 2 missions J

VOISUS

Hide Keybindings
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DIS Mapping for Vehicle Positions

For proper Earshot and vehicle behavior, the user must ensure that their vehicles have DIS entity
mappings for use with vehicle positioning. VBS2 only outputs entity positions for vehicles if they
have a DIS mapping (enumeration). Follow the steps below:

1.

Open the following file in a text editor:
<VBS?2 installation directory>\config\vbsClient.config

In vbsClient.config, locate the line that begins with “Plugins = . Ensure that
“LVCWeblInterface.dll:L\VVCWeblnterface\LVVCWeblInterface.config” is included as one of
the plugins to load. Note the comma between different plugins.

For example, to use the DIS and LVC Web Interface the line should look like this:

Plugins = DIS.dIl:DIS\DIS.config,LVCWeblnterface.dll:L\VCWeblInterface\L\VCWebIn-
terface.config

Open the following file in a text editor:
<VBS?2 installation directory>\config\L\VVCWeblnterface\L\VCWeblInterface.config

Find the line that starts with “L\VVCWeblnterface.port = ” and take note of the port that
follows the equal sign. The default value is 8100.

For example, the following line indicates port 8500:
LVCWeblnterface.port = 8500

Temporarily turn off any local firewalls.

Launch VBS2 with -LVVC and -admin options.

Once in VBS2, choose “Networking” followed by “New Session”. Press Alt-Tab to return
to the Windows desktop and open a web browser.

Type the following into your web browser's address bar:
<your computer's IP address>:<port number from step 4>

For example, if your computer’s IP address is 10.2.100.100 and the port is 5000 you
would type 10.2.100.100:5000
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9. On the left side of the page under “Entity Mapping” click “Outgoing”. Find the VBS2 unit
type (listed under Game Internal Type) you wish to attach to Voisus radios. Note: You can
sort the list by unit name.

2500 to 2600 of 6343 Mappings
Diagnostics « 16 17 18 19 20 21 22 23 24 25 26 27 28 20 30 31 32 33 34 35 »

Metrics Game Entity Name ~

Enumeration

Game Internal Type
Land Rover Shatch ; .

Entity States
11224 61 00

-

Entlty Ds vbs2 gb_army landrover_snatch d [Land]
Land Rover Snatch
11224 6100
Logs summary vbs2 gb army_landrover_snatch_w_x [Land]

Land Rover Snatch
11224 6100

- Entity Mapping

vbs2_gh_army_landrover_snatch_d_x [Land]
Land Rover WMIK - L134A1 GMG
vbs2 gb_army_landrover_wmik_w_gmg [Land]
Incoming Land Rover WMIK - L134A1 GMG
vbs2_gb_army_landrover_wmik_w_gmg_x [Land]
Land Rover WMIK - L134A1 GMG
vbs2_gb_army_landrover_wmik_d_gmg x [Land]

All Game Types

QOutgoing

Overrides

| amd Davar VAIRAILE _ 1 A2AAA FRAR

10. Once you've located the vehicle type you want to use, click the corresponding row under
“Enumeration”. Type in the desired DIS enumeration for the unit type. The entry will be 7
numbers separated by a space.

Note: There are several restrictions on the values that can be used. The web page will
reject invalid entries.

11. Restart your local firewall.

Important: The exact enumeration values do not matter when attaching Voisus radios to VBS2
entities. However, enumeration values may be used by other DIS-capable simulators to represent
in-game entities so depending on the DIS enumeration you use, it may affect other simulators.

To confirm that the mapping is in place when the VBS2 scenario is running, double-click on a
vehicle radio in the radio monitor and check that there is a vehicle position (i.e. not 0x0xO0).
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4.6. Troubleshooting Voisus with VBS2

If you are experiencing issues relating to the Voisus-VBS2 plugin, perform the following proce-
dures to determine the source of the problem and find a remedy.

4.6.1. General Voisus-VBS2 Plugin Troubleshooting

1. If the Voisus-VBS2 GUI reports “No Response from Server”, check your mission init.sgf
file or open the in-game options page (default key press is Alt+O) and make sure that the
listed 'Server_IP' matches the network configuration for your server.

2. When upgrading or re-installing VBS2, you will need to un-install and reinstall the
\Voisus-VBS2 Plugin. To un-install the Voisus BS2 plugin:

a. Deactivate all of the missions and installations via Voisus VBS2 Manager.
b. Hand edit the init.sgf files to remove the code between

[**** START ASTi VBS2 GUI CODE ****/

and

[**** END ASTi VBS2 GUI CODE ****/

c. Use the Windows control panel Program and Features (for Windows Vista and 7)
or Add Remove Programs (for Windows XP) to remove the Voisus VBS2 Man-
ager.

3. The Voisus-VBS2 Plugin installer includes four important elements that are required for
proper functionality. It is essential that all elements are in the proper file location.

a. \oisus VBS2 Manager
b. [VBS2 install directory] \ plugins \ ASTiVoisus.dll
[VBS2 install directory] \ My Content \ Add ons \ astivoisus.pbo

o

d. C:\Documents and Settings \ <username> \ Voisus \ VBS2 init. file
4.6.2. USB/Headset Troubleshooting

1. If you experience any audio problems the first step is to check your audio device settings.
For complete details see section 3.1.2. Choosing an Audio Device on the Client.

» Ensure that the proper audio device is selected for both sound playback and sound
recording.

» Ensure that the Microphone > Advanced audio setting is set to 48 kHz.
2. If the headset was unplugged from the USB port:
a. Close the client and VBS2. Then plug the headset back in.

Note: It is good practice to plug the headset back into the same plug or you may
have to reset the audio devices.

b. Reopen the client and VBS2.
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c. Ifissues persist, check audio settings as described in section 3.1.2. Choosing an
Audio Device on the Client.

3. Ifyouare using a USB PTT and it is interfering with the VBS2 game controls such as the
gun fire, the user should change the controls in the VBS2 options configuration. If the user
is going to be using a USB PTT, they will need to change the default VBS2 'Joystick'

configuration.
a. Select your VBS2 profile.
b. Select ‘Options’ on the main menu.

c. Click “Controls’.

Options

) Lorary - g Lolo)

Video Options Audio Options

IOpt:ons

Simulation Options

Version: 1.50.139 LVC
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Scroll down until you see “‘Fire’ and click on it.

Controls
Co o

Show:

Walk or run temporary
Toggle weapons
Switch weapon
Command fire

Reload

Load gun

Next target

Lock or zoom
Reveal target

Raise weapon
Toggle raise weapon

Controller options:

Y Axis NG““EEI xAxis: <]|||||||£|J||||||||D
Joystick: Ema=‘ﬂed| Y Axis: <l i IAI Pl I I I =
Disabled I Force freelook mode:

True steering mode:

All controls

qllllllIIIIIIIIIIIIIIIIIIIIIIIIIIID
=

"Left Shift"

"Space”, "Right Ctrl", "Stick Btn. #3"
"Left Ctrl"

"Prim. Mouse Btn.", "Stick Btn. #1"
"R" "Home"

"Tab", "Stick Btn. #2"
"Hold Sec. Mouse Btn."
"Hold Sec. Mouse Btn."

"2xLeft Ctrl"

Disabled I

OK

Floating zone:
Gearbox Mode: Off

Cancel
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e. Select “Stick Btn. #1° and press ‘Delete’.

Configure action: Fire

Prim. Mouse Btn.
‘Stick Btn. #1

I

Select

Press any key or drag & drop to bind it to the action

i Reserved keys: Esc, F1.F12, 1.0, Crtl

Prim. Mouse Btn.

2x Prim. Mouse Btn.

Left Ctrl

Mouse Left
Mouse Right
Mouse Up

Mouse Down
Mouse Wheel Up
Mouse Wheel Down
TracklR Rot Down
TrackIR Rot Left
TrackIR +rZ
TrackIR Left
TrackIR +Y
TracklR +tY
TrackIR Rot Up
TrackIR Rot Right
TrackIR -rZ
TrackIR Right
TrackIR -tY

f. Press ‘OK’ twice to return to the main screen.

Cancel

Warning: Changing this control may interfere with other joysticks (steering wheels,

etc).
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4.6.3. Keybindings Troubleshooting
1. If you experience the following symptoms, the ASTi keybindings are not set correctly.
a. The microphone icon or chat symbol shows up during the VBS2 game.
b. The user hears echoing voices.

2. Refer to Step 4: Disable VBS2 Keybindings to reset the keybindings for all VBS2 user
profiles that use Voisus.

4.6.4. Dedicated Server Mode
1. The Voisus-VBS2 Plugin interface is not showing up in the VBS2 display.

a. Ensure Voisus client is installed on each VBS2 client computer.
b. Ensure the ASTi init.sqf files was added to the proper mission folder.

2. What if | don’t want the VBS2 clients to connect to a single Voisus Server on VBS2
mission start?

* Enter IP address 0.0.0.0. VBS2 Voisus will connect to its previous Voisus Server.

4.6.5. Voisus VBS2 Plugin Update Available

If you see a red exclamation mark icon under *Voisus Enabled’, your Voisus VBS2 plugin has an
update available. This also may occur under the Missions tab.

() Voisus VBS2 Manager [nL=ln|

{Installations | Missions (Server Only)

VBS2 Installations ! Voisus Enabled, 4" ! . .
[ Manage Voisus for VBS2 Installations
C:\Bohenia Interactive\VBS2 VTK\VBSZ.exe ]

Enable Voisus:
Select a VBS2 installation and press 'Enable’.

Disable Voisus:
Select a VBS2 installation and press 'Disable’.

Add New Installation:

Press 'Add VBS2 installation’ and browse for
install location.

VOISUS

Add VBS2 installation Configure Installations: | Enable || Disable
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Symptom: When starting a VBS2 mission, users are presented with the following error message:
' oo AR . o il R

Include file vbs2\customeriASTivoisus!\dataivoisus\scripisiASTI_Constants h not found.

Potential Problem: The current VBS2 mission has had Voisus communications activated for
that mission but Voisus has not been activated for the VBS2 installation that is currently run-
ning.

Solution: Quit VBS2 and use the Voisus VBS2 Manager to activate the VBS2 installation you
are currently using. See section 4.3. Installation Steps for more information on the \Voisus
VBS2 Manager. Restart VBS2 and relaunch your mission.

Symptom: ASTi GUI appears as available (either in game or Voisus Client) but the push-to-talk
(PTT) is not working.

Potential Problem: The default audio device is not set properly or is already in use.

Solution: Open the ‘Sound Control’ panel, set the default audio device, and restart the game
or Client. See the section 3.1.2. Choosing an Audio Device on the Client for details. You must
close VBS2 and Woisus Client and then restart VBS2 and/or Voisus Client.

Symptom:
1. The Voisus Client does not appear when using the dedicated server configuration.
-OR -
2. Changes to the init.sgf file(e.g. IP address, key bindings) do not appear to be updating.

Potential Problem: The init.sqf was added or changed but the scenario was not loaded in
VBS2 and re-saved with “Export to Network Scenarios” selected.

Solution: Make changes to the init.sgf using the Voisus VBS2 Manager then open the mission
in the VBS2 editor. Choose File > Save and be sure to select “Export to Network Scenarios”.
See Step 5: Set up the Dedicated Server for more details.

Symptom: Everyone in a VBS2 mission can hear the speech transmitted via Earshot regardless of
the distance from the speaker.

Potential Problem: TheVBS2 map is not set up as a geolocated map.

Solution: In VBS2 use the mission editor tools to geolocate the map in question. Refer to
VBS2 documentation for more details on how to do this.
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Symptom: Upon starting the Voisus Client the program crashes and presents the user with an
error message stating that MSCVP100.DLL or MSCVR100.DLL is missing.

Potential Problem: The PC is running a version of Windows prior to the release of Windows
XP Service Pack 2 without Windows Installer 3.1 installed.

Solution: Download and install the Windows update to install Windows Installer 3.1. See:
http://www.microsoft.com/download/en/details.aspx?id=25

After the Windows installer is updated, uninstall Voisus Client and then reinstall the Voisus
Client.
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SECTION 5.0. VOISUS HARDWARE CLIENT

In addition to Voisus Client lightweight software application for operators, Voisus Server also has
hardware operator options including ASTi’s tactical radio simulators and hand-held terminals
(HHTS).

5.1. SINCGARS Configuration

This chapter describes the software configuration required for using the ASTi SINCGARS panel
with Voisus Server. See the Simulated SINCGARS Panel Operator Guide for Voisus Server
(DOC-VS-SINC-0OG) for more information about the ASTi SINCGARS hardware panel.

5.1.1. Define Radios in Comm Plan

To configure an asset as a SINCGARS radio, nets must be added in the following order:
Cue, Man, SC1, SC2, SC3, SC4, SC5, SC6, FH1, FH2, FH3, FH4, FH5, FH6

The nets are populated up to the last one that is planned for use. For example, if the exercise only
calls for 3 single-channel frequencies and no frequency hop nets, then simply add nets for Cue,
Man, SC1, SC2, and SC3, and omit SC4 through FH6. Net names are not important for this setup,
so they can be customized for the exercise. For example, the third net (SC1), could be named
"Battalion Net" if desired. See below for an example role configured for use with two SINC-
GARS radios.

Only VHF-low frequencies are valid for the SINCGARS radio nets. This means all the nets, Cue
through FH6, must have a frequency set between 30 MHz and 89.999 MHz. If a frequency is out
of this range, receive and transmit will be disabled for that net. Frequency hop parameters like
NetID determine if two frequency hop radios are in tune with each other. However, a VHF-low
frequency must be configured for a frequency hop net to function.

Commonly, nets Cue, Man, and SC1-6 are configured with the SINCGARS_SC modulation type
in the "waveform™ section of the commplan. While FH1-6 nets use the SINCGARS modulation
type. Contact ASTi for more details about configuring modulation types for interoperation with
other simulators.

0
SINCGARS
1 2
SINCGARS1 /M) SINCGARS2
Cue Cue
Man Man
5C1 CAS

s5Cc2 Batallion
SC3 Command
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5.1.2. Hardware Positions in Facility

The SINCGARS panels are configured as hardware positions in the RMS Facility page.

Communications Hardware and Peripherals

Add qty: 1 positions (Add)

Positions
HHT 1 (' Add Hardware )
HHT 2 SINCGARS Panel
PRC117 1 Asset ACENet Device Audio Channel Serial Port
PRC117 2 1 001218000009 A A
PRC119 1
PRC119_2
SINCGARS_1
SINCGARS_2
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5.2. PRC-117 Configuration

This chapter describes the software configuration required for using the ASTi PRC-117 panel
with Voisus Server. See the Simulated PRC-117F Panel Operator Guide for Voisus Server (DOC-
VS-PRC117-OG) for more information about the ASTi PRC-117 hardware panel.

Important: PRC-117 control is enabled by default on standard Voisus platforms. If the A Mainte-
nance software package is installed, the PRC-117 control interfaces are disabled by default and
must be enabled to function. See APPENDIX D: INFORMATION ASSURANCE FEATURE
CONTROL for additional information.

5.2.1. Define Radios in Comm Plan

To configure an asset as a PRC-117 radio, nets must be defined in the comm plan. You can define
up to 100 nets for the PRC-117. If the net contains a waveform that is not valid for the PRC-117,
the screen will display an invalid message, however, the panel will continue to have
communications.

(default_commplan (insml[au)|v) Save Changes )( Discard Changes

Roles ig on items to copyy/paste, to edit fields.
Net Groups Add Group )| Nets © (4« columnview ) Search: New Net J( Add Net )
All Nets Name Description Frequency(Hz) TxFrequency(Hz) WAVEFORM CRYPTO FREQHOP SATCOM
Admin FHO3 SINCGARS FHO3 55000000 0 SINCGARS TEKO3 TSKO3 off
Battalion FHO4 SINCGARS FHO4 55000000 0 SINCGARS TEKO4 TSKO4 o
Conf FHOS SINCGARS FHOS 55000000 o SINCGARS TEKOS TSKOS Off
PRC117 FHO6 SINCGARS FHO6 55000000 0 SINCGARS TEKO6 TSKO6 off
Platoon Fire Call for Fire 443000000 o avequick Battalion AVEQUICK1 off
SINCGARS Ground Ground Vehicle Chan 479000000 0 FM Platoon Off Off
Man SINCGARS MAN channel 32175000 o VHF-Low-Narrow off off off
Platoon 1 Platoon1 AM 475000000 0 AM Platoon Off off
Platoon 2 Platoon2 AM 476000000 0 AM Platoon Off Off :
(] Waveform []Crypto []Freghop [ Satcom
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5.2.2. Hardware Positions in Facility
The PRC-117 panels are configured as hardware positions in the RMS Facility page.

Communications Hardware and Peripherals

Add gty: 1 positions (Add)

Positions
HHT 1 (Add Hardware )
HHT 2 PRC-117 Panel
PRC117 1 Asset Panel Address ACENet Device Audio Channel
PRC117 2 1 192.168.141.2 001a180000eb A
PRC119_1
PRC116_2
SINCGARS_1
SINCGARS_2
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SECTION 6.0. SIMSCRIBE

6.1. Introduction

Simscribe is a networked voice and radio communications capture and replay tool that serves a
critical role in after action review of live, virtual, constructive and game-based training.

Simscribe’s simple, intuitive web-based GUI is easy to use and has custom interfaces such as

Virtual Battlespace 2 (VBS2™) which allows the user to stay within their current environment
and seamlessly interoperate with Simscribe. It supports local, network and operational live radios
under a variety of standard simulation protocols.

Classroom, Serious Games, VBS2
Live Radio Communications Simscribe
s Clear to —_— Simscribe /
. Fire o000
h T‘z—.

Virtual Simulators /
- e

High Level Application Example

.
-
Clearto Y& —
Fire Jng ——=<
-
ng .
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6.2. Key Features

Simscribe features multiple user interface options:

» Simple and intuitive web-browser based controls including: play, pause, record, FWD/
RWD, load, save, discard and new

« VBS2! in-game AAR plugin launches automatically with VBS2 for seamless operation

 Simscribe Software Development Kit (SDK) available — contact ASTi for specific applica-
tion details

Feature Set
* Local, network and live radio capable
 Supports DIS protocol
 Supported audio playback modes:
* Local only or DIS Network
DIS audio only or all DIS traffic

\Voisus Client

Serious game communications AAR (VBS2)

Radio simulators
Hand-held terminals (HHTS)
Filtering Capability

» Recording
» DIS Gateway: Defines the core DIS parameters to filter (port, exercise, etc.)
 Playback
 \Voisus Client: Filter up to 8 nets simultaneously
* Serious Game Communications AAR (VBS2): Filter up to 8 nets simultaneously
* Radio simulators
» Hand-held terminals (HHTS)

1. Requires non-ASTi VBS2 game and license.
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6.3. Getting Started

Open a web browser and type in the IP address of the Voisus Server platform running Simscribe.

Select the Simscribe application.

Welcome to vs-sales.local o

IApps
Voisus Simscribe
(]
Utilities
Other Tools
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6.3.1. Web-Based Interface Overview

When you first log in to the platform you should see a message as shown in the image below. The
basic Simscribe controls are fairly intuitive and described below.

Press Load for previous recordings. Press New to start recording.

aa:oa:aa. 00:00:00

Bookmark
Load J New J

Bookmarks
No Bookmarks exist

PDU's/sec
100
50
0
15s 10s 55 Current Time
The rewind button is used during replay mode only. It is used to rewind the current

recording. The rewind speed is intelligent and increases exponentially based on the duration
of the button hold and the length of the recording.

The forward button is used during replay mode only. It is used to fast forward the cur-

rent event. The forward speed is intelligent and increases exponentially based on the dura-
tion of the button hold and the length of the recording.

The n Record/Pause button is used during record mode only. When paused or starting a
new recording, this will start or continue recording.When actively recording, this will pause
the recording until recording is resumed.

The Play/Pause button is used during playback mode only. If the current playback file
is paused, this will resume playback. If the current playback file is playing, this will pause
it.

The Load button is used to load a previously saved recording.The user must first
save or discard the current recording if in progress. Load a previous recording for playback.
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* The Save button is used in record mode only. Save the current recording for play-
back. The user will be required to enter a name for the recording. An optional date and time

stamp can be added to the name if desired.

* The New button is used to start a new recording. The user must first save or discard

the current recording if in progress.

* The Discard button is for record mode only. Discard your current recording. It will

not be saved. This will allow you to start a new recording or play back a saved one.

add

=il Add Bookmark button is used during record or playback modes. It allows
users to mark a specific time in a recording. Once a bookmark is created, users can add a

description and modify the time if necessary. For more information on bookmarks, see sec-

tion 5.3.6., Managing Bookmarks.

To the left side of the Simscribe user interface is a Help box that can be enabled or
disabled. When enabled it will display useful information about the button or section of the
Simscribe user interface the mouse is hovering over.

g ™\

The graph shows time on
the x-axis and number of
PDUs on the y-axis. The
time will display the last 20
seconds worth of PDU
information, will scroll in
real-time and will pause if

the recording or playback
is paused.
Disable the
Help box

— 7} Disable Help

Copyright © 2013 Advanced Simulation Technology inc.

147



ASTi Voisus Server Operator Manual (Ver. 1, Rev. L)

6.3.2. Logger Setup

Simscribe is capable of capturing local and network DIS traffic.

Voisus Server with Simscribe enabled

DIS Network DIS Simscribe Save
Network Network | Gateway Logging
Radio 1

Log file
Generated

A Local T

Radio 2

Voisus Server
DIS Radios

4

Voisus Client
Distribution

DIS Entity
or other
PDU types

Y
|

Voisus
Network

Voisus Thin
Client #1

Voisus Thin
Client #2

Serious Game
User #2

Serious Game
AAR

Serious Game
Dedicated Server

Thin Client Thin Client Thin Client Thin Client Thin Client Thin Client
Voisus-VBS2 plugin  Voisus-VBS2 plugin  Voisus-VBS2 plugin  Voisus-VBS2 plugin

Software Required Simscribe plugin

for each setup

Logger Setup
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6.3.2.1. Setting up the DIS Gateway for Logging
The DIS gateway configuration determines what local and network traffic is captured. The DIS

gateway configuration is the same DIS configuration as used in the Voisus Server configuration.
The gateway allows for the capture of local Voisus Server DIS radios, all networked DIS radios,
and all DIS traffic. See section 2.2.5. DIS Settings for more information.

Simscribef,/

A

i T

Warning! Changing these settings will also change the Voisus DIS settings.

DIS Networking DIS Configuration

Network Mode:

@ Basic Networking

(O Split by PDU Type

(O Multicast by Exercise

IP Mode:

(O Unicast

@® Broadcast (10.2.255.255)
(O All Broadcast

() Multicast

Ethernet Interface:

[ ethD i;i{!t),!,l.ll,!.ll?

UDP Port:
3000

Ending Exercise ID:

. el el st et i

DIS Version:

DIS Exercises: ¢ @
Exercise Name Exercise ID
[default_domain 1

Site/App ID Mode:
@® Derive from IP address
(O Manually configure

Site ID:
141

Application ID:
141

Normal Timeout:
5 (in seconds)

Moving Timeout:
2

(in seconds)

Moving Threshold:

500 (in meters)

DIS Network Modulations...

Advanced Radio Settings...

Y
( Apply and Save )
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6.3.3. Playback Setup

The Simscribe log can be played back in two ways:
1. Through clients connected to the local Voisus Server, or

2. Through clients connected to the local Voisus Server as well as other DIS clients, servers,
or applications on the network.

Audio playback occurs through a Voisus Client, VBS2 plug-in, hardware client, or other DIS
capable receiver(s) if DIS network replay is enabled. To enable or disable network replay see the
following section.

6.3.3.1. Configuring Simscribe Preferences
The “Preferences’ page provides the ability to configure Simscribe.

Status: Running Scenario: Basic_Example Master:

Preferences

Features

Simscribe

Allow VBS control ™
Enable Simscribe DIS replay
Enable Simscribe Record and Playback for all DIS PDU Types [

Save Changes Discard Changes

To change any of the preferences on the page, click the corresponding check box and then the
“Save Changes” button. If the change requires a restart, you will be prompted by the page after
choosing “Save Changes”.

Allow VBS control will open an additional TCP port that is used to accept control commands
from the VBS Simscribe plugin. When this option is disabled, VBS in-game control of Simscribe
will not function.

Enable Simscribe DIS replay will prompt Simscribe to replay all recorded traffic through the
DIS gateway in addition to playing it back locally. For information about configuring the DIS
gateway for playback or recording, see section 6.3.2.1. Setting up the DIS Gateway for Logging.
For more information about DIS replay, see section 6.3.3.3. Playback over the DIS Network.

Enable Simscribe Record and Playback for all PDU Types will prompt Simscribe to record
and play back all DIS PDU types in addition to the standard DIS audio PDU types.
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6.3.3.2. Playback to Local Software and Hardware Clients

Playback of the Simscribe recording occurs automatically via the Voisus Client. This works for
local or DIS Network playback. The client is set up through the Voisus Server web-based
interface. See section SECTION 3.0. VOISUS SOFTWARE CLIENT for client setup
information.

Note that when a replay is in progress the high bit of the DIS application ID is automatically
flipped. The user DOES NOT need to modify the DIS gateway configuration. This is done to
avoid duplicate radio identifiers on the network and allows for seamless replay to the client
application.

Note: Simscribe playback audio does not go out over the DIS gateway.

Voisus Server with Simscribe enabled

Note: The high bit of the application

ID is automatically flipped to
avoid duplicate radio identifiers. Local DIS Simscribe Existing
«— .
Gateway Playback Log file
v 1

Voisus Hardware

Opeartor ACENet Client| | Voisus Client
- Distribution Distribution

Hardware Panel
Operator
N

etwork

Voisus Thin
Client #1

Voisus Thin
Client #2

Serious Game
Dedicated Server

Serious Game
AAR

Serious Game
User #2

Serious Game
User #1

S -
Thin Client Thin Client Thin Client Thin Client Thin Client Thin Client
Voisus-VBS2 plugin  Voisus-VBS2 plugin  Voisus-VBS2 plugin  Voisus-VBS2 plugin
Software Required Simscribe plugin
for each setup
Client side filtering on

up to 8 nets simultaneously

Simscribe Playback
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6.3.3.3. Playback over the DIS Network

Playback over the DIS Network can be configured on the ‘Preferences’ page. For more
information, see section 6.3.3.1. Configuring Simscribe Preferences. Choosing to play back over
the DIS network prompts Simscribe to play back audio, and optionally all PDU types, out of the
DIS gateway in addition to local clients. This is useful if you want to hear AAR playback on a
different system or network from where the original recording was made. It is also useful for
testing DIS settings or playing back a multi-system exercise.

Live, Virtual
or Voisus Server with Simscribe enabled
Constructive
Simulators
Local DIS Simscribe | Existing
) Gateway Playback Log file
v
Voisus Server Telestra Server Voisus Client
Distribution
I
v

Virtual Simulator /

Voisus Live Radio Comms

Network

Voisus
Network

Voisus Thin
Client #1 Voisus Thin
__ Client #1

Serious Game
AAR

Serious Game
User #1

Serious Game
Dedicated Server

e
Voisus Thin
Client #2 Thin Client Thin Client Thin Client Thin Client
Voisus-VBS2 plugin  Voisus-VBS2 plugin  Voisus-VBS2 plugin
@ - Software Required Simscribe plugin
for each setup
Client side filtering on
up to 8 nets simultaneously

DIS Gateway

6.3.3.4. Voisus Client and Serious Game Communications Filtering

The Voisus Client and serious game plug-in allow a user to filter the playback stream to include
up to eight simultaneous nets. The net selection(s) available in the client will generally match the
scenario configuration, however they do not have to match. The net(s) for the client are

configured in the Voisus Server Comm Plan page. See section 2.4.1. Comm Plans & Roles for
more information.
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6.3.4. Logging or Recording an Event

Before beginning a new recording, verify that the logging settings are configured correctly. These
setting will determine what data Simscribe captures. See section 6.3.2. Logger Setup for more
information.

To start a new recording press the record button. When the recording is in progress you will see a
“Recording in progress” message appear right above the scroll bar. The left side of the scroll bar
will show 00:00:00 and the right side will show the current length of the recording. The graph
shows time on the x-axis and number of PDUs on the y-axis. The time will display the last 20
seconds worth of PDU information, will scroll in real-time, and will pause if the recording is
paused.

¢ Recording in progress
Untitled

o
Bookmark

Bookmarks
No Bookmarks exist

PDU's/sec

100

50 /

~

15s 10s 55 Current Time

—— |

After the recording is complete follow the steps below to save the current event.
1. Pause the recording.
2. Press the ‘Save’ button.
3. Enter the recording name.
4

Select or deselect the optional ‘Append Date and Time’ box.
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5. Press the ‘Save’ button.

Corerme

File Name: |exercise527 |

™ Append Date and Time |

Save
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6.3.5. Playback of an Event

Before starting playback of an event, verify that the playback settings are configured correctly.
These settings will determine what data Simscribe replays and where that data is replayed. See
section 6.3.3. Playback Setup for more information.

To play back the current event you must first stop the current recording if one is in progress; see
previous section for details. Then select the event you wish to play back by pressing the load
button.

Technical Note: If you go to the middle of a radio transmission and begin playback, you may
miss some audio up to the DIS heartbeat (default value: 5 seconds). This is because you have
started playback after the DIS active transmitter PDU was broadcast to the clients. The client will
thus not recognize the radio transmission until:

a. The DIS heartbeat time has elapsed from the previous active transmitter PDU
transmission and the transmitter broadcasts an additional transmitter active PDU.

OR
b. The transmitter stops and restarts the transmission.

Once the event has been selected press the load button and you will see the following:

File Name:
| exercise27_11_15_2011_1610 |+& ]

Nap gy

Load
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The name used during the save process of the event will be displayed. In the example above, the
event was named “event27_11 15 2011 1610”. The initial state of a newly loaded file will

display “Currently not playing.” When the play button is pressed you will see the playback is in
progress:

> Playback in progress
exercise_09_14 12 9 14 2012 1635
00:00:05 . 00:00:15
< WSy >
Bookmark
Bookmarks

No Bookmarks exist

PDU's/sec
100 /"’
50
; |

-1.58 -10s -5s5 Current Time
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6.3.6. Managing Bookmarks

Bookmarks can be used to quickly navigate through a recording during playback. All bookmarks
have a time stamp and a description.

During recording, create new bookmarks with the “Add Bookmark™ button.

* To edit a bookmark, click on the description and enter new text as desired. You can also edit
the time if needed.

* To delete a bookmark, hover over the description and select the red delete icon that appears.
When the recording is saved all of the current bookmarks will be saved with it.

To use bookmarks during playback, simply click the orange bookmark or hover over the
bookmark description and select the play icon. Bookmarks can be modified, deleted, or added
during playback. However, the changes will not be retained when a new file is loaded.

> Playback in progress
example_2 9 20 2012_1108
D0:00:06 [ | ? ? ? 00:00:30

gooE
Bookmark

Bookmarks
00:00:13 Event 1

00:00:22 Event 2
00:00:26 Event 3

PDU's/sec
150

100
50
0

15s 10s 5s Current Time
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6.3.7. Managing Logs

Manage the saved Simscribe recordings under the ‘Logs’ tab. The Logs page lists all the saved
recordings on the Voisus Server. Select one or more of the saved files and use the buttons on the
right to perform operations.

Delete: Deleting a file is permanent. Once a file is deleted from the server there is no way to
recover it.

Rename: Select one file at a time to rename it.

Download: Select the log(s) to create a compressed archive (TGZ) file which is down-
loaded onto the PC you are using.

Upload: Select an archived log file to upload to the Voisus Server.

Delete Rename Download

Show [10 %] entries Search:
Name +« Length ¢ Start Time =
exercise27_11_15_2011_1610 00:00:20 Tue Nov 15 2011 16:10:32 GMT-0500 (EST)
exercise527_11_17_2011_1346 00:00:30 Thu Nov 17 2011 13:41:37 GMT-0500 (EST)

Showing 1 to 2 of 2 entries
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6.4. Simcribe for VBS2

ASTi’s Simscribe tool for VBS2 is completely integrated into the game connecting the in-game
after action review (AAR) controls with Simscribe. Once the plugin is installed, the in-game AAR
controls will sync with Simscribe controls with no additional effort.

Important: Simscribe VBS2 control is enabled by default on standard Voisus platforms. If the 1A
Maintenance software package is installed, the VBS2 control interface is disabled by default and
must be enabled to function. See APPENDIX D: INFORMATION ASSURANCE FEATURE
CONTROL for more information.

6.4.1. Installing the Simscribe Plugin for VBS2

Simscribe is installed as part of the Voisus plugin for VBS2. You must first download the Voisus
Client for your Windows operating system. See section SECTION 3.0. VOISUS SOFTWARE
CLIENT for more information. The client must be running when using the Simscribe VBS2
plugin.

See section SECTION 4.0. VBS2 PLUGIN for the installation details. To use in-game controls,
VBS2 must be opened in administrator mode.

The user can do AAR net selection through VBS2 in-game controls. Alternatively, the user can
use the standard Voisus Client to filter nets. See section SECTION 3.0. VOISUS SOFTWARE
CLIENT for more information.
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6.4.2. VBS2 In-Game Simscribe Controls
Recording
The basic operation of Simscribe is exactly like the in-game VBS2 AAR record and playback.

Open VBS2 and start a mission. To launch Simscribe for the first time press ‘Shift+Alt+H’ to
open the Simscribe configuration.

Enter the Voisus Server’s IP address. In the “Simscribe enabled” field, select “On” if you would
like this station to control the Simscribe recording.

I—_,E_i\-_b F
Sﬁmg&ﬁ[@%y«

Www. asti-usa.com

Simscribe enabled:

Server IP: | 10717571 j
Server Port: 53227

=1 R

Simscribe Plegin Version: 5.4.0 7a8e3694

Connected.
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Start recording in VBS2 Realtime Editor page.

Recording

. WBS?RTE
’ il

ake T r %a

When recording is stopped the save screen automatically comes up.

Copyright © 2013 Advanced Simulation Technology inc. 161



ASTi Voisus Server Operator Manual (Ver. 1, Rev. L)

Another save screen will automatically open. Save the file again with the same name.

I".

www.asti-usa.com
Filename (same as previously entered):

¥ [ VBS2_Exercise4

= N

5 |

If the file is not saved with the same name, the RMS log file must be renamed to the same file
name without the date and time appendages.

See Bohemia Interactive Simulation’s VBS2 documentation for AAR details.
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Playback

Note: To receive Simscribe playback tune your Voisus Client to the nets that you wish to hear. See
section SECTION 3.0. VOISUS SOFTWARE CLIENT for more information.

To play back recordings navigate to the VBS2 AAR page.

The list of recordings available for playback are under *‘Missions’ as shown below. Select the

mission recording you wish to play back.

After Action Review
| Terrain:
Sl Sl

- As Samawah [GAA]
Geotypical Tropical [258km]
Gaotypical Southwest USA [25km]
Warminster [5km]
As Samawah
Sahrani
Geotypical Eastern Europe [25km]
Porto
Rahmadi

Server files:

[2011_11_16_14

SRR b e i

Cancel

Recordings

Cancel
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Use the in-game AAR playback controls.

e ]

Site Statistics g I - < E AAR

RE [ ex [ re [ew frw QEIE= |

¢ = 1 ‘| Playback
! | Controls

Group Statistics:

AF fex frx few [rw [

Unit Statislics:

AF fex | F fEw frw [ A

RF - Rourds Fired

EX - Eremy Kiied

FK - Friendy Killed
EW - Enomy Wourded
FW - Frienoly Wounded
HR - Wit Ratio (%)

P
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SECTION 7.0. RADIO BRIDGE AND REMOTE
RADIO CONTROL

7.1.

Radio Bridge Introduction

Radio Bridge is a digital voice communications system that routes live radio voice traffic between
multiple sites over local and wide area data networks, providing a wealth of capabilities that:

Extend live radio communications through the data network. Example: Link aircraft radios
in Nevada to ground radios in Germany.

Realize intercommunications between disparate live radio systems. Example: PRC-117 in
AM mode is bridged to PRC-119 in FM mode.

Integrate Radio Bridge with other servers to link operators with shared live radio assets,
conserving live radio usage. Example: Operators at USAF Ops Center and operators at
Exercise Control intercommunicate with live aircraft and tank radios.

Integrate voice comms for live-virtual training exercises. Example: Live aircraft in Nevada
communicates with Special Forces flight simulator.

Remotely command and control the Radio Bridge over the network. Example: Remote Man-
agement System (RMS) software at Exercise Control is used to configure, monitor and man-
age Radio Bridge.

Radio Bridge integrates live and simulated voice communications from an array of sources into a
unified network, providing a balance of simplicity and flexibility to facilitate installation and
management of communications for networked exercises.
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Features of Radio Bridge:
* Flexible and Scalable Architecture: Configure server to meet custom requirements.
* Interoperability: Inter-operates with full fidelity radio simulations.
 Deployable out-of-the-box: Connect, configure, and operate.

» DIS/HLA Compliant: Interoperable with a vast array of simulators, data analysis and data
logging tools.

» Simple to Install: Modular/click-together, all-Ethernet installation.

 Simple to Run: Even novice users can exploit the capabilities of ASTi’s powerful and intui-
tive software.

» Robust and Reliable: Industrial hardware, Intel Quad Core CPU, Realtime Linux OS.

Voisus Server
Radio Bridge

Remote Management

and Configuration
ACENet
Network

Customer Furnished
Live Radios

Radio Bridge Example

166 Copyright © 2013 Advanced Simulation Technology inc.



ASTi Voisus Server Operator Manual (Ver. 1, Rev. L)

7.1.1. Live Radio Installation

The Radio Bridge has been tested and is officially supported for several Radio Transceivers (RT).
It may be possible to support other radio types by configuring the advanced Radio Bridge settings.

ASTi recommends that advanced configuration be made with ASTi support. See section 7.1.4.

Advanced Radio Bridge Configuration for more information.

The Radio Bridge has official support for the following RTs:

DESCRIPTION MODEL
SINCGARS, SIP RT-1523C/D
SINCGARS, ASIP RT-1523E/F
Falcon II PRC-117
Multiband Inter/Intra Team Radio | PRC-148
(MBITR)

JTRS Enhanced MBITR (JEM)
LOS Transceiver URC-200

IMPORTANT: RTs should always be in the OFF or STANDBY state when not in use. Following
this rule will prevent unintentional keying of RTs. Keying RTs for excessive periods of time may

damage the RTs.

The following RT installation criteria MUST be followed for proper system operation:

1. The Base RTs (these are the RTs that are connected to the ACE-RIU. There is one Base RT
for each RT net) must have the following panel settings:

SINCGARS SINCGARS
SETTING RT-1523C/D RT-1523E/F PRC-117 PRC-148 URC-200
Volume Max (Full CW) 9 9 4 Max (Full CW)
Mic Gain Whisper = OFF Whisper = OFF N/A Mic Lvl=High N/A
Squelch ON ON ON ON ON
Mode SCorFH SC or FH SC or FH SC or FH SC or FH
COMSEC PTorCT PTorCT PTorCT PTorCT PTorCT
Other Notes 1, 2
Notes:
1. PRC-148: MODE / Audio Path = TOP AUDIO
2. PRC-148: It’s important that you disconnect the radio from the ASTi ACE-RIU before
switching Audio Path = TOP AUDIO. “Hot switching” the radio’s audio path may cause
the ACE-RIU to go offline, requiring system reboot.

IMPORTANT: Each of the Base RTs must have unique frequency or net settings (either SC

frequencies or FH nets). If any of the RT frequency / net assignments are not unique, the system
will not perform properly.
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2. Set up the Field RTs. Each of the Field RTs comprising a given net must have panel

settings for: MODE and COMSEC that match the corresponding Base RT for the net.

If the MODE-FH or COMSEC-CT settings are selected on any of the RT nets, follow
proper procedures for loading the FH Data or COMSEC Keys into the Base and Field RTs.
Refer to the RT manual for fill procedure details.

IMPORTANT: The Base RTs must be installed so that a high fidelity radio link with
remote RTs is established (ideally) using the LOW transmit power setting on the Base
RTs.

. The Base RTs may be set to MEDIUM transmit power, but the possibility of Radio

Frequency Interference (RFI) between the Base RT and the ASTi system is increased. If
system malfunctions occur (such as spurious RT or network transmissions or increased
audio noise on the nets,) re-establish the Base RT to Remote RT links using LOW power.

Under no circumstances should any of the Base RTs be set to HIGH transmit power. RFI
will occur between the RTs and the ASTi system, causing the system to malfunction (spu-
rious transmissions and increased audio noise).

The RT manual states that the planning range for low power, line of sight installations
using the standard manpack or vehicle antenna is 200 meters to 400 meters.

These planning ranges may be degraded due to environmental factors.

Use of OE-254 (tower) antennas are highly recommended for increasing ranges, improv-
ing RF link fidelity and greatly reducing the chance of RFI.

. The final step in the RT installation procedure is to perform a standard radio check

between each set of Base and Field RTs as part of the system operational checkout.
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7.1.2. Radio Bridge Configuration

This section describes the Voisus Server Radio Bridge configuration using an example for live
radio bridging of up to 8 radios.

Follow the steps below to set up the Radio Bridge software configuration in RMS.

Step 1: Comm Plan
1. Open the Comm Plan in RMS.

2. Select the example “RadioBridge8” comm plan that is preconfigured with 8 nets. The
names, frequencies, waveforms, etc. may be changed to match virtual radio nets that live
radios will bridge to.

VRl

(RadioBridgeB A — ‘V:j Save Changes )( Discard Changes

Roles Right-click on items to copy/paste, double-click to edit fields.

Net Groups (Add Group )| Nets Search: New Net
Name Description Frequency(Hz) TxFrequency(Hz) WAVEFORM CRYPTO FREQHOP SATCOM
RENetl Radio Bridge MNetl 101000000 4] FM Off Off Off
REBNet2 Radio Bridge Net2 102000000 4] FM Off Off Off
RENet3 Radio Bridge Met3 103000000 4] FM Off Off Off
RBNet4  Radio Bridge Net4 104000000 0 FM off Off Off
RBNet5  Radio Bridge Net5 105000000 0 M off Off Off
RBNet6  Radio Bridge Net6 106000000 0 FM off off off
RBNet7?  Radio Bridge Net7 107000000 0 M off off off
RBNet8  Radio Bridge Net8 108000000 0 FM off off off
] Waveform [ Crypto [ Freghop [ Satcom
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Step 2: Facility

1. Select a new Facility and rename it. This example uses “RadioBridge8” for the Facility
name.

Facility

Select a Facility
(RadioBridge8 [v)  Facity icke.

2. Navigate to the “Live Radio Interfaces” in the Facility.

3. There are 8 interfaces. These are the interfaces to the live radios. Rename them
appropriately to match the live radios.

4. The live radios will connect directly to an ACENet device channel. Select the ACENet
device and audio channel for each radio. Note: Serial port connection is for remote control
only and is not needed for radio bridging.

. Status: Running Scenario: Basic_Example Credits: 65500
A SERVER

Facility

Select a Facility:
(RadioBridges |v) Facility idle. Save Changes ) [ Discard Changes

I Comms Hardware & Peripherals ] Software Clients I Live Radios I Servers —

Live Radio Interfaces
( Add Interface )

Number of Live Radio Interfaces: 8

(show /hide advanced settings)
o NAame AcCENet Device Acumo Channel (Radio Bridge) E:cer'ial Port (Remote Control)

[ Radiol Off Off Off

[ Radio2 Off Off Off

[J Radio3 Off Off Off

O Radio4 Off Off Off

[ Radio5 Off Off Off

[ Radio6 Off Off Off

[ Radio? Off Off Off

[J Radio8 Off Off Off

Monitor Live to Virtual Runtime Status
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Step 2a (Optional):
Use the advanced settings to tweak audio characteristics of the radio interface.

* In threshold: the value (in dB) at which Live Radio audio triggers Virtual Radio transmis-
sion.

* In Gain: gain multiplier applied to the live radio audio entering the bridge system; applied
after the threshold detection.

» Out Gain: gain multiplier applied to the virtual radio audio leaving the bridge system.

* Rx Decay: the decay rate (in seconds) applied for the Virtual Radio Rx Active flag, used to
prevent spurious Live Radio retransmission.

Step 3: Scenario
In the Scenario the physical radios are mapped to the virtual radio nets.
1. Select “RadioBridge8” for the Scenario.

2. Select the previously configured comm plan and facility.

Scenario
Select a Scenario
(RadioBridgeS |V> Scenario idle. (Install Scenario ) | Save Changes Discard Changes
Select a Commplan Select a Facility
(RadioBridge8 [v) (RadioBridge8 [v)

3. Under the live radio interfaces you will see the interfaces that were configured in the
facility.

4. For each live radio, select the virtual radio net to map to.

Live Radio Interfaces

i TP f A A » Y
Add live radio interface:| No More Interfaces |+ | (Add )( Add All)

Live Radio Interfaces added: 8

B Name + Net ¢ DIS Exercise <
'  Radio3 RBNet3 default_domain
=] Radio4 RBNet4 default_domain
C  Radio5 RBNet5 default_domain
=] Radio6 RBNet6 default_domain
C  Radio? RBNet? default_domain
=] Radio8 RBNet8 default_domain
' URC200rackl RBNet1 default_domain
=] URC200rack2 RBNetl default_domain

5. Save the changes and install the scenario.

Note: You may need to change your Domain and configure your DIS settings if you have not
already done so. See section 2.2.5. DIS Settings.
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7.1.3. Radio Bridge Status

This section describes the Voisus Radio Bridge status widget. The status widget is visible on the
Scenario Runtime Status page when a scenario with Radio Bridges has been installed. (See

section 2.3.7. Runtime Status.)

Click on Radio
name to expand

Live Radios
Radio Net
Radiol RNet1
Live Radio

Rx e 4

Radio2 RNet2

Radio3 RNet3

Audio Device
001a1800093b A D

Audio Device Input

Channel Serial

Virtual Radio

-84.44 dB — Tx
001a1800093b B D
001a180007d3 A D

Live Radio Status states:

+ Rx = the Live Radio is receiving
audio above the In Threshold value

+ Tx = the Audio Device (i.e., RIU) has
set the Digital Out (DO) to True,
forcing the Live Radio into a Transmit
state

«ldle

Virtual Radio status states:
+ Rx = the Virtual Radio is actively

Audio Device audio
level (Input/Output):

« the audio RMS (root mean receiving
square) value of the audio « Tx = the Virtual Radio is actively
device transmitting

«Idle
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7.1.4. Advanced Radio Bridge Configuration
7.1.4.1. How the Radio Bridge Works

Live to Virtual
Radio Bridge

Software
Me e G Virtual
[Audio Out ate , laudioOut |[Radio s«
—" e |
Field Radio Live Radio

Virtual to Live
‘—
Radio Bridge
: . Software
T Audio In Audio Out|Virtual
© | —"[° ul Radio
PTTOn Rx Active

Field Radio Live Radio

Radio Bridge Logic
Live to Virtual

1. The Live Radio audio is digitized and sent through a software Gate. The Gate (or Noise
Gate) controls the volume of the Live Radio signal by silencing the signal below a certain
threshold value. This value is chosen such that when the Live Radio is idle the radio audio
will fall below the threshold, and when it is actively receiving the audio will rise above the
threshold. This way, the Gate output will only be active when the Live Radio is actively
receiving.

2. The Gate output audio is then sent to a Virtual Radio, effectively relaying the Live Radio
audio. When the Live Radio is actively receiving, the Virtual Radio will be actively
transmitting and relaying the Live Radio audio.

Virtual to Live

1. When the Virtual Radio starts receiving a transmission from another virtual radio it sends
the receive audio to the Live Radio.

2. Along with the audio, a discrete signal is sent to activate the Live Radio’s PTT. This way,
the Live Radio starts actively transmitting the audio received by the Virtual Radio.

Transitioning between Live to Virtual and Virtual to Live

Transitions between Transmit states happen after inactivity. For example, if a Live Radio is
sensed as actively receiving it must cease receiving before it can transmit. Likewise, if a Virtual
Radio is actively receiving, it must cease receiving before it can transmit.
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7.1.4.2. Custom Radio Bridge Settings Tutorial

This section describes the method for tweaking radio bridge settings (available on the Facility
page, under the Live Radios tab). Use these settings to connect a radio transceiver (RT) model that
ASTi has not yet documented support for, or for addressing problematic behavior with officially
supported RTs.

1. Set up the Live Radio by ensuring proper communications with a Field Radio.
2. Connect the Live Radio to the Radio Bridge system.

3. Adjust the In Threshold value such that it is slightly higher than the sensed level of the
Live Radio output audio, while it is idle. Monitor the Live Radio output audio on the
Runtime Status page (see section 2.3.7. Runtime Status) by clicking on the name of the
Live Radio. This output audio level is displayed as a root mean square value. Note that the
Gate threshold level operates on the peak levels of the radio, so adjust the threshold with
ample additional headroom for transients in the audio signal.

Live Radios

Radio Net Audio Device Channel Serial
Radiol US _HF _DSC1 00123180007d3 A A
Radio2 US HF DSC2 001a180007d3 B D

Radio3 US_HF_DSC3 007d3 C B

Live Radio Audio Device Output Virtual Radio
Tx +— -56.18 dB Rx
Radio4 US_HF_DSC4 001a180007d3 D D

4. 1f done correctly, the idle Live Radio should not trigger the Virtual Radio to transmit. If
the Runtime Status Radio Bridge widget is showing spurious transmissions, or if a
connected endpoint (e.g. Voisus Client, HHT Operator, etc.) is receiving spurious
transmissions, re-adjust the In Threshold so that it is slightly higher (per step 3).

5. Test the Radio Bridge by transmitting from a Field Radio to the Live Radio. A silent
transmission (i.e. keying the PTT but not speaking) should trigger the Virtual Radio to
transmit. Monitor the Radio Bridge Runtime Status widget to verify this condition.

6. (Optional) Adjust the In Gain setting to change the Live Radio audio level going to the
Virtual Radio. Use this if other virtual radios are receiving a signal that is too low or too
high. This gain is applied after the Gate, so the In Threshold should not have to be
readjusted after adjusting In Gain.

7. (Optional) Adjust the Out Gain setting to change the Virtual Radio audio level going to
the Live Radio. Use this if field radios are receiving a signal that is too low or too high.

8. (Optional) Adjust the Rx Decay setting to change the amount of time it takes after a
Virtual Radio has transmitted before the Live Radio can transmit again. This is necessary
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to prevent a ‘chatter’ effect. Increase this if Virtual Radios keep retransmitting short
segments just after actively receiving.
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7.2.

Remote Radio Control

ASTi Remote Control is an optional feature of the ASTi Voisus Radio Bridge. Remote Control
adds the capability to adjust live radio settings over an IP network using ASTi’s Remote
Management System (RMS) web page. You can also control radios from a tablet computer using
ASTi’s Tablet Voisus App. (See section 7.2.5. Tablet Voisus App.)

ASTi's web-based RMS is embedded inside every Voisus Server, so you can manage all ASTi
hardware (with device auto-discovery) and software resources on the network. The optional
Remote Control provides users with the ability to remotely control and monitor multiple live
radios from any browser access point on the network.

Remote Control is compatible with the URC-200 (v2) Radio Set.

URC-200 remote control capabilities include:

Preset channel select

Receive and Transmit Frequency
Receive and Transmit Modulation mode
Squelch level

Transmit power level

Text mode

Store Preset (store current preset to URC-200 memory)

URC-200 monitoring capabilities include:

Preset selected

Receive and Transmit Frequency
Receive and Transmit Modulation mode
Squelch status

Squelch level

Transmit power level

Text mode

Receive signal strength
Synthesizer Lock/Unlock status
Overtemp status

Software Version information
Installed options

Operational mode
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Compatibility

ASTi Remote Control is compatible with:
» ASTi Voisus Radio Bridge, with ACE Software v5.2.6 or later
» ASTi Tablet Voisus App, with ACE Software v5.6.2

* URC-200 Radio Transceiver, PN with Software Version VC 98-P41135F Ver01 Jun 03 1999
07:49:10
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7.2.1. Software and Hardware Descriptions
Radio Control is comprised of the following components:
Hardware
» ASTi Voisus Server
Description: Processing platform running remote radio control software.
ACE-RIU (also referred to as RIU)

Description: Remote interface unit for audio input/output.
ASTi Serial Data Cable
Part Number: CA-MS3116-D9M

Description: This cable connects the URC-200 J2 (26-pin MIL connector, for serial con-
trol) and the serial data convertor.

ACE-RIU to URC-200 Cable
Part Number: CA-D9M-NC6M

Description: This cable connects the URC-200 J4 (6-pin connector, for audio and PTT)
and RIU Audio/PTT port.

Modular Data Cable
Part Number: CA-RJ12-RJ12

Description: This cable connects the Serial Data Convertor to the RIU serial data port.

Serial Data Convertor
Part Number: SDCM-01

Description: This compact module converts serial data protocol from radio RS-232 to RIU
RS-422 and is powered through the serial data line.

Software
» ASTi Software
Version Number: 5.2.6 or later
Description: ASTi application software, installed on Voisus Server.
* Remote Management System

Description: Accessed through a web browser to provide management, configuration, and
system administration.
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7.2.2. Setup Overview

1. Install the hardware to interface the URC-200 radio’s audio / serial data port to the ACE-
RIU. The hardware includes: adapter cable, serial data convertor and serial data cable.

2. Activate URC-200 radios and fill or preset channel presets.

3. Use a networked PC running a standard web browser to access the RMS web page and
gain remote control and monitoring of all URC-200s connected to Voisus Radio Bridges.

access to Remote
with any other ASTi Radio

Management
System (RMS) systems via DIS Radio

webpages

PC with browser m
|2 IP Network Intercommunications

Voisus Server

L%J

Ethernet
Switch

Customer furnished ‘l S Ta—T o} o)’ il
e O =w ey
URC-200 Radios ~ |'®

Radio Bridge Upgrade Notes

(D AcerU

@ ACE- RIU to URC-200 Cable
Interconnect Key

=== DIS, Remote Management (Ethernet) @ Modular Data Cable
f======ACENEet (Ethernet)

Ana_Iog Voice / PTT @ Serial Data Convertor
———— Serial Data

- = — = Live - Over the Air Radio
@ ASTi Serial Data Cable

Top Level Layout of Voisus Radio Bridge with URC-200 Remote Control Option
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7.2.3. Installation

1. Ensure the software (v5.2.6 or greater) is properly installed and running on the Voisus
Server.

2. Attach URC-200 live radios to ACE-RIUs. Refer to the figure below.

URC-200
J2 Jack

URC-200
J4 Jack

KEY

a.

Attach X-Mode 26-pin MIL connector (1 below) to radio with the ASTi Serial
Data cable (6).

Connect 6-pin connector (2 below) with the ACE-RIU to URC-200 cable (7
below) to the radio.

Attach ‘Audio’ DB9 connector (3 below) to an ACE-RIU audio channel. Refer to
live radio interface list, as defined in the Facility > Live Radios section of RMS.

Attach ASTi Serial Data Cable (6 below) to Serial Data Convertor (5 below).

Attach ASTi Serial Data Convertor (6 below) to Modular Data Cable (4
below).

Attach Modular Data Cable (4 below) to ACE-RIU serial port. Refer to live radio
interface list, as defined in the Facility > Live Radios section of RMS.

®
®
ASTi RIU
A ] [il—li] Serial Data Jack

(Remote Control)

@ ASTi RIU
Channel Jack
(Audio & PTT)

URC-200 J2 Jack

@ Modular Data Cable

X-Mode 26-pin MIL

@ URC-200 J4 Jack @ Serial Data Convertor
6-pin Connector for audio/PTT

® DB9 Connector (®) ASTi Serial Data Cable

@ ACE-RIU to URC-200 Cable

Detail, Voisus Radio Bridge with URC-200 Remote Control Option
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7.2.4. Operation

Note: Using the URC-200 with an attached remote control unit will put the radio into a ‘remote
control” mode and the keypad will be locked. This constraint is inherent to the URC-200. To
release the lock the user can disable the remote control from the RMS interface. (See “Disable
Remote Control” below.)

Check live radio status
1. Ensure all live radios are connected and turned ON.

2. Access the RMS system on the Voisus Server. You can use a web browser on any machine
that is connected to the same network as the Voisus Server.

3. Click the ‘Radio Remote Control’ icon on the Voisus dashboard.

Comm Plans Facilities Scenarios

71 [T e—

7’

Active

Clients )))

Download Monitor

Voisus® ' Radios

A Hide Utilities

Performance Hardware

Monitor Panels
Network Licensing System
Setup & Credits Backups

Remote | User Documents

—> | Management and Info
5.0.5. System About
Reports Identifier the System
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View Radio: KEECEE

Radio:
Radio:

Radio 1 F radio:

Radio:
Interface Nan  Radio:

Interface Cha Rad1lo:
Radio:

Interface Id: " OXZ000IEIS00O0SEE

Radio Interface Status:
Radio Type:

Status:

Overtemp:

Synth Lock:

Preset:

Frequency:

Tx Frequency:
Squelch:

Power Level:

Text Mode:
Modulation Mode:
Tx Modulation Mode:
Operating Mode:

Rx Signal Strength:
Squelch Status:
Option:

Software Version:

4. Access the “View Radio’ drop-down selector to choose the live URC-200 transceiver you
wish to control. Refer to the live radio interface list, as defined in the Facilities > Live
Radios section of RMS, to identify the Radio Handle to look for in the drop-down list.

Radios & Interfaces

Radio 1, Type: URC200, Interface: RIU3 / Ch. —
Radio 2, Type: URC200, Interface: RIU4 / Ch. PORT_A

Radio 3, Type: URC200, Interface: RIUS / Ch. PORT_A

Radio 4, Type: URC200, Interface: RIU6 / Ch. PORT_A

Radio 5, Type: URC200, Interface: RIU7 / Ch. PORT_B

Radio 6, Type: URC200, Interface: RIUS / Ch. PORT_A

URC200 Demo 1, Type: URC200, Interface: RIU1 / Ch. PORT_B

URC200 Demo 2, Type: URC200, Interface: RIU2 / Ch. PORT_B

v
URCz200
v Okay
v

v

o
156.0000 MHz
153.0000 MHz

0.4

HI

PT

FM

FM

RECEIVE

5.0

Transceiver Squelched
None

ASTiRules

P

Change Radio Settings )
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5. The ‘Radio Status’ page displays radio status items in a tabular format. The radio status
should stream to the browser, so that changes will be displayed without having to refresh
the page (this feature is subject to browser compatibility). See the figure below. Refer to
“Radio Status” below for more information on each item seen on this page.

Radios & Interfaces

View Radio: | Radio: Radio 1, Type: URC200, Interface: RIU3 / Ch. PORT_A 5 ]

Radio 1 Radio Status

Interface Name: RIU3
Interface Channel: PORT_A
Interface 1d: oxzoo01a18000388
Radio Interface Status: «+"

Radio Type: URCzo00
Status: + Okay
Overtemp: v

Synth Lock: 4

Preset: o

Frequency: 156.0000 MHz
Tx Frequency: 153.0000 MHz
Squelch: 0.4

Power Level: HI

Text Mode: PT
Modulation Mode: FM

Tx Modulation Mode: FM

Operating Mode: RECEIVE

Rx Signal Strength: 5.6

Squelch Status: Transceiver Squelched
Option: None

Software Version: ASTiRules

=

Change Radio Settings )
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Control live radios
On the Radio Status page, click the “Change Radio Settings” button. See the figure below.
The Radio Settings page will guide the user through the process of changing settings.

Radios & Interfaces

View Radio: | Radio: Radio 1, Type: URC200, Interface: RIU3 / Ch. PORT_A J

ar

Radio 1 Radio Status

Interface Name: RIU3
Interface Channel: PORT_A
Interface 1d: oxzoo01a18000388
Radio Interface Status: «+"
Radio Type: URCzo00
Status: + Okay
Overtemp: 4
Synth Lock: 4
Preset: o
Frequency: 156.0000 MHz
Tx Frequency: 153.0000 MHz
Squelch: 0.4
Power Level: HI
Text Mode: PT
Modulation Mode: FM
Tx Modulation Mode: FM
Operating Mode: RECEIVE
Rx Signal Strength: 5.6
Squelch Status: Transceiver Squelched
Option: None
Software Version: ASTiRules
("Change Radio Settings ) A ——
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Disable Remote Control

To disable the remote control data link between a live radio and ACE-RIU, click the ‘Turn if OFF’
button at the top of page. See the figure below.

Disabling the remote control data link also releases the live radio from ‘remote control” mode so
that its keypad will become functional again.

Radio Settings

Radio 1

Remote Control: Active

(Turn it OFF\:-_

Do you wish to switch a preset, or modify a preset?
@ Switch Preset
(O Modify Preset

Currently on: Preset o

Preset Number: 0 Rangeo -9

Squelch: 10 Range 0 - 10

(‘Send Settings to Radio )

2
Cancel

If the remote control data link is currently off, the only option on the Radio Settings page will be
to turn it back on by clicking the “Turn it ON’ button. This will enter the live radio into remote
control mode and effectively lock the keypad. See the figure below.

Radios & Interfaces

View Radio: | Radio: Radio 1, Type: URC200, Interface: RIU3 / Ch. PORT_A 5 ]

Radio 1 Radio Status

Interface Name: RIU3

Interface Channel: PORT_A

Interface Id: oxzoooai8ooo388
Radio Interface Status: Remote Control Off
Radio Type: URCzo00

(Change Radio Settings \'-(

Radio Settings
Radio 1

Remote Control: Disabled

(Turn it ON\:h
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Switch Preset

This method of control will allow the user to switch the preset and load the settings from the new
preset. Any temporary changes made to the current preset will not be saved before switching to
the new one. The user may re-load the current preset by submitting the preset number for the
preset the radio is currently using. The user may optionally adjust the squelch level, as this is not
a setting associated with a preset.

Radio Settings
Radio 1

Remote Control: Active
(Turn it OFF )

Do you wish to switch a preset, or modify a preset?

® Switch Preset <—
(O Modify Preset

Currently on: Preset 0

Preset Number: 0 Rangeo -9

Squelch: 10 Range 0 - 10

("Send Settings to Radio )
>
|, Cancel )
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Modify Presets

This method of control will allow the user to change the parameters associated with the current
preset. Changing these parameters will not overwrite the current preset in the radio’s memory.
Instead, the changes will be temporary until the preset is explicitly stored or the preset is

switched.

Preset settings can be made in a “‘coupled’ (see the figure below) or *decoupled’ manner — that is,
the user can adjust Rx and Tx Frequency and/or Rx and Tx Modulation mode simultaneously or
separately. The user will select a radio button to specify his preference.

The user may optionally adjust the squelch level, but this is not necessarily a setting associated

with a preset.

Radio Settings
Radio 1

Remote Control: Active
(Turn it OFF)

Do you wish to switch a preset, or modify a preset?
(O Switch Preset
® Modify Preset

Currently on: Preset 0

Will you have the same Rx & Tx frequencies and modulation types?

® Yes, Rx & Tx will be the same. < —— Coupled
O No, Rx & Tx will be the different.

Modulation: [ M |3

Frequency: 166.0000 in MHz

Squelch: 10 Range 0 - 10
Power Level: [ Hi >
Text Mode: PT b

("Send Settings to Radio )
b
|, Cancel )

Copyright © 2013 Advanced Simulation Technology inc. 187



ASTi Voisus Server Operator Manual (Ver. 1, Rev. L)

Radio Settings
Radio 1

Remote Control: Active
Turn it OFF )

Do you wish to switch a preset, or modify a preset?
(O Switch Preset
® Modify Preset

Currently on: Preset o

Will you have the same Rx & Tx frequencies and modulation types?
(O Yes, Rx & Tx will be the same.
@ No, Rx & Tx will be the different. <@ Decoupled

Rx Modulation: | FM |

Rx Freguency: 156.0000 in MHz

Tx Modulation: | Fm %

Tx Frequency: 153.0000 in MHz
Squelch: 10 Range 0 - 10
Power Level: [(H

Text Mode: | PT b
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Send Settings to Radio

Once all changes have been made, click the ‘Send Settings to Radio’ button to submit the
commands. If a parameter value is deemed invalid, the page will refresh with a list of items to
amend before trying the request again.

Immediately after submitting a change to the live radio’s settings, the user will be returned to the
Radio Status page. It might take a few seconds before all of the requested settings are made on the
radio. The user should monitor the status closely to ensure the changes were made.

Notice the ‘Last Access’ string that is now present in the Radio Status page. This will detail the
time of the last modification to the radio’s setting and who made it (IP address and username). See
the figure below.

Radios & Interfaces

View Radio: | Radio: Radio 1, Type: URC200, Interface: RIU3 / Ch. PORT_A 4

Radio 1 Radio Status

E—
Interface Name: RIU3
Interface Channel: PORT_A
Interface Id: oxzooo1ai18000388
Radio Interface Status: +"
Radio Type: URCzoo0
Status: + Okay
Overtemp: v
Synth Lock: v
Preset: 0 ( Store Preset? )
Frequency: 156.0000 MHz
Tx Frequency: 153.0000 MHz
Squelch: 10.0
Power Level: HI
Text Mode: PT
Modulation Mode: FM
Tx Modulation Mode: FM
Operating Mode: RECEIVE
Rx Signal Strength: 5.6
Squelch Status: Transceiver Squelched
Option: None
Software Version: ASTiRules

( Change Radio Settings )
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Storing presets: If the user has modified a preset he should now have the option to store the
preset while on the Radio Status page. Once available, the user can click the ‘Store Preset?’ button
to commit the preset settings currently being displayed to the radio’s memory

Radios & Interfaces

View Radio: | Radio: Radio 1, Type: URC200, Interface: RIU3 / Ch. PORT_A F

Radio 1 Radio Status

Radio Status

Interface Name: RIU3

Interface Channel: PORT_A

Interface 1d: oxzooo1a18000388
Radio Interface Status: +"

Radio Type: URCzo00

Status: + Okay

Overtemp: v

Synth Loek: v

Preset: 0 Store Preset? )
Frequency: 156.0000 MHz

Tx Frequency: 153.0000 MHz
Squelch: 10.0

Power Level: HI

Text Mode: PT

Modulation Mode: FM

Tx Modulation Mode: FM

Operating Mode: RECEIVE

Rx Signal Strength: 5.6

Squelch Status: Transceiver Squelched
Option: None

Software Version: ASTiRules

("Change Radio Settings )

Interface Name: The ACE-RIU device name.

Interface Channel: The ACE-RIU device channel.

Radio Interface Status: The overall health of the live radio interface. The health can be in three

states:

* Critical (red x): If none of the status items can be retrieved from the radio.

» Semi-critical (yellow question mark [?]): If some of the status items cannot be retrieved
from the radio or the remote control function has been disabled.

» Okay (green check-mark): Normal operation
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Radio Type: The model of the live radio.

Status: Detailed status information of the live radio interface, some of the messages the user
might see here are:

» Remote Control Off: Signifies that the serial messaging is disabled for the interface.
 Err: Bad device name / chan: An invalid ACE-RIU device or channel has been specified.

* Err: check mask / log: A control query might be failing consistently. A log is available to
view if it is enabled within the ACE Studio development tool.

» Okay: Normal operation
Overtemp: Live radio overtemp status
* Critical (red x): The live radio is in an overtemp state

» Semi-critical (yellow question mark [?]): The overtemp status cannot be retrieved from the
live radio.

» Okay (green check-mark): The live radio temperature is Okay.
Synth Lock: Live radio synthesizer lock state
* Critical (red x): The synthesizer is unlocked

» Semi-critical (yellow question mark [?]): The synthesizer lock status cannot be retrieved
from the live radio.

» Okay (green check-mark): The synthesizer is locked.
Preset: Live radio’s currently selected preset. Valid presets are 0-9.

Frequency: Live radio receive frequency. Refer to the radio’s operator manual for operational
ranges.

Tx Frequency: Live radio transmit frequency. Refer to the radio’s operator manual for
operational ranges.

Squelch Level: Live radio’s squelch level. Valid range is 0-10.

Power Level: Live radio power level. Valid states are LO, MED, and HI. Refer to the radio’s
operator manual for operational considerations.

Text Mode: Live radio text mode. Valid states are PT (plain text) and CT (cipher text).

Modulation Mode: Live radio receive modulation mode. Valid states are AM and FM. Refer to
the radio’s operator manual for operational considerations.

Tx Modulation Mode: Live radio transmit modulation mode. Valid states are AM and FM. Refer
to the radio’s operator manual for operational considerations.

Operation Mode: Live radio operating mode. Valid states are RECEIVE, TRANSMIT, and
BEACON.

Rx Signal Strength: Live radio receive signal strength. Valid range is 0-10.
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Squelch Status: Live radio squelch status. Valid states are “Transceiver Squelched’ and
“Transceiver Squelch Broken’.

Option: Live radio installed options. Valid options are:
» None: No options installed.
» 30_90: The EBN-30 option is installed.
» 420: The EBN-400 option is installed.
» 30_90 & 420: Both EBN-30 and EBN-400 options are installed.

Software Version: Live radio software version. Refer to the radio’s operator manual for more
information on the format of this string.
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7.2.5. Tablet Voisus App

The Tablet Voisus App has remote radio control capability. First, follow the instructions in section
7.2.3. Installation and section 7.2.4. Operation to set up your radio for remote control. Then you
will need to enable radio control in RMS.

Enable Radio Control in RMS

In RMS, navigate to the Comm Plan page and open the Roles tab. Select the role(s) that should
have radio control enabled and click the Enable Radio Control checkbox.

Comm Plan

Select a Comm Plan
(RadioBridgeB | w)  Comm Plan idie. Save Changes] | Discard Changes

Commpilan Tip: Right-click on items to copy/paste, double-click to edit flelds.
|Net Groups [ Add Group |Nets f Show Asset Config

| |}
[Enable Autotune | Enable Radio Control @ ) " Enable Calling @

M PErsonal Role Add Vehicle Role
/
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Remote Radio Control on the Tablet Voisus App

Install the Tablet Voisus App on your device as described in section 3.2. Client Software
Installation. Connect the Tablet Voisus App to the server and a role as described in section 3.5.
Tablet Voisus App.

Once you have connected to the server and a radio-control-enabled role, a Remote button will be
available on the main screen. Tap it to access remote radio control.

RBNet1 RBNet2

T T
- voL + - VoL +

RBNet3 RBNet4

innnn innnn
— VoL + — VoL +
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The Remote screen displays the radio(s) available for remote control as well as a warning if other
radios are offline.

Radio is offlne

71\

URC200-UHF AM
3: 2250000 MHz LOW

MANUAL PRESETS

The Manual option allows you to manually edit the frequency, modulation, and power level.

The Presets option allows you to choose a preset that has been configured in RMS (see “Maodify
Presets” in section 7.2.4. Operation for more information.)
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Manual

On the Manual page, enter the desired frequency and change modulation and power if desired.
When you’re done, tap “Set Radio Now”.

ve Radio: URC200-UHFEL

Frequency (VHz)  Modulation

2250000_

[EIS|S}

=
I;
s
- |

| Set Radio Now |

' Cancel |

You will return to the Remote screen and the changes will take a few seconds to go into effect.
The changes will appear on the Remote screen once they are active.

I.Yl‘ L
rs000 ) (LoW

MANUAL PRESETS
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Presets

The Presets page allows you to choose a preset that has been configured in RMS (see “Modify
Presets” in section 7.2.4. Operation for more information.)

Live Radio: URC200-UHFL

Presets:

2] 3 [4
7819

" Cancel

Once the preset is set, the Remote page will reflect the active preset number.

URC200-UHF AV
(3,)2250000 MHz LOW

MANUAL PRESETS
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7.2.6. Troubleshooting / FAQ

Note: The RMS Remote Control user interface will provide helpful suggestions when errors
occur. The user should heed these suggestions as a first step to troubleshooting.

Why are some status items being displayed as ‘Unavailable’?

If the remote control software cannot retrieve the state of a particular status item from the live
radio its value will be reported as ‘Unavailable’. Such failures can occur for several reasons. The
user should ensure that the radio’s software is compatible, specifically with regards to its serial
protocol. The user should also ensure the cabling is installed correctly on the system.
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The *Radio Settings’ form permitted me to modify some settings on the radio, but the
settings don’t seem to be taking affect.

The ‘Radio Settings’ form will attempt to thoroughly validate the user input by checking for
syntax errors and live radio operational constraints. In some cases, the settings will seem to be
valid but still fail. This is most likely due to radio software incompatibility. The user should verify
that their intended settings will work if they attempt to input them manually, using the keypad on
the URC-200 and without the ASTi Remote Control connected.

As an example, using an older URC-200 with software from 1995, the user can attempt to set the
Frequency to 399.995 MHz, which is valid by the URC-200 v2 manual (see further reading).
However, for this specific radio, the settings will not succeed and an error message will display. In
this case the user will find that setting the Frequency to something else might work

Radio Settings
Radio 1

Remote Control: Active
(Turn it OFF)

Do you wish to switch a preset, or modify a preset?
(O Switch Preset
® Modify Preset

Currently on: Preset o

Will you have the same Rx & Tx frequencies and modulation types?
® Yes, Rx & Tx will be the same.
(O No, Rx & Tx will be the different.

Modulation: FM |+

Frequency: 309.995 _ in MHz

Squelch: 10.0 Range 0 - 10
Power Level: MED |5 ]
Text Mode: PT &

("Send Settings to Radio )]
2
| Cancel )
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“No radio bridge interface configured” message is displayed when | attempt to access the
‘Radio Remote Control’ page.

Remote radio control interfaces need to be configured using the Facility interface. The installed
Scenario should contain a Facility with Remote Radio Interfaces before the interfaces become
available for control.

This message can also be displayed during a Scenario installation, in which case the user should
wait for all the interfaces to populate onto the web page.
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Why is remote control ‘paused’ while the live radio is transmitting?

When the software detects that the live radio is actively transmitting over the air it will pause the
serial data messaging between the ACE-RIU and the URC-200. This is done to ensure that no
serial data noise bleeds into the live radio’s transmit audio. The user should be aware that the
information on the ‘Radio Status’ page is considered ‘stale’ once this happens, since no more
commands are being sent to the radio.

Periodically the software will do a check on the radio’s transmit status, to determine if it is once
again safe to resume the serial messaging.

Radios & Interfaces

View Radio: | Radio: URC200 Demo 1, Type: URC200, Interface: RIUL / Ch. PORT_B 3]

URC200 Demo 1 Radio Status

Interface Name: RIU1
Interface Channel: PORT_B
Interface Id: 0X20001a18000505

Radio Interface Status: "

Radio Type: URCzo00
Status: + Okay
Overtemp: v

Synth Lock: "y

Preset: o

Frequency: 1z0.0000 MHz
Tx Frequency: 128.0000 MHz
Squelch: 0.4

Power Level: MED

Text Mode: PT
Modulation Mode: FM

Tx Modulation Mode: AM

Operating Mode: TRANSMIT

Rx Signal Strength: 4.1

Squelch Status: Transceiver Squelched
Option: None

Software Version: ASTiRules

s

Change Radio Settings )

Important radio information:
Live radio is transmitting, remote control is paused.
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7.2.7. Further Reading
» URC-200 (v2) Operation and Limited Maintenance Manual
General Dynamics Document No: 99-P42304K, Revision: September 2009
* URC-200 (v2) Operation and Maintenance Manual
General Dynamics Document No. 68-P36745M_REV.
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SECTION 8.0. APPLICATION EXAMPLES

\oisus Server comes with a number of example resources (comm plans, facilities, and scenarios)
to help familiarize users with its software capabilities and to serve as a starting point from which
users can begin to configure their own comms environment. Successful use of these examples
relies upon properly configured network settings.

The examples are:

Note:
As...

Basic_Example: Accommodates only software-based Voisus Clients and will be automati-
cally loaded following system cold start.

Army_Example: Sample ground force communications structure.
EmergencyMgmt_Example: Non-military emergency and first responder example.

HWPanel Example: For use with ASTi hardware-based interfaces such as hand-held ter-
minals (HHTs) or simulated PRC-117 or SINCGARS radio panels.

Intercom_Example: Basic organizational structure.

Maritime_Example: Naval ship to shore communications environment; our most complex
example.

Office_Example: Small office comms system.
RadioBridge4 and RadioBridge8: For connecting 4 or 8 live radios to the IP network.
TOC_Example: Sample tactical operations center.

SeriousGame_Example: Demonstrates use of in-game, software-based operators and
“shared” radios when virtual players use vehicle radios.

If you wish to maintain these examples in their original state, use Voisus Server’s “Save

’ capability to create working copies that can be changed without consequence.
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8.1. Basic Example

This section describes how to set up the preconfigured comm plan, facility, and scenario for
\oisus operators using software-based clients. The basic example provides radio and intercom
nets for Voisus clients.

Note: After installing the scenario, the clients must connect to the server over the network. See
section SECTION 3.0. VOISUS SOFTWARE CLIENT and section SECTION 5.0. VOISUS
HARDWARE CLIENT for more information.

Step 1: Comm Plan
On the Comm Plan page, select the ‘Basic_Example’ comm plan.

Comm Plan
Select a Comm Plan
(Basic_ExampIe |v) A\ Comm Plan in use. Save Changes ) [ Discard Changes
Commplan Roles Tip: Right-ciick on items to copy/paste, double-click to edit fields.

Net Groups Add Group )| Nets

Show Asset Config

Coordination

Conf 1CS_Net1
ICS_Net2 Coordination @ Coordination
ICS_Net3 1CS_Net1 ICS_Net1
RNetl ICS_Net2 ICS_Net2
RNet2 ICS_Net3 ICS_Net3
RNet3 RNetl RNetl
Securel RNet2 RNet2

RNet3
Securel
Enable Autotune (]

' RNet3
v | Securel

(Add Personal Role ) (Add Vehicle Role )

ki bt

s Rocker 8 Role_Ex1 s Roller 5% Truck1
a Zeta

Step 2: Scenario
On the Scenario page, select the ‘Basic_Example” and then select the same example for
the Comm Plan and Facility. Save the changes and click “Install Scenario’.

Scenario

Select a Scenario:
(Basic_ExampIe ‘V) e nae] (install Scenario ) ( Save Changes | ( Discard Changes
Select a Commplan Select a Facility
(Basic_ExampIe ‘v) (Basic_ExampIe ‘V)

You can now connect a client to the server and talk over the example radio and intercom
nets.
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8.2. Hardware Panel Example

This section describes the preconfigured comm plan, facility, and scenario setup for Voisus
operators using hardware devices. This example is provided to assist the user through a basic
software setup process. The example includes an optional observer position.

Note: The hardware devices must be connected properly over the network.

Step 1: Comm Plan
On the Comm Plan page, open ‘HWPanel _Example’. This comm plan is preconfigured
with nets and roles.

Comm Plan
Select a Comm Plan
(prana Example |V) Comm Plan idle. Save Changes | | Discard Changes
| Roles Tip: Right-click on items to copy/paste, double-click to edit fields.
Net Groups {Add Group )l Nets = (< columnview ) Search: New Net
All Nets Name “ D F Hz) TxFrequency(Hz) WAVEFORM CRYPTO FREQHOP SATCOM
Conf Coord Coordination Net 100 0 INTERCOM off off off
PRC117 CUE SINCGARS CUE 55,000,000 0 SINCGARS_SC Off off off |
SINCGARS FHO1 SINCGARS FH Netl 55,000,000 0 SINCGARS TEKO1 TSKO1 Off
FHO2 SINCGARS FH Net2 55,000,000 0 SINCGARS TEKO2 TsKo2z off
FHO3 SINCGARS FH Net3 55,000,000 0 SINCGARS TEK03 TSKO3 off
FHO4 SINCGARS FH Net4 55,000,000 0 SINCGARS TEKD4 TSKO04 off
FHOS SINCGARS FH NetS 55,000,000 1] SINCGARS TEKOS TSKOS Off
FHO6 SINCGARS FH Net6 55,000,000 0 SINCGARS TEKO6 TSK06 off
ICS_Netl  Intercom Netl 101 (] INTERCOM off off off
[0 Waveform [ Receivergain [] Crypto [ Freghop [ Satcom

Select the ‘Roles’ tab to view the preconfigured roles. There is one for each hardware
example, HHT, PRC-117, and SINGARS.

Comm Plan

Select a Comm Plan
(Hw!’ane[_Example ‘ V) Comm Plan idle. Save Changes | | Discard Changes

Commplan Tip: Right-click on items to copy/paste, double-click to edit flelds.

Net Groups Nets Show Asset Config

CUE
Conf Coord
PRC117 FHO1
SINCGARS FHO2
FHO3
FHO4
FHO5
FHOS
ICS_Net1
ICS_Net2
ICS_Net3 |
MAN |
RNetl |
RNet2 :
RNet3 |
SCo1 U
scoz

sco3

SC04

scos

ICS_Net2 ICS_Net3
MAN
sco1
sco2
5€03
5C04
FHO1
FHO2

[Enable Autotune []

(Add Personal Role ) (Add Vehicle Role )

g HHT_Ex1 S PRC117_Ex1 8 Role_Ex1 8 SCGRS_Ex1 b Truck:
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Step 2: Facility
On the Facility page, select “HWPanel _Example.’

Facility

Select a Facility:
(HWPanel_Example [v)  Facity ide.

For HHTSs:

The HHT _1 position is a position with an HHT and a headset. Select the ACENet device
that the HHT is connected to by double-clicking ‘Off” and selecting the device. You may
also need to change the audio channel and port depending on how the device is connected.

Communications Hardware and Peripherals

Add qty: |1 positions (Add)

Positions

...... H HTl (i Fardo)
HHT 2 HHT with Headset
PRC117 1 ACENet Device Audio Channel Serial Port
PRC117_2 orr A A
SINCGARS_1
SINCGARS_2

206 Copyright © 2013 Advanced Simulation Technology inc.



ASTi Voisus Server Operator Manual (Ver. 1, Rev. L)

The HHT_2 position is a position with an HHT, headset, and a microphone or speaker for
an observer. Select the ACENet device for the HHT and the observer. You may also need
to change the audio channel and port depending on how the device is connected.

Communications Hardware and Peripherals

Add qty: [1 positions (Add)
Positions /
P <
HHT 1 [ Add Hardware
HHT 2 #

PRC117_1
PRC117_2
SINCGARS_1
SINCGARS_2

HHT with Headset
ACENet Device Audio Channel Serial Port
ff C B

y
/ Observer Mic/Speaker
ACENet Device Audio Channel Monitor
ff D HHT

For PRC-117 panels:

The PRC117_1 position is a position with a simulated PRC-117 radio panel. Modify the
panel’s IP address by double-clicking on the example address and editing it. Note: Refer to
the ASTi Simulated PRC-117 Panel Operator Guide for Voisus Server (DOC-VS-
PRC117-OG) for details on setup and obtaining the IP address.

Select the ACENet device that the PRC-117 panel is connected to by double-clicking
‘Off’ and selecting the device. You may also need to change the audio channel depending
on how the device is connected.

Communications Hardware and Peripherals

Add gty: [1 positions (Add)

Positions

Ve ~
( Add Hardware )
HHT_1 e

HHT_ 2

PRC117_2
SINCGARS_1 “ A
SINCGARS_2 | |

PRC-117 Panel
Asset Panel Address ACENet Device Audio Channel
1 192.168.141.2 Off A

The PRC117_2 position is a position with a simulated PRC-117 radio panel and an
observer with a microphone or speaker. Modify the panel’s IP address by double-clicking
the example address and editing it. Select the ACENet device for the panel and observer.
You may also need to change the audio channel depending on how the device is
connected.
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For SINCGARS panels:

Communications Hardware and Peripherals

Add gty: [1 positions (Add)

Positions

(Add Hardware )

HHT_1

PRC-117 Panel
Asset Panel Address

HHT_2
PRC117_1

ACENet Device Audio Channel

1 192.168.141.3 Off C
SINCGARS_1 ‘.\ AI\
SINCGARS_2 Observer Mic/Speaker

ACENet Device Audio Channel Monitor

O‘T D PRC-117 Panel:1

The SINCGARS _1 position has a simulated SINCGARS radio panel. Select the ACENet
device that the SINCGARS panel is connected to by double-clicking ‘Off’ and selecting

the device. You may also need to change the audio channel and serial port depending on
how the device is connected.

Communications Hardware and Peripherals

Add gty: 1 positions (Add)

Positions

i B Y

HHT 1 Add Hardware

HHT 2 SINCGARS Panel

PRC117 1 Asset ACENet Device Audio Channel Serial Port
PRC117_2 1 Of A A
|SINCGARS 1 ! ?

SINCGARS_2

The SINCARS_2 position has a simulated SINCGARS radio panel and an observer with a
microphone or speaker. Select the ACENet device that the panel and observer is connected
to by double-clicking ‘Off” and selecting a device. You may also need to change the audio
channel depending on how the device is connected.
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Communications Hardware and Peripherals

Add gty: T positions (Add)

Positions
HHT 1 (Add Hardware )
HHT_2 SINCGARS Panel
PRC117 1 Asset ACENet Device Audio Channel Serial Port
PRC117_2 1 off c B
SINCGARS_1 @
SINCGARS 2 Observer Mic/Speaker

N

ACENet Device Audio Channel Monitor

Off D SINCGARS Panel:1

After making changes to your facility, click ‘Save Changes’.

Step 3: Scenario

Select the ‘Scenario’ tab at the top menu bar. Select the “‘HWPanel _Example’ scenario.

Save the changes and install the scenario.

Scenario
Select a Scenario:

(HWPanel_Example

[v)

Select a Commplan

Scenario idle.

Select a Facility

(HWFanel_Exarnple

|v) CHWFaneI_Example

/)

f TR
(_Install Scenario |

Save Changes

Discard Changes

Operators

=] Operator % Role &
O HHT Op_1 HHT_Ex1

= HHT_Op_2 HHT_Ex1

O PRC117_Op_1 PRC117_Ex1
=] PRC117 Op_2 PRC117_Ex1
] PRC119 tabletl SCGRS_Ex1
=] PRC119_tablet2 SCGRS_Ex1
= SINCGARS_Op_1 SCGRS_Ex1
=] SINCGARS_Op_2 SCGRS_Ex1

Add gty: 1 of role:[ HHT_Ex1 1% (Add )(Add All)
Assign each operator a role, position, and DIS exercise

search: [N
Position s DIS Exercise s
HHT 1 default_domain
HHT_2 default_domain
PRC117_1 default_domain
PRC117_2 default_domain
PRC119_1 default_domain
PRC11G_2 default_domain
SINCGARS_1 default_domain

SINCGARS_2 default_domain

You should now be able to transmit and receive over your hardware panels.
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8.3. Radio Bridge Examples

See section 7.1.2. Radio Bridge Configuration to set up the basic radio bridge examples for 4 or 8
live radios.
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APPENDIX A: SAFETY AND HANDLING

This section must be read completely and understood before using the Voisus Server. If you are
unsure of any information presented please contact ASTi.

The following safety precautions must be observed when performing any operation and
maintenance tasks associated with the ASTi Voisus Server. These safety precautions are necessary
to prevent injury to personnel and damage to equipment.

Warning: Potentially fatal voltages are present in the Voisus Server. Before removing or replacing
any component, ensure that ALL electrical supplies have been turned off and electrical power
cords disconnected from the platform.

The following disclaimer is provided regarding use of the Voisus Server. The disclaimer applies to
all parties using the system in any situation or configuration. This disclaimer should be read and
understood completely before using the system.

Disclaimer: The Woisus Server is a sound production device. The user, by the act of installing and
using the Voisus Server and any associated equipment such as external amplifiers, headsets,
speakers, etc., warrants and represents that he/she is aware that excessive audio levels can cause
permanent hearing impairment and that he/she assumes full responsibility for configuring all
equipment including hardware and software to achieve safe operating sound pressure levels under
all conditions.

Equipment Handling: All platform circuit boards and modules are sensitive to electrostatic
discharge (ESD). To avoid damage to system equipment, proper ESD procedures should be
followed when handling all equipment. Ensure that all work is performed at a properly grounded
ESD work station. In addition, all personnel handling equipment should be properly grounded.

When transporting or shipping individual modules, equipment should be fully enclosed in an anti-
static bag. ASTi is not responsible for equipment damage due to improper handling.
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APPENDIX B: WARRANTY AND CUSTOMER
SUPPORT

B.1. Warranty

ASTi provides a one year limited warranty on all ASTi equipment covering all parts and labor.

In the case of equipment upgrades, warranty applies to original date of shipment of individual
components.

Other commercial equipment purchased or provided such as monitors, amplifiers, speakers, fiber
optic links, etc. are also covered under the one year warranty unless otherwise stated.

The warranty does not cover improper equipment handling or improperly packaged returns.
Extended warranties are available. Contact ASTi for details at (703) 471-2104.

B.2. Repairs and Returns

If it becomes necessary to return equipment to ASTi, please observe the following instructions:
Obtain an RMA number through ASTi’s website: http://www.asti-usa.com/support/

When packaging the equipment in question, make sure it is well protected. The device should be
properly enclosed in an antistatic bag to prevent possible ESD damage. Failure to properly
package the equipment during shipping could void the warranty.

Do not include accessory pieces such as rack mount kits, power supplies or software. Only send
items that do not work.

The shipping label must include the RMA number.

Include a description of the problem, point of contact, phone number, return address and unit
serial number(s). Failure to include this information could extensively delay the return of the
equipment.

Evaluation of equipment is performed free of charge. No work will be done without prior
customer approval. Customer is responsible for shipping charges to ASTi for warranty and non-
warranty repairs.

If an RMA number is not used within thirty (30) days of issuing date, the request data and number
issued will be closed and designated as unused.

Any items received from customers without RMA numbers or appropriate contact information
included with shipment will not be tested. After sixty (60) days, ASTi reserves the right to scrap
all hardware received in this condition.

If the equipment is not under warranty a Purchase Order will be required to cover the cost of any
repairs. ASTi will provide a quote for all non-warranty repair items.

Equipment will be shipped back using Federal Express, unless otherwise directed. If the repair is
non-warranty then shipping charges will be billed.
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International customers must include the correct product value on all shipping documents.
Contact ASTi for proper harmonized tariff codes. The customer is responsible for all duties, taxes
and fees incurred in shipment of the equipment.
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APPENDIX C: USB ADAPTERS AND HEADSETS

\oisus Clients are compatible with the following USB adapters and headsets. All of the listed
USB adapters provide built-in sidetone. Sidetone is a critical feature that provides the client
operator with an audible indication that they are actively transmitting.

Note: Additional headsets may function with Voisus Server but are not necessarily recommended.

Contact ASTi for more information.
USB Adapters

ASTi Part Number | Manufacturer Stereo Built-In PTT | Compatible Headsets
USB-RADIUS-010 | ASTi Yes Yes Specific Telex (see list)
USB-P-DA40 Plantronics No No All Plantronics H-Series
(see list*)
USB-P-SHS2355 Plantronics No Yes All Plantronics H-Series
(see list*)
Headsets
*%*
ASTi Part Number Manufacturer SIS Ear Cups
Mono
HS-TX-PH-44R5 Telex Stereo Dual, light weight
HS-TX-HR-2R5 Telex Stereo Dual, noise isolation,
medium weight
HS-P-HW251 Plantronics Mono Single, light weight
HS-P-HW261 Plantronics Mono Dual, light weight
HS-P-SHR2083-01 Plantronics Mono Dual, noise isolation,
medium weight
USB Adapter + Headset Combined
. Stereo™* .
ASTi Part Number | Manufacturer Mono Sidetone Ear Cups
HS-LG-G35 Logitech Stereo Yes Dual, medium weight
Speakerphones
ASTi Part Number Manufacturer Features
USB-P-P420 Plantronics Mic mute and volume controls, active echo cancella-
tion, and auxiliary headphone jack

* Plantronics sales literature states that Plantronics USB adapters are compatible with all
Plantronics H-Series headsets. ASTi has tested and validated Voisus Clients using the listed

Plantronics headsets.
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** Stereo headsets are recommended for use with Voisus-VBS2 plugin.

Note: Stereo headset and USB adapter are required for stereo sound.

®

Plantronics™ is a registered trademark of Plantronics, Inc.

Telex™ is a trademark of Telex Communications, Inc.
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APPENDIX D: INFORMATION ASSURANCE
FEATURE CONTROL

ASTi’s Information Assurance (IA) Maintenance package provides the ability to control the use
of certain Voisus software features. These features within Voisus Server may require the use of
additional UDP or TCP ports, hence there is a mechanism for an administrator to enable or disable
them as required for your facility. Changing the feature settings of a platform with 1A
requirements will affect the ports, protocols, and services (PPS) profile of the platform. Consult
with your 1A Security Officer/IA Manager to see if this impacts your IA requirements and/or any
DIACAP ATO specific requirements.

\Voisus controlled features include:

Debug websocket

Hookbox

Multiserver

Network credits

PRC-117

PRC-119

Radio Monitor Auto tune (for Voisus Clients)
Realtime

Simscribe for VBS2

Voisus Construct

Chat

Cloud

Simscribe DIS Network Replay
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D.1. Feature Descriptions

Debug Websocket (feature name: debugwebsocket)

The debug websocket supports two RMS pages within Voisus Server. The first page is the
Diagnostics Display (DD), which is used to gather system information for the purposes of
debugging problems. This is currently for ASTi internal use only. The second function of debug
websockets is to provide a graphical scope view of radio audio. The Voisus Server Radio Monitor
application displays the audio from the radio transmission in the scope view. When disabled
neither Diagnostics Display or the scope will function within the Voisus Server RMS pages.

Hookbox (feature name: hookbox)

Hookbox provides support for websockets and uses long polling as a fallback. Hookbox is used
for certain RMS pages that are data intensive (i.e. high bandwidth) and hence have been
optimized for use with websockets. However websockets are not supported by all browsers, hence
a fallback to long-polling is supported by hookbox. When this feature is disabled certain RMS
pages will not function correctly. Currently this includes Radio Monitor, Monitor > Performance,
Monitor > Discovery, and Monitor > ACENet. This list is subject to change based on the release
version.

Multiserver (feature name: multiserver)

The Voisus multi-server feature is used to simplify configuration for programs with large numbers
of operators and servers. Multiple servers are organized in a master-slave relationship, this pushes
the master server configuration to all of the slaves. See section 2.5. Multi-Server Configuration in
this document for more details. When this feature is disabled a Voisus Server platform will not
support either the master or slave capabilities required for multi-server operation.

Network Credits (feature name: networkcredits)

Network credits provides shared system licensing for large programs. This feature is designed for
future use and is currently disabled by default. Contact ASTi for additional information.

PRC-117 (feature name: prc117f)

This feature provides support for ASTi’s simulated PRC-117 radio panel. The PRC-117 radio
panel provides a realistic panel user interface that works in conjunction with ASTi’s radio
communications software running on the Voisus Server. When disabled the PRC-117 radio panel
will not function.
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PRC-119 (feature name: prc119)

ASTIi’s simulated PRC-119 radio panel. The PRC-119 radio panel provides a realistic panel user
interface that works in conjunction with ASTi’s radio communications software running on the
\oisus Server. When disabled the PRC-119 radio panel will not function.

Radio Monitor AutoTune (feature name: radiomonautotune)

For Voisus Clients, auto radio tuning enables operators to instantly establish voice
communications with any simulated radio on the network, simply by clicking on a realtime list of
“who’s online.” See “Auto Radio Tuning” in section 3.3. Desktop Client for more information.
When disabled, Auto Radio Tuning will not function and the radio list will not be populated.

Realtime (feature name: realtime)

The realtime environment is currently required for correct Voisus Server operation. This feature is
designed for future use and is currently enabled by default. Contact ASTi for additional
information.

Simscribe control via VBS2 (feature name: simscribevbs)

ASTi’s Simscribe tool for VBS2 is completely integrated in the game connecting the in-game
after action review (AAR) controls with Simscribe. Once the plugin is installed, the in-game AAR
controls will sync with Simscribe controls with no additional effort. See section 6.4. Simcribe for
VBS2 for more details. When disabled, VBS2 in-game control of Simscribe will not function.

Voisus Construct (feature name: milcadre)

This feature is designed for future use and is currently disabled by default. Contact ASTi for
additional information.

Chat

This feature is designed for future use and is currently disabled by default. Contact ASTi for
additional details.

Cloud

This feature is designed for future use and is currently disabled by default. Contact ASTi for
additional information.
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Simscribe DIS Replay

ASTi’s Simscribe tool for AAR can replay logged DIS PDUs locally or over a DIS LAN/WAN.

When disabled, all PDUs will be played through the DIS gateway only. When enabled all DIS

PDUs will be replayed onto the network interface and port defined in the DIS gateway in RMS.

D.2. Default Feature Controls

The table below lists the default settings for Voisus software with and without the 1A package

installed.

Features

Voisus Software

1A Software Default

Replay

Default
debugwebsocket ON OFF
hookbox ON ON
multiserver ON OFF
networkcredits OFF OFF
prcll7 ON OFF
prc119 ON OFF
radiomonautotune ON ON
realtime ON ON
simscribevbs ON OFF
\Voisus Construct OFF OFF
Chat OFF OFF
Cloud OFF OFF
Simscribe DIS Network OFF OFF

Note 1: The feature list and default settings may vary based on software version.

Note 2: Changing the feature settings of a platform with 1A requirements will affect the ports,

protocols, and services (PPS) profile of the platform. Consult with your Information Assurance

Security Officer (IASO)/Information Assurance Manager (IAM) and/or DIACAP ATO

documentation for details.
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D.3. Changing Feature Controls

ASTi’s Simscribe tool for use with VBS2 can be controlled via the Remote Management System
(RMS). To change the default for Simscribe navigate to Manage > Preferences. Then select to
allow control and save the changes. A reboot is required for the changes to take effect.

The remaining features are controlled via the Voisus Server system command line. A connected
monitor and keyboard are required to log into the Voisus system command line. The user should
have basic working Linux knowledge before proceeding. All commands must be run as root.

To view the current features and settings type:
acecontrol feature_get
This command will show the feature list and their current settings.
To enable a feature type:
acecontrol feature_enable xyz
where xyz is the feature name. For example to enable PRC-117 type:
acecontrol feature_enable prc117
Reboot the system for the enabled feature to take effect.
To disable a feature type:
acecontrol feature_disable xyz
where xyz is the feature name. For example to disable Radio Mon Auto tune type:
acecontrol feauture_disable radiomonautotune

Reboot the system for the disabled feature to take effect.

Important: Backup and Restore Information

If changes are made to the default feature controls these changes are included as part of the
system backup. For example, if a system’s multiserver default is OFF and the feature is enabled
and the system is backed up, the backup will include the multiserver as turned ON.

When performing a restore it is important to note that the feature controls have order
dependencies. When the order is A, B, and C, as shown below and a backup file (C) is restored on
top of the 1A software (B) then the backup file takes precedence over IA.

A) Cold start defaults - set via ASTi Voisus Server Cold Start Procedure (DOC-05-VS-CS-1)
B) IA defaults - set via ASTi IA Software Installation Procedure (DOC-01-1A-1P-1)

C) Backup file settings - set via RMS backup/restore (for details see section 2.2.3. Back Up
and Restore the System)

When the order is C and then B as shown above and the IA software (B) is installed after the
backup file (C) then the IA settings take precedence over the backup file.
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